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1.F1030_ESSL VPNIEXELE

# ECEPKIigsslvpn

[F1030] pki domain sslvpn

[F1030-pki-domain-sslvpn] public-key rsa general name sslvpn

[F1030-pki-domain-sslvpn] undo crl check enable

[F1030-pki-domain-sslvpn] quit

# ECESSL VPNRISgwhIIPIHEE/9100.0.0.254, i%[1ES792000

[F1030] sslvpn gateway gw  //ERIATENR Nin1SEH443, EIIEN, EERShitpsEUAEER IR

[F1030-sslvpn-gateway-gw] ip address 100.0.0.254 port 2000

# FFESSL VPNRIFEgw

[F1030-sslvpn-gateway-gw] service enable

[F1030-sslvpn-gateway-gw] quit

# Qi thippool, #EEIPHENESEE/910.1.1.1——10.1.1.10

[F1030] sslvpn ip address-pool ippool 10.1.1.1 10.1.1.10

# BUEESSL VPN ACE:1, EcEREOAYIPHENF/S10.1.1.100/24

[F1030] interface sslvpn-ac 1

[F1030-SSLVPN-AC1] ip address 10.1.1.100 24

[F1030-SSLVPN-AC1] quit

# BEESSL VPNiaIsLflctx3 [FISSL VPN/Fgw

[F1030] sslvpn context ctx

[F1030-sslvpn-context-ctx] gateway gw

#EAipiE \HtBhkitbippool

[F1030-sslvpn-context-ctx] ip-tunnel address-pool ippool mask 255.255.255.0

#HOEIR IR tist, FHAINEEAZRIN200.0.0.0/24

[F1030-sslvpn-context-ctx] ip-route-list rilist

[F1030-sslvpn-context-ctx-route-list-rtlist] include 200.0.0.0 255.255.255.0


https://zhiliao.h3c.com/User/other/4058

[F1030-sslvpn-context-ctx-route-list-rtlist] quit
# ECESSL VPNifaIsEflctx5 |FSSL VPN ACHEEO1
[F1030-sslvpn-context-ctx] ip-tunnel interface sslvpn-ac 1

# BUEESSL VPNEREEHpgroup, 5IFEESHFIZRist, FEBETachRE], RIERBBEIACLEEANRY
AR LAIBIEIPER

[F1030-sslvpn-context-ctx] policy-group pgroup
[F1030-sslvpn-context-ctx-policy-group-pgroup] ip-tunnel access-route ip-route-list rtlist
[F1030-sslvpn-context-ctx-policy-group-pgroup] filter ip-tunnel acl 3000  //#4Fg
[F1030-sslvpn-context-ctx-policy-group-pgroup] quit

# FFESSL VPNiajsLflctx,

[F1030-sslvpn-context-ctx] service enable

[F1030-sslvpn-context-ctx] quit

#BlJEESSLVPNAMERFA

local-user h3c class network

password cipher $c$3$UxwgdMpL62TJ3k1ftN3CAHz/CK73/uxD0A==
service-type sslvpn

authorization-attribute user-role network-operator

authorization-attribute sslvpn-policy-group pgroup

2.F1030_LigARERIEXECE

# GigabitEthernet1/0/1, GigabitEthernet1/0/2iIA\TrustXiz;, SSLVPN-AC1IIASSLVPNXL, Hig
ERER.

#

security-zone name Trust

import interface GigabitEthernet1/0/1

import interface GigabitEthernet1/0/2

#

security-zone name SSLVPN

import interface SSLVPN-AC1

#

acl number 3000

rule 0 permit ip

#

acl number 3010

rule 0 permit ip source 10.1.1.0 0.0.0.255 destination 200.0.0.0 0.0.0.255
rule 5 permit ip source 200.0.0.0 0.0.0.255 destination 10.1.1.0 0.0.0.255
#

zone-pair security source SSLVPN destination Trust

packet-filter 3010

#

zone-pair security source Trust destination SSLVPN

packet-filter 3010

#

zone-pair security source Trust destination Local

packet-filter 3000

#

zone-pair security source Local destination Trust



packet-filter 3000
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