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#

radius scheme mac_authen

primary authentication 80.52.*.*

primary accounting 80.52.*.*

secondary authentication 81.52.*.*

secondary accounting 81.52.*.*

key authentication cipher $c$3$m7ZSPvpxsD/CPR97Yhzb1fk3InPW3L8g
key accounting cipher $c$3$fOo7ulkFW/ZB8QJh/1Ae22ZY5xdmOGOj
user-name-format without-domain

nas-ip 84.32.*.*

#

domain mac_authen

authentication lan-access radius-scheme mac_authen none
authorization lan-access radius-scheme mac_authen none
accounting lan-access radius-scheme mac_authen none

#

wlan service-template 1

ssid C**

vlan 1400

beacon ssid-hide

client forwarding-location ap

akm mode psk

preshared-key pass-phrase cipher $¢$3$sCYBbRfLfr+n3G5W9GC98SIDNX0GOTTeCyxUQw==
cipher-suite ccmp

security-ie rsn

client-security authentication-mode mac

mac-authentication domain mac_authen

service-template enable
#

G ERC SRR ILEIRR

2B TEMSRdebug(EBH DT :

debugging mac-authentication all

debugging radius all

ABWNT:

*Jan 30 00:42:23:508 2018 JR35AC0A-A4-3FDC05 RADIUS/7/EVENT:
Found request context, dstIP: 80.52.*.*; dstPort: 1812; VPN instance: --(public); socketfd: 353; pktID:
94.

*Jan 30 00:42:23:509 2018 JR35AC0A-A4-3FDC05 RADIUS/7/EVENT:
Retransmitting request packet, currentTries: 3, maxTries: 3.

*Jan 30 00:42:24:258 2018 JR35AC0A-A4-3FDC05 RADIUS/7/EVENT:
PAM_RADIUS: Processing RADIUS authentication.

*Jan 30 00:42:24:258 2018 JR35AC0A-A4-3FDC05 RADIUS/7/EVENT:
PAM_RADIUS: Sent authentication request successfully.

*Jan 30 00:42:24:258 2018 JR35AC0A-A4-3FDC05 RADIUS/7/EVENT:
Processing AAA request data.

*Jan 30 00:42:24:258 2018 JR35AC0A-A4-3FDC05 RADIUS/7/EVENT:
Got request data successfully, primitive: authentication.
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*Jan 30 00:42:24:259 2018 JR35AC0A-A4-3FDC05 RADIUS/7/EVENT:

Getting RADIUS server info.

*Jan 30 00:42:24:259 2018 JR35AC0A-A4-3FDC05 RADIUS/7/EVENT:

Got RADIUS server info successfully.

*Jan 30 00:42:24:259 2018 JR35AC0A-A4-3FDCO05 RADIUS/7/EVENT:

Created request context successfully.

*Jan 30 00:42:24:259 2018 JR35AC0A-A4-3FDC05 RADIUS/7/EVENT:

Created request packet successfully, dstIP: 80.52.*.*, dstPort: 1812, VPN instance: --(public), socket

Fd: 353, pktlD: 97.  /A8iEradiusiMERORIEESBAESRITSL

*Jan 30 00:42:24:259 2018 JR35AC0A-A4-3FDC05 RADIUS/7/EVENT:

Added packet socketfd to epoll successfully, socketFd: 353.

*Jan 30 00:42:24:259 2018 JR35AC0A-A4-3FDC05 RADIUS/7/EVENT:

Mapped PAM item to RADIUS attribute successfully.

*Jan 30 00:42:24:260 2018 JR35AC0A-A4-3FDC05 RADIUS/7/EVENT:

Got RADIUS username format successfully, format: 2.

*Jan 30 00:42:24:260 2018 JR35AC0A-A4-3FDC05 RADIUS/7/EVENT:

Added attribute user-name successfully, user-name: f431c33b****.

*Jan 30 00:42:24:260 2018 JR35AC0A-A4-3FDCO5 RADIUS/7/EVENT:

Filled RADIUS attributes in packet successfully.

*Jan 30 00:42:24:260 2018 JR35AC0A-A4-3FDC05 RADIUS/7/EVENT:

Composed request packet successfully.

*Jan 30 00:42:24:260 2018 JR35AC0A-A4-3FDC05 RADIUS/7/EVENT:

Created response timeout timer successfully.

*Jan 30 00:42:24:260 2018 JR35AC0A-A4-3FDC05 RADIUS/7/PACKET:
User-Name="f431c33b****" /maciA\iEfIFR&(SE
User-Password="*****  //maci\iERIFBFZBER
Service-Type=Call-Check
Framed-Protocol=PPP
NAS-Identifier="JR35AC0A-A4-3F****"

NAS-Port=600

NAS-Port-Type=Wireless-802.11
NAS-Port-ld="VLANID=600;"
Calling-Station-ld="F4-31-C3-3B-36-AB"
Called-Station-ld="AC-74-09-73-79-60:Cinda Mobile"
Acct-Session-d="0000000420180129164224000121¢c308100470"
H3c-User-Vlan-1d=600

H3c-Ip-Host-Addr="0.0.0.0 f4:31:c3:3b:36:ab"
NAS-IP-Address=84.32.*.*  //nasifipitiiit/584.32.*.*
H3c-Product-1d="H3C WX3540H"
H3c-Nas-Startup-Timestamp=1516550284

*Jan 30 00:42:24:260 2018 JR35AC0A-A4-3FDC05 RADIUS/7/EVENT:

Sent request packet successfully.

*Jan 30 00:42:24:261 2018 JR35AC0A-A4-3FDCO05 RADIUS/7/PACKET:
0161 01 1260 f4 ec 24 ac 27 a3 5b 10 1d 38 07 //radiushicode}501, XFEHclientiZF RSS2

IREREMERBRY
b1 9c 81 e2 01 Oe 66 34 33 31 63 33 33 62 33 36
6162 02 12 8b 44 ¢5 b0 74 8f d6 7c 32 51 fe 95
a8 2e 3a 19 06 06 00 00 00 Oa 07 06 00 00 00 01
20 14 4252 33 3541 43 30 41 2d 41 34 2d 33 46
44 43 30 3505 06 00 00 02 58 3d 06 00 00 00 13
57 0d 56 4c 41 4e 49 44 3d 36 30 30 3b 1f 13 46
34 2d 33 31 2d 43 33 2d 33 42 2d 33 36 2d 41 42
1e 20 41 43 2d 37 34 2d 30 39 2d 37 33 2d 37 39
2d 36 30 3a 43 69 6e 64 61 20 4d 6f 62 69 6¢ 65
2c 28 30 30 30 30 30 30 30 34 32 30 31 38 30 31
3239313634 323234 3030303132316333
3038 31 303034 37 30 1a Oc 00 00 63 a2 85 06
00 00 02 58 1a 21 00 00 63 a2 3c 1b 30 2e 30 2e
30 2e 30 20 66 34 3a 33 31 32 63 33 32 33 62 3a

*Jan 30 00:42:24:261 2018 JR35AC0A-A4-3FDC05 RADIUS/7/PACKET:
3336 3a 6162040654 20cf221a 1300 00 63
a2 ff 0d 48 33 43 20 57 58 33 35 34 30 48 1a Oc
00 00 63 a2 3b 06 5a 64 b8 8c

*Jan 30 00:42:24:261 2018 JR35AC0A-A4-3FDCO05 RADIUS/7/EVENT:



Sent request packet and create request context successfully. /AFiESFRRFRIZBREIE
In

*Jan 30 00:42:24:261 2018 JR35AC0A-A4-3FDCO05 RADIUS/7/EVENT:

Added request context to global table successfully.

*Jan 30 00:42:24:261 2018 JR35AC0A-A4-3FDCO05 RADIUS/7/EVENT:

Processing AAA request data.

*Jan 30 00:42:24:507 2018 JR35AC0A-A4-3FDC05 RADIUS/7/EVENT:

Response timed out. /ARTEBAT
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