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telnet server enable
#
vlan 10
#
vlan 192
#
interface Vlan-interface10
ip address 10.1.1.254 255.255.255.0
#
interface Vlan-interface192
ip address 192.168.1.254 255.255.255.0
#
interface Ten-GigabitEthernet1/0/1
port access vlan 10
#
interface Ten-GigabitEthernet1/0/2
port access vlan 192
#
user-interface vty 0 15
authentication-mode scheme
user-role network-admin
#
radius scheme login
primary authentication 192.168.1.253
primary accounting 192.168.1.253
key authentication cipher 123
key accounting cipher 123
user-name-format without-domain
nas-ip 192.168.1.254
#
domain system
authentication login radius-scheme login
authorization login radius-scheme login
accounting login radius-scheme login
#

3. Cisco ACS5.2FtE

31T E

Cisco ACSECE

interface GigabitEthernet 0
ip address 192.168.1.253 255.255.255.0

no shutdown
|

ip default-gateway 192.168.1.254
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The Customize button in the lower right area of the policy rules screen controis which policy
conditions and results are available here for use in policy rules,
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|® Frame 145: 141 bytes on wire (1128 bits), 141 bytes captured (1128 bits) on interface 0
|® Ethernet II, Src: vmware_59:05:26 (00:0c;29:59:05:26), 0st: Hangzhou_Bc:14:31 (58:66:ba;8c;14:31)
|& Internet Protocol version 4, Src: 192.168.1.253 (192.168.1,253), Dst: 192.168.1.254 (192.168.1.254)
user patagram Protocol, Src Port: radius (1812), Dst Port: 18077 (18077)
|= radius Protocol

Code: Access-aAccept (2}

Packet identifier: Oxlc (28)

Length: 99

Authenticator: 4390c81121 59851

[Time from reguest: 0,131673000 seconds]
atrribute value Pairs
& AV 1=7 t=User-name(l): Juneq

m

[ £}
= \rsA =31 t=Cisco- Awa1r(1) shell:roles=" "metwork-admin,”
Cisco-AvPair: shell:roless='\"network-admin'”

i SIRETTLERIFANESESR, LEANERMATHTHIE.

AAA Protocol > RADIUS Authentication

Authertication Status - Pass or Fail
Date Agal 11, 2013 ( Last 30 Minules | Last Hour | Last 42 Hours | Today | Yesterday | Lasi 7 Davs | Last 30 Davs )
Generated on Aprl 11, 2013 4:11:43 PM UTC

©geloag
=pass  XeFai U mhck for details [ aMouse over item far additional informat

RADIUS| NAS | IMACTP | ;

Logged At ;ﬂ_!"_slfﬂ!!'o"“‘ Usemame | e g AC038 Sunice ™yl o |MM|NPMI

Ap NI3IHATBEPM 4 % duned Login Serace & SEE20V2 182 1681254
Ape 11,13 3:32.56 243 PM “ i JuneQ Login Senice PAP_ASCE  S5BHV2 152 168.1 254
Ape 11,13 3.31:14.456 PM o A JumeQ Login Senice PAP_ASCH  SSEXIV2 152 168 1,254
Y, BEXHERA:

1. ECEACSHIRERY EEMcisco-av-pair SFEF T~ &role;

2. 1EREMIECERadius Schemeld, FEEKIRETIFHIRADIUSIRSS5KBUZE Fextende
dZREY;

3. ECERSEENN, FREARENNLEIRGF, REMN EZTAIRFMNYSEEIHITIT
[

4. EEEcisco-av-pairBMHRTEEAtribute Value XX AMEF T A roleAU& :
shell'roles*\"network—admin\"EEsheII:roles=\"network—admin\", TEARE—EEEWS|
5, BURERNR

5. IRESIEHEAHICFAEEMExec_Privilege AR N ARERZRZFEEHIAIGR SR,
SBEEIR0-15, @IITERADIUS VSAFRINH3CFABEME, Vendor ID: 25506, #iNAttrib

ute: H3C-Exec-Privilege, Vendor Attribute ID: 29, Attribute Type: Unsigned Integer
32, RAEHECEIZAIRMERIRPRMIX—BY, FHESERAIRIRISIL,

i Ed doge”

Wulliphe Allwed: Tue =
(¥l include atinouts in log

Attribate Type
Attribute Type: Unsigned integer 32 =

Atribete Configuration

mmmmnuml




Gﬁ!lﬂlc»mnm‘[mlw‘ |

Comman Tasks Attributes

[ Asdn [ Edtv ] [Replacen ][ Deiete |
Dicionary Type:  RADIUS-H3C o
of RADIUS Attibute:  H3C-Exec-Privilege Select |
of Amibute Type: ~ Unsipnediinteger32
Aftribute Value: Satic i
L w
L=




	ComwareV7平台交换机结合CiscoACS5.2进行Radius认证配置及经验总结

