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AR ERESRE616IRMSR50-601%%, FTLAFIREVERO L T RBIIERN, EEMIEFRITHIS
BRI TENL
RERE:
u SR6616E5HI2E
firewall enable /FFEREXEEIAE
acl number 3900 //E X FBHITHIACLELNY
rule 0 permit icmp source 192.168.253.21 0 destination 192.168.253.22 0
rule 10 permit icmp source 192.168.253.22 0 destination 192.168.253.21 0
interface g0/1/5 /AEFB(S£LERAYEOINTT M LRI FRELITVE.


https://zhiliao.h3c.com/questions/catesDis/30
https://zhiliao.h3c.com/User/other/0

firewall packet-filter 3900 inbound
u MSR50-60E%FHH28
firewall enable /JFERHXEEIIAS
acl number 3900 //ZE X FEFITHIACLILR
rule 0 permit icmp source 192.168.253.22 0 destination 192.168.253.21 0
rule 10 permit icmp source 192.168.253.21 0 destination 192.168.253.22 0
interface g0/2 /AEEB(ELIERIECIN T A LRI FAEITIE.
firewall packet-filter 3900 inbound
Pl wtH
FEMSR50-60F&HIRE H12(F:

dis firewall-statistics int g0/2 //Z5itHl, BEEFHNXIESIT 0.
Interface: GigabitEthernet0/2
In-bound Policy: acl 3900
Fragments matched normally
From 2013-11-27 9:22:42 to 2013-11-27 9:24:22
0 packets, 0 bytes, 0% permitted,
0 packets, 0 bytes, 0% denied,
309 packets, 19673 bytes, 100% permitted default,
0 packets, 0 bytes, 0% denied default,
Totally 309 packets, 19673 bytes, 100% permitted,
Totally 0 packets, 0 bytes, 0% denied.

Interface: GigabitEthernet0/2
Out-bound Policy: acl 3900
Fragments matched normally
From 2013-11-27 9:22:42 to 2013-11-27 9:24:22
0 packets, 0 bytes, 0% permitted,
0 packets, 0 bytes, 0% denied,
160 packets, 9726 bytes, 100% permitted default,
0 packets, 0 bytes, 0% denied default,
Totally 160 packets, 9726 bytes, 100% permitted,
Totally 0 packets, 0 bytes, 0% denied.

ping -c 10 192.168.253.21 /AEmsrE&HSEpingf.
PING 192.168.253.21: 56 data bytes, press CTRL_C to break
Reply from 192.168.253.21: bytes=56 Sequence=1 tl=255 time=10 ms
Reply from 192.168.253.21: bytes=56 Sequence=2 tl=255 time=17 ms
Reply from 192.168.253.21: bytes=56 Sequence=3 ttl=255 time=10 ms
Reply from 192.168.253.21: bytes=56 Sequence=4 ttl=255 time=10 ms
Reply from 192.168.253.21: bytes=56 Sequence=>5 ttl=255 time=10 ms
Reply from 192.168.253.21: bytes=56 Sequence=6 ttl=255 time=10 ms
Reply from 192.168.253.21: bytes=56 Sequence=7 ttl=255 time=11 ms
Reply from 192.168.253.21: bytes=56 Sequence=8 tl=255 time=10 ms
Reply from 192.168.253.21: bytes=56 Sequence=9 ttl=255 time=11 ms
Reply from 192.168.253.21: bytes=56 Sequence=10 ttl=255 time=10 ms

--- 192.168.253.21 ping statistics ---
10 packet(s) transmitted
10 packet(s) received
0.00% packet loss
round-trip min/avg/max = 10/10/17 ms

ping -c 10 192.168.253.21
PING 192.168.253.21: 56 data bytes, press CTRL_C to break
Reply from 192.168.253.21: bytes=56 Sequence=1 ttl=255 time=11 ms
Reply from 192.168.253.21: bytes=56 Sequence=2 tl=255 time=10 ms
Reply from 192.168.253.21: bytes=56 Sequence=3 ttI=255 time=10 ms
Reply from 192.168.253.21: bytes=56 Sequence=4 ttI=255 time=10 ms
Reply from 192.168.253.21: bytes=56 Sequence=5 ttI=255 time=10 ms
Reply from 192.168.253.21: bytes=56 Sequence=6 ttI=255 time=11 ms



Reply from 192.168.253.21:
Reply from 192.168.253.21:
Reply from 192.168.253.21:
Reply from 192.168.253.21:

bytes=56 Sequence=7 ttl=255 time=10 ms
bytes=56 Sequence=8 ttl=255 time=11 ms
bytes=56 Sequence=9 ttl=255 time=10 ms
bytes=56 Sequence=10 ttI=255 time=11 ms

--- 192.168.253.21 ping statistics ---

10 packet(s) transmitted
10 packet(s) received
0.00% packet loss

round-trip min/avg/max = 10/10/11 ms

ping -c 10 192.168.253.21

PING 192.168.253.21: 56 data bytes, press CTRL_C to break

Reply from 192.168.253.21:
Reply from 192.168.253.21:
Reply from 192.168.253.21:
Reply from 192.168.253.21:
Reply from 192.168.253.21:

Reply from 192.168.253.21

Reply from 192.168.253.21

bytes=56 Sequence=1 ttl=255 time=10 ms
bytes=56 Sequence=2 ttl=255 time=25 ms
bytes=56 Sequence=3 ttl=255 time=10 ms
bytes=56 Sequence=4 tl=255 time=10 ms
bytes=56 Sequence=5 ttl=255 time=10 ms

: bytes=56 Sequence=6 ttl=255 time=10 ms
Reply from 192.168.253.21:
Reply from 192.168.253.21:
Reply from 192.168.253.21:

bytes=56 Sequence=7 ttl=255 time=11 ms
bytes=56 Sequence=8 ttl=255 time=10 ms
bytes=56 Sequence=9 ttl=255 time=11 ms
bytes=56 Sequence=10 ttI=255 time=10 ms

--- 192.168.253.21 ping statistics ---

10 packet(s) transmitted
10 packet(s) received
0.00% packet loss

round-trip min/avg/max = 10/11/25 ms

ping -c 10 192.168.253.21

PING 192.168.253.21: 56 data bytes, press CTRL_C to break

Reply from 192.168.253.21:
Reply from 192.168.253.21:
Reply from 192.168.253.21:
Reply from 192.168.253.21:
Reply from 192.168.253.21:
Reply from 192.168.253.21:
Reply from 192.168.253.21:
Reply from 192.168.253.21:
Reply from 192.168.253.21:
Reply from 192.168.253.21:

bytes=56 Sequence=1 ttl=255 time=10 ms
bytes=56 Sequence=2 ttl=255 time=10 ms
bytes=56 Sequence=3 ttl=255 time=10 ms
bytes=56 Sequence=4 ttl=255 time=11 ms
bytes=56 Sequence=5 ttl=255 time=10 ms
bytes=56 Sequence=6 ttl=255 time=10 ms
bytes=56 Sequence=7 ttl=255 time=10 ms
bytes=56 Sequence=8 ttl=255 time=11 ms
bytes=56 Sequence=9 ttl=255 time=10 ms
bytes=56 Sequence=10 ttI=255 time=12 ms

--- 192.168.253.21 ping statistics ---

10 packet(s) transmitted
10 packet(s) received
0.00% packet loss

round-trip min/avg/max = 10/10/12 ms

ping -c 10 192.168.253.21

PING 192.168.253.21: 56 data bytes, press CTRL_C to break

Reply from 192.168.253.21:
Reply from 192.168.253.21:
Reply from 192.168.253.21:
Reply from 192.168.253.21:
Reply from 192.168.253.21:
Reply from 192.168.253.21:
Reply from 192.168.253.21:
Reply from 192.168.253.21:
Reply from 192.168.253.21:
Reply from 192.168.253.21:

bytes=56 Sequence=1 ttl=255 time=11 ms
bytes=56 Sequence=2 ttl=255 time=10 ms
bytes=56 Sequence=3 ttl=255 time=11 ms
bytes=56 Sequence=4 ttl=255 time=10 ms
bytes=56 Sequence=5 ttl=255 time=11 ms
bytes=56 Sequence=6 ttl=255 time=10 ms
bytes=56 Sequence=7 ttl=255 time=10 ms
bytes=56 Sequence=8 ttl=255 time=11 ms
bytes=56 Sequence=9 ttl=255 time=10 ms
bytes=56 Sequence=10 ttI=255 time=11 ms

--- 192.168.253.21 ping statistics ---

10 packet(s) transmitted



10 packet(s) received
0.00% packet loss

round-trip min/avg/max = 10/10/11 ms

ping -c 10 192.168.253.21

PING 192.168.253.21: 56 data bytes, press CTRL_C to break

Reply from 192.168.253.21:
Reply from 192.168.253.21:
Reply from 192.168.253.21:
Reply from 192.168.253.21:
Reply from 192.168.253.21:
Reply from 192.168.253.21:

Request time out

Reply from 192.168.253.21:
Reply from 192.168.253.21:
Reply from 192.168.253.21:

bytes=56 Sequence=1 ttl=255 time=11 ms
bytes=56 Sequence=2 ttl=255 time=10 ms
bytes=56 Sequence=3 ttl=255 time=11 ms
bytes=56 Sequence=4 ttl=255 time=10 ms
bytes=56 Sequence=5 ttl=255 time=11 ms
bytes=56 Sequence=6 ttl=255 time=10 ms

bytes=56 Sequence=8 ttl=255 time=11 ms
bytes=56 Sequence=9 ttl=255 time=10 ms
bytes=56 Sequence=10 ttI=255 time=11 ms

--- 192.168.253.21 ping statistics ---

10 packet(s) transmitted
9 packet(s) received
10.00% packet loss

round-trip min/avg/max = 10/10/11 ms

ping -c 10 192.168.253.21

PING 192.168.253.21: 56 data bytes, press CTRL_C to break

Reply from 192.168.253.21:
Reply from 192.168.253.21:
Reply from 192.168.253.21:
Reply from 192.168.253.21:
Reply from 192.168.253.21:
Reply from 192.168.253.21:
Reply from 192.168.253.21:
Reply from 192.168.253.21:
Reply from 192.168.253.21:

Reply from 192.168.253.21

bytes=56 Sequence=1 ttl=255 time=10 ms
bytes=56 Sequence=2 ttl=255 time=11 ms
bytes=56 Sequence=3 ttl=255 time=10 ms
bytes=56 Sequence=4 tl=255 time=11 ms
bytes=56 Sequence=5 ttl=255 time=10 ms
bytes=56 Sequence=6 ttl=255 time=11 ms
bytes=56 Sequence=7 ttl=255 time=10 ms
bytes=56 Sequence=8 ttl=255 time=11 ms
bytes=56 Sequence=9 ttl=255 time=10 ms
bytes=56 Sequence=10 ttI=255 time=11 ms

--- 192.168.253.21 ping statistics ---

10 packet(s) transmitted
10 packet(s) received
0.00% packet loss

round-trip min/avg/max = 10/10/11 ms

ping -c 10 192.168.253.21

PING 192.168.253.21: 56 data bytes, press CTRL_C to break

Reply from 192.168.253.21:
Reply from 192.168.253.21:
Reply from 192.168.253.21:
Reply from 192.168.253.21:
Reply from 192.168.253.21:
Reply from 192.168.253.21:
Reply from 192.168.253.21:
Reply from 192.168.253.21:
Reply from 192.168.253.21:
Reply from 192.168.253.21:

bytes=56 Sequence=1 ttl=255 time=11 ms
bytes=56 Sequence=2 ttl=255 time=10 ms
bytes=56 Sequence=3 ttl=255 time=12 ms
bytes=56 Sequence=4 ttl=255 time=11 ms
bytes=56 Sequence=5 ttl=255 time=10 ms
bytes=56 Sequence=6 ttl=255 time=11 ms
bytes=56 Sequence=7 ttl=255 time=10 ms
bytes=56 Sequence=8 ttl=255 time=11 ms
bytes=56 Sequence=9 ttl=255 time=10 ms
bytes=56 Sequence=10 ttI=255 time=11 ms

--- 192.168.253.21 ping statistics ---

10 packet(s) transmitted
10 packet(s) received
0.00% packet loss

round-trip min/avg/max = 10/10/12 ms

ping - 10 192.168.253.21

PING 192.168.253.21: 56 data bytes, press CTRL_C to break

Reply from 192.168.253.21:

bytes=56 Sequence=1 ttl=255 time=10 ms



Request time out

Reply from 192.168.253.21: bytes=56 Sequence=3 tl=255 time=11 ms
Reply from 192.168.253.21: bytes=56 Sequence=4 ttl=255 time=10 ms
Reply from 192.168.253.21: bytes=56 Sequence=>5 ttl=255 time=11 ms
Reply from 192.168.253.21: bytes=56 Sequence=6 ttl=255 time=10 ms
Reply from 192.168.253.21: bytes=56 Sequence=7 ttl=255 time=11 ms
Reply from 192.168.253.21: bytes=56 Sequence=8 ttl=255 time=10 ms
Reply from 192.168.253.21: bytes=56 Sequence=9 ttl=255 time=11 ms
Reply from 192.168.253.21: bytes=56 Sequence=10 ttl=255 time=10 ms

--- 192.168.253.21 ping statistics ---
10 packet(s) transmitted
9 packet(s) received
10.00% packet loss
round-trip min/avg/max = 10/10/11 ms

ping -c 10 192.168.253.21
PING 192.168.253.21: 56 data bytes, press CTRL_C to break
Reply from 192.168.253.21: bytes=56 Sequence=1 ttl=255 time=11 ms
Reply from 192.168.253.21: bytes=56 Sequence=2 ttl=255 time=10 ms
Reply from 192.168.253.21: bytes=56 Sequence=3 tl=255 time=11 ms
Reply from 192.168.253.21: bytes=56 Sequence=4 ttI=255 time=10 ms
Reply from 192.168.253.21: bytes=56 Sequence=5 ttl=255 time=11 ms
Reply from 192.168.253.21: bytes=56 Sequence=6 ttI=255 time=10 ms
Reply from 192.168.253.21: bytes=56 Sequence=7 ttl=255 time=11 ms
Reply from 192.168.253.21: bytes=56 Sequence=8 tl=255 time=10 ms
Reply from 192.168.253.21: bytes=56 Sequence=9 tl=255 time=11 ms
Reply from 192.168.253.21: bytes=56 Sequence=10 ttl=255 time=12 ms

--- 192.168.253.21 ping statistics ---
10 packet(s) transmitted
10 packet(s) received
0.00% packet loss
round-trip min/avg/max = 10/10/12 ms

dis firewall-statistics int g0/2 /IttAf EBARRER, pingT 100X, HiH100/MRXZ, RET21.
Interface: GigabitEthernet0/2
In-bound Policy: acl 3900
Fragments matched normally
From 2013-11-27 9:22:42 to 2013-11-27 9:25:19
98 packets, 8232 bytes, 14% permitted,
0 packets, 0 bytes, 0% denied,
558 packets, 33276 bytes, 86% permitted default,
0 packets, 0 bytes, 0% denied default,
Totally 656 packets, 41508 bytes, 100% permitted,
Totally 0 packets, 0 bytes, 0% denied.

Interface: GigabitEthernet0/2

Out-bound Policy: acl 3900

Fragments matched normally

From 2013-11-27 9:22:42 to 2013-11-27 9:25:19
100 packets, 8400 bytes, 28% permitted,
0 packets, 0 bytes, 0% denied,
251 packets, 15298 bytes, 72% permitted default,
0 packets, 0 bytes, 0% denied default,

Totally 351 packets, 23698 bytes, 100% permitted,

Totally 0 packets, 0 bytes, 0% denied.

LSRR, Ak T 100MRX, (BRREKEIT8), BN IRERIRSRe6RBRE,
BERAELELEET .
FESRe61RE _HZ(F:

dis firewall-statistics int g0/1/5 /AESR66_- B EFHNIEFIT
Interface: GigabitEthernet0/1/5
In-bound Policy: acl 3900



From 2013-11-27 9:25:51 to 2013-11-27 9:28:03
98 packets, 8232 bytes, 16% permitted,
0 packets, 0 bytes, 0% denied,
503 packets, 27942 bytes, 84% permitted default,
0 packets, 0 bytes, 0% denied default,
Totally 601 packets, 36174 bytes, 100% permitted,
Totally 0 packets, 0 bytes, 0% denied.

Interface: GigabitEthernet0/1/5
Out-bound Policy: acl 3900
From 2013-11-27 9:25:51 to 2013-11-27 9:28:03
98 packets, 8232 bytes, 34% permitted,
0 packets, 0 bytes, 0% denied,
190 packets, 11828 bytes, 66% permitted default,
0 packets, 0 bytes, 0% denied default,
Totally 288 packets, 20060 bytes, 100% permitted,
Totally 0 packets, 0 bytes, 0% denied.

PAEEEEGEE, MIdumR HAT100MR, SRe6ERUGEIT 984, A8 EET24, RATAH T8
MR, ImERIET .

SRE6A ALEEBEED.

ping 192.168.253.22 /3 1B M SR66_Epingddimitt T i,
PING 192.168.253.22: 56 data bytes, press CTRL_C to break
Reply from 192.168.253.22: bytes=56 Sequence=1 ttI=255 time=11 ms
Reply from 192.168.253.22: bytes=56 Sequence=2 ttI=255 time=11 ms
Reply from 192.168.253.22: bytes=56 Sequence=3 ttI=255 time=11 ms
Reply from 192.168.253.22: bytes=56 Sequence=4 tl=255 time=10 ms
Request time out

--- 192.168.253.22 ping statistics ---
5 packet(s) transmitted
4 packet(s) received
20.00% packet loss
round-trip min/avg/max = 10/10/11 ms

ping 192.168.253.22
PING 192.168.253.22: 56 data bytes, press CTRL_C to break
Reply from 192.168.253.22: bytes=56 Sequence=1 ttI=255 time=11 ms
Reply from 192.168.253.22: bytes=56 Sequence=2 ttI=255 time=10 ms
Reply from 192.168.253.22: bytes=56 Sequence=3 tl=255 time=10 ms
Reply from 192.168.253.22: bytes=56 Sequence=4 tl=255 time=11 ms
Request time out

--- 192.168.253.22 ping statistics ---
5 packet(s) transmitted
4 packet(s) received
20.00% packet loss
round-trip min/avg/max = 10/10/11 ms

FHfilping T2k, HIH10MRX, BRET2D.

dis firewall-statistics int g0/1/5 /#ESR66_t&&ERNIESFIT
Interface: GigabitEthernet0/1/5
In-bound Policy: acl 3900
From 2013-11-27 9:25:51 to 2013-11-27 9:28:49
106 packets, 8904 bytes, 13% permitted,
0 packets, 0 bytes, 0% denied,
668 packets, 36846 bytes, 87% permitted default,
0 packets, 0 bytes, 0% denied default,
Totally 774 packets, 45750 bytes, 100% permitted,
Totally 0 packets, 0 bytes, 0% denied.

Interface: GigabitEthernet0/1/5



Out-bound Policy: acl 3900
From 2013-11-27 9:25:51 to 2013-11-27 9:28:49
108 packets, 9072 bytes, 30% permitted,
0 packets, 0 bytes, 0% denied,
252 packets, 15426 bytes, 70% permitted default,
0 packets, 0 bytes, 0% denied default,
Totally 360 packets, 24498 bytes, 100% permitted,
Totally 0 packets, 0 bytes, 0% denied.

WAL #0EREE, SRECISHRRAL T10 MR, MEITe4,

dis firewall-statistics int g0/2 /BAEMSR_LESFitT,

Interface: GigabitEthernet0/2

In-bound Policy: acl 3900

Fragments matched normally

From 2013-11-27 9:22:42 to 2013-11-27 9:27:19
108 packets, 9072 bytes, 9% permitted,
0 packets, 0 bytes, 0% denied,
1051 packets, 59596 bytes, 91% permitted default,
0 packets, 0 bytes, 0% denied default,

Totally 1159 packets, 68668 bytes, 100% permitted,

Totally 0 packets, 0 bytes, 0% denied.

Interface: GigabitEthernet0/2

Out-bound Policy: acl 3900

Fragments matched normally

From 2013-11-27 9:22:42 to 2013-11-27 9:27:19
110 packets, 9240 bytes, 20% permitted,
0 packets, 0 bytes, 0% denied,
414 packets, 24622 bytes, 80% permitted default,
0 packets, 0 bytes, 0% denied default,

Totally 524 packets, 33862 bytes, 100% permitted,

Totally 0 packets, 0 bytes, 0% denied.

PAEEuEIREE, MSRIKZIMNSRE6 EAHAI10/MEX, BEXAHT10MEINIRSE, JSEESR66_EAIEL
&, BASR66AAM, LKEENET21ME.

dis int g0/1/5 //EESRE65EOEIE, AFAHBCRCIRIGHEIR.
GigabitEthernet0/1/5 current state: UP
Line protocol current state: UP
Description: to SDNY-LKKY-R5060 GEO/1 10M
The Maximum Transmit Unit is 1500
Internet Address is 192.168.253.21/30 Primary
IP Packet Frame Type: PKTFMT_ETHNT_2, Hardware Address: 3822-d61e-71b5
IPv6 Packet Frame Type: PKTFMT_ETHNT_2, Hardware Address: 3822-d61e-71b5
Media type is twisted pair, loopback not set, promiscuous mode not set
100Mb/s, Full-duplex, link type is autonegotiation
Output flow-control is disabled, input flow-control is disabled
Output queue : (Urgent queuing : Size/Length/Discards) 0/100/0
Output queue : (Protocol queuing : Size/Length/Discards) 0/500/0
Output queue : (FIFO queuing : Size/Length/Discards) 0/1024/0
Last clearing of counters: Never
Last 300 seconds input rate 108926.19 bytes/sec, 871408 bits/sec, 102.83 packets/sec
Last 300 seconds output rate 2860.07 bytes/sec, 22880 bits/sec, 9.51 packets/sec
Input: 463363066 packets, 518090337252 bytes, 0 no buffers
21 broadcasts, 1069219 multicasts, 0 pauses
24203 errors, 0 runts, 0 giants
24203 crc, 0 align errors, 0 overruns
0 dribbles, 0 drops
Output:57125480 packets, 38163108493 bytes
152 broadcasts, 2299449 multicasts, 0 pauses
0 errors, 0 underruns, 0 collisions



0 deferred, 0 lost carriers
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