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interface GigabitEthernet1/0/1

ip address 192.168.0.1 255.255.255.0
#

interface GigabitEthernet1/0/2 #,3/ [
ip address 100.0.0.1 255.255.255.0

interface LoopBack0 #GREX2ERTAYEIbHE
description GRE

ip address 20.0.0.1 255.255.255.255

#

interface LoopBack1 # #GREET2ERTHAELtE
description GRE

ip address 10.0.0.1 255.255.255.255
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interface Tunnel0 mode gre
description ToFenZhi_1
ip address 21.0.0.1 255.255.255.0
source 20.0.0.1
destination 20.0.0.2
#
interface Tunnel1 mode gre
description ToFenzhi_2
ip address 11.0.0.1 255.255.255.0
source 10.0.0.1

destination 10.0.0.2
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security-zone name Trust

import interface GigabitEthernet1/0/1
#

security-zone name Untrust

import interface GigabitEthernet1/0/2
import interface Tunnel0

import interface Tunnell

zone-pair security source Any destination Any
packet-filter 3010

acl advanced 3010
description yujiancelue
rule 0 permit ip
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interface GigabitEthernet1/0/1

ip address 192.168.1.1 255.255.255.0
#

interface GigabitEthernet1/0/2

ip address 100.0.0.2 255.255.255.0

interface LoopBack0
description GRE
ip address 20.0.0.2 255.255.255.255

interface Tunnel0 mode gre #XEBI2EREIERBFIRERRIT sk
ip address 21.0.0.2 255.255.254.0

source 20.0.0.2

destination 20.0.0.1

security-zone name Trust

import interface GigabitEthernet1/0/1
#

security-zone name Untrust

import interface GigabitEthernet1/0/2
import interface TunnelO

acl advanced 3010
description yujiancelue

rule 0 permit ip

zone-pair security source Local destination Any
packet-filter 3010
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interface GigabitEthernet1/0/1

ip address 192.168.2.1 255.255.255.0
#

interface GigabitEthernet1/0/2

ip address 100.0.0.3 255.255.255.0

interface LoopBackO
description GRE
ip address 10.0.0.2 255.255.255.255

interface Tunnel0 mode gre

ip address 11.0.0.2 255.255.255.0
source 10.0.0.2

destination 10.0.0.1

security-zone name Trust

import interface GigabitEthernet1/0/1#
security-zone name Untrust

import interface GigabitEthernet1/0/2
import interface TunnelO

#

acl advanced 3010

description yujiancelue

rule 0 permit ip

#

zone-pair security source Any destination Any
packet-filter 3010
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#EEMEREIRA B Zipsec, RBEE—EIE, FRELRacl,

ike keychain 1

pre-shared-key address 0.0.0.0 0.0.0.0 key simple 123 #0.0.0.0{{FES{H{aitlitiE Zipsec

ike profile 1

keychain 1

local-identity address 100.0.0.1
match remote identity address 0.0.0.0 0.0.0.0
#

ipsec transform-set 1

esp encryption-algorithm 3des-cbc
esp authentication-algorithm md5
#

ipsec policy-template 1 1
transform-set 1

local-address 100.0.0.1

ike-profile 1

#

ipsec policy 1 1 isakmp template 1

#ZOTAMipsec
interface GigabitEthernet1/0/2
ip address 100.0.0.1 255.255.255.0

ipsec apply policy 1
REEN—$:
ip route-static 192.168.1.0 24 Tunnel0  #192.168.1.025 X —aFARItbE, SETF—BHERTuUn

nle 0, BPEESDZ—HIGRERE,
ip route-static 192.168.2.0 24 Tunnell  #192.168.1.029 X —kIFAMIthlE, SET—BEETun



nle 0, BIEESZ—HIGREREE.,
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ike profile 1

keychain 1

match remote identity address 100.0.0.1 255.255.255.255

#

ike keychain 1

pre-shared-key address 100.0.0.1 255.255.255.255 key simple 123

ipsec transform-set 1

esp encryption-algorithm 3des-cbc
esp authentication-algorithm md5
#

ipsec policy 1 1 isakmp
transform-set 1

security acl 3020

remote-address 100.0.0.1
ike-profile 1

acl advanced 3020

description IPsec

rule 0 permit ip source 20.0.0.2 0 destination 20.0.0.10 #XBEZLACILERRFIGREREE
Hiit—2, BDEGRE%Z BARS.

REEN—L:

ip route-static 192.168.0.0 24 Tunnel0 #AEREEFE192.168.0.0F 2 EEHt932192.168.2.
0, FT—H25MEMTunnle 0, £3PIEMEEE, BHEIELR.
ip route-static 192.168.2.0 24 Tunnel0
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ipsec transform-set 1

esp encryption-algorithm 3des-cbc

esp authentication-algorithm md5

#

ipsec policy 1 1 isakmp

transform-set 1

security acl 3020

remote-address 100.0.0.1

ike-profile 1

#

ike profile 1

keychain 1

match remote identity address 100.0.0.1 255.255.255.255
#

ike keychain 1

pre-shared-key address 100.0.0.1 255.255.255.255 key simple 123

acl advanced 3020
description IPsec
rule 0 permit ip source 20.0.0.2 0 destination 20.0.0.1 0

ip route-static 192.168.0.0 24 Tunnel0

ip route-static 192.168.2.0 24 Tunnel0

#

BEAERR

#EERERIEIRYTUR, REEaiEZIIPSECKIE, AaeEanEN,
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[H3C]ping -a 192.168.1.1 192.168.0.1

Ping 192.168.0.1 (192.168.0.1) from 192.168.1.1: 56 data bytes, press CTRL_C to break
56 bytes from 192.168.0.1: icmp_seq=0 ttl=255 time=2.000 ms

56 bytes from 192.168.0.1: icmp_seq=1 ttl=255 time=8.000 ms

56 bytes from 192.168.0.1: icmp_seqg=2 ttl=255 time=2.000 ms

56 bytes from 192.168.0.1: icmp_seq=3 ttl=255 time=1.000 ms

56 bytes from 192.168.0.1: icmp_seq=4 ttl=255 time=1.000 ms

--- Ping statistics for 192.168.0.1 ---

5 packet(s) transmitted, 5 packet(s) received, 0.0% packet loss

round-trip min/avg/max/std-dev = 1.000/2.800/8.000/2.638 ms

[H3C]%May 9 18:41:03:921 2018 H3C PING/6/PING_STATISTICS: -COntext=1; Ping statistics for 1
92.168.0.1: 5 packet(s) transmitted, 5 packet(s) received, 0.0% packet loss, round-trip min/avg/max/st
d-dev = 1.000/2.800/8.000/2.638 ms.

[H3C]ping -a 192.168.1.1 192.168.2.1

Ping 192.168.2.1 (192.168.2.1) from 192.168.1.1: 56 data bytes, press CTRL_C to break
56 bytes from 192.168.2.1: icmp_seq=0 ttl=254 time=5.000 ms

56 bytes from 192.168.2.1: icmp_seqg=1 ttI=254 time=2.000 ms

56 bytes from 192.168.2.1: icmp_seq=2 ttl=254 time=4.000 ms

56 bytes from 192.168.2.1: icmp_seq=3 ttl=254 time=2.000 ms

56 bytes from 192.168.2.1: icmp_seq=4 ttl=254 time=3.000 ms

--- Ping statistics for 192.168.2.1 ---

5 packet(s) transmitted, 5 packet(s) received, 0.0% packet loss

round-trip min/avg/max/std-dev = 2.000/3.200/5.000/1.166 ms

[H3C]%May 9 18:41:07:906 2018 H3C PING/6/PING_STATISTICS: -COntext=1; Ping statistics for 1
92.168.2.1: 5 packet(s) transmitted, 5 packet(s) received, 0.0% packet loss, round-trip min/avg/max/st
d-dev = 2.000/3.200/5.000/1.166 ms.
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[H3C]ping -a 192.168.2.1 192.168.0.1

Ping 192.168.0.1 (192.168.0.1) from 192.168.2.1: 56 data bytes, press CTRL_C to break
56 bytes from 192.168.0.1: icmp_seq=0 ttl=255 time=1.000 ms

56 bytes from 192.168.0.1: icmp_seq=1 ttl=255 time=1.000 ms

56 bytes from 192.168.0.1: icmp_seq=2 ttl=255 time=1.000 ms

56 bytes from 192.168.0.1: icmp_seq=3 ttl=255 time=2.000 ms

56 bytes from 192.168.0.1: icmp_seq=4 ttl=255 time=1.000 ms

--- Ping statistics for 192.168.0.1 ---

5 packet(s) transmitted, 5 packet(s) received, 0.0% packet loss

round-trip min/avg/max/std-dev = 1.000/1.200/2.000/0.400 ms

[H3C\%May 9 18:42:47:047 2018 H3C PING/6/PING_STATISTICS: -COntext=1; Ping statistics for 1
92.168.0.1: 5 packet(s) transmitted, 5 packet(s) received, 0.0% packet loss, round-trip min/avg/max/st
d-dev = 1.000/1.200/2.000/0.400 ms.

[H3C]ping -a 192.168.2.1 192.168.1.1

Ping 192.168.1.1 (192.168.1.1) from 192.168.2.1: 56 data bytes, press CTRL_C to break
56 bytes from 192.168.1.1: icmp_seq=0 ttl=254 time=11.000 ms

56 bytes from 192.168.1.1: icmp_seqg=1 ttI=254 time=2.000 ms

56 bytes from 192.168.1.1: icmp_seq=2 ttl=254 time=2.000 ms

56 bytes from 192.168.1.1: icmp_seq=3 ttl=254 time=5.000 ms

56 bytes from 192.168.1.1: icmp_seq=4 ttl=254 time=4.000 ms

--- Ping statistics for 192.168.1.1 ---

5 packet(s) transmitted, 5 packet(s) received, 0.0% packet loss

round-trip min/avg/max/std-dev = 2.000/4.800/11.000/3.311 ms

[H3C]%May 9 18:42:50:726 2018 H3C PING/6/PING_STATISTICS: -COntext=1; Ping statistics for 1
92.168.1.1: 5 packet(s) transmitted, 5 packet(s) received, 0.0% packet loss, round-trip min/avg/max/st
d-dev = 2.000/4.800/11.000/3.311 ms.
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