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#

ipsec transform-set h3cnc

esp encryption-algorithm 3des-cbc

esp authentication-algorithm md5
#

ipsec policy h3cnc 65534 isakmp

transform-set h3cnc

security acl 3000

remote-address 1.1.1.1

ike-profile h3cnc

sa duration time-based 28800

sa duration traffic-based 1843200
#

ike identity fqdn h3cnc
#
ike profile h3cnc

keychain h3cnc

exchange-mode aggressive

local-identity fqdn h3cnc

match remote identity fqdn sangfornc

proposal 65534
#
ike proposal 65534

encryption-algorithm 3des-cbc

dh group2

authentication-algorithm md5

sa duration 3600
#
ike keychain h3cnc

pre-shared-key address 1.1.1.1 255.255.255.255 key cipher $c$3$ESr300c6AM1cd8EoQgB0OBHvVbk
SANL3A5XA==
#
interface GigabitEthernet0/0

port link-mode route

ip address 2.2.2.2 255.255.255.252

nat outbound 3001

ipsec apply policy h3cnc
#
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*Jan 3 00:56:54:205 2011 Nanchuan IKE/7/EVENT: vrf = 0, local = 2.2.2.2, remote = 1.1.1.1/500 IK
E SA state changed from IKE_P1_STATE_INIT to IKE_P1_STATE_SEND1. *Jan 3 00:56:54:205 20
11 Nanchuan IKE/7/PACKET: vrf = 0, local = 2.2.2.2, remote = 1.1.1.1/500 Sending packet to 1.1.1.1
remote port 500, local port 500. *Jan 3 00:56:54:205 2011 Nanchuan IKE/7/PACKET: vrf = 0, local =
2.2.2.2,remote = 1.1.1.1/500  I-COOKIE: bc1fffc0402cd7dd R-COOKIE: 0000000000000000 nex
t payload: SA version: ISAKMP Version 1.0 exchange mode: Aggressive flags: message ID: 0
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length: 380 *Jan 3 00:56:54:205 2011 Nanchuan IKE/7/PACKET: vrf = 0, local = 2.2.2.2, remote = 1.
1.1.1/500 Sending an IPv4 packet. *Jan 3 00:56:54:206 2011 Nanchuan IKE/7/EVENT: vrf = 0, local
=2.2.2.2, remote = 1.1.1.1/500 Sent data to socket successfully. /ZIiXEBikethFEIR X ERMINA HZE
Request time out *Jan 3 00:56:56:361 2011 Nanchuan IPSEC/7/EVENT: Found block-flow node. *J
an 3 00:56:56:361 2011 Nanchuan IPSEC/7/PACKET: Failed to find SA by SP, SP Index = 0, SP Co
nvert-Seq = 4294836224. *Jan 3 00:56:56:361 2011 Nanchuan IPSEC/7/ERROR: The reason of dro
pping packet is no available IPsec tunnel. Request time out *Jan 3 00:56:58:564 2011 Nanchuan IPS
EC/7/EVENT: Found block-flow node. *Jan 3 00:56:58:564 2011 Nanchuan IPSEC/7/PACKET: Fail
ed to find SA by SP, SP Index = 0, SP Convert-Seq = 4294836224. *Jan 3 00:56:58:564 2011 Nanc
huan IPSEC/7/ERROR: The reason of dropping packet is no available IPsec tunnel. *Jan 3
00:56:59:725 2011 Nanchuan IKE/7/PACKET: vrf = 0, local = 2.2.2.2, remote = 1.1.1.1/500 Retrans
mit phase 1 packet. /(B2 ZMSR;ZEE S REIKEERIRX -.....
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