(" SERARPSLINIPvAtBHE hSSIEN IR ST

O 2018-04-02 &%

LREPRTEIPHIETERES, S5IRMBIRERS. MEIWSHERETIEHIE, XLHIESYIA
FRWSSIERBRARRNFN, AT K2R TFERENSE PR EIER PHEILTsRERRE
. AFEERRREREBET —MERNFR, BFONNEHIEEFEIPIILTR, RIRRAF
IHERAGRIR, LARSBIRFRIREITSRECE, SOOI SS9,

RN EEXIRZEARPIIINPvABIEhSAG R RIRHTERNE, FETIHMEIPCLIR (Windo
ws 10548) LIRHICMEZIZE (Comware V7 FE3IRI/ERHER/PIXE) SCIERMEH—LSHEA,
SEEARPJRIE

Gratuitous ARP, #&HEAREZARP", R TCEARP”, 1BEL REXME, “THOXNEZE
i “EREARBCHERT, BELHBEEEE", BIREBRARPRIREREN— N RER PRI
FRIPHBIEER R AR IPHEUAYARP request/reply3R3L:

Frame 1: 42 bytes on wire (336 bits), 42 bytes captured (336 bits)
Ethernet II, Src: 1le:7e:22:0e:04:05, Dst: ff:ff:ff:ff:ff:Ff
v Address Resolution Protocol (request/gratuitous ARP)
Hardware type: Ethernet (1)
Protocol type: IPv4 (@xes80@)
Hardware size: 6
Protocol size: 4
Opcode: request (1)
[Is gratuitous: True]
Sender MAC address: le:7e:22:0e:04:05
Sender IP address: 200.1.1.1
Target MAC address: ©00:00:00:00:00:00
arget TP address: 200.1.1.1
REBIXIINRIEREEARPHRSESCHILA IR :
1. IRBAERITRERE TN (LLAER T MACHENE, SEIRTRR) . ARP requesta]LALELA
N(ZE VLAN)HETEIREEHARP request RIXERIIPFIMACHIBET KRR,
2, HELAINEREREEMBIRENIPIESHNIPE—HRY, MRXMARP requestRHfE, 1RBUL
ZJARP reply, HBALAN (SZ&FVLAN) HigEIREFECIPHEIE—E, MNSRKEITARP reply, BB
BILAN (¢&EVLAN) Big&ERETHAN—H#NIP, XMHERAEESIERERF Pz, HE
SFEERMRT B RIEREEARPRIZIRIL, BEIPSMRR.
G EEARP BTG NEEMMAYIPHILETZE, BESE—EIEE LB e FFFINEIZE A IR
B,
{BRZEARPIGNIPHBIE oSt T — MK, N TFEMR, BEMRBPC-1. PC-2fIPC-3=8
%85, PC-1HIithE192.168.1.1, PC-2RIPC-3RUHEHITH9192.168.1.2,

N

PC-1
192.168.1.1

SW

—_— e ———

1RIBGRZEARPRISTINE, LEAIPC-2APC-SINEIMILAYIPHIIETERE, *—BEMERIINRIESR
#EARP; SltERS, F—BERNEBENSIIPC-1 NSRBI R EARPEERTAHE K A 1tBAR
PZ, 192.168.1.2—BRGIEIMAC-2, —RMGIEIMAC-3, BEI—SEX Titblt; ZRARPIXFRLE

KB BN AN EERIFERINE, AT REMSENE. EIRFCHIRE T A EIHSE

L

bt hz=iSMACD (Address Conflict Detection) JEIE

X BRIt oA LA 2 ERARPRRIAR TS ZERIERME, RFC 522712 H T — NI

#J: ACD (Address Conflict Detection) , ACDEN T ARP probef]ARP announcement@fARPE
(EB2ARP request, REEBEFRBAK—HE)

ARP probe: FIF@UIPHEUESZE, KiXimIPEFEA0, EHFEA0RATERNEBIZEIIARP cacheld


https://zhiliao.h3c.com/User/other/16974

Ri5Ee (ARP probefli SIARERIHMFRIRIRERIFARPIEIX R, BEETRBIEEERBR
Pitbit Y, EUBEASSEN) , BiRPREEPibIE (AIARREEFEHRNIPHEL) . NBSRES
"HIFEE, ARP probetB R R ZZARP,

Frame 1: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on interface @
Ethernet II, Src: e4:b3:18:e7:ab:5d, Dst: ff:ff:ff:ff:ff:ff
v Address Resolution Protocol (request)

Hardware type: Ethernet (1)

Protocol type: IPv4 (©x0300)

Hardware size: 6

Protocol size: 4

Opcode: request (1)

Sender MAC address: e4:b3:18:e7:ab:5

Sender IP address: ©.0.0.0

Target MAC address: 00:00:00:00:00:00

Target IP address: 10@.1.1.1

ARP announcement: FBFIBBRA N (LAN/VLAN) KGFEFEHAENPHNT, BHSIHE— R
ZZARP request, BRAIXimIPIHIIERNBIRIPHIHERR AR IPHEILAIARP requestiRS, BRIELAN(VL
AN)FRFREENEREH B CHIARPIETRR, &IPSR ARIXERIMACHENE,
Frame 4: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on interface @
Ethernet II, Src: ea:b3:18:e7:ab:5d, Dst: ff:ff:ff:ff:ff:ff
v Address Resolution Protocol (request/gratuitous ARP)
Hardware type: Ethernet (1)
Protocol type: IPv4 (©x0300)
Hardware size: 6
Protocol size: 4
Opcode: request (1)
[Is gratuitous: True]
Sender MAC address: e4:b3:18:e7:ab:5d
Sender IP address: 10@.1.1.1
Target MAC address: 90:00:00:00:00:00
arget IP address: 10@¢.1.1.1
ACDIE
1. MRAROEEE (SEMERINSRE, SETHEETR) SR%—ARP probe, (A TEREZ
K-/ O FIRY S ENERT A ARP probel&iifizE, B—MAZEERKREE, FSI7ZIKIEARP probe,
SEF—MENRBBERIE, BYMRM-RIIZ M probeth ARIEERIX, SBAREIE) .
2. RIXKIZEAEEKEIARP replys & ARP probe, SNSRICEITARP reply, iBBEIEIPHIIIEEEIGE
FERAT. MRIEET—BHRIPHIIEARIEIPAIARP probe, BB MRERRISEEERIXIRE
IPHE, XFAER T, FMNREESIREERFHIN Y IPHIETER, AR T hSRAbE,
3. WIR EAFRFMARPEENZBINE, IREMREEIPHEUITTA, 8&&ZE—ARP announcement, &if
HthREXMREIPEHERT, XMREEARP requestiRSIETIELAN (VLAN) SEREEIHTARP
RIL,
ACD}tihibi kb 12
LGB PHEIE TSRS, RFC55274t 7 =FImNIEAIARIRE] :
1. EERGHERZIPIL;
2. RIE—ARP announcementRFHTIPHINF ", SNSRIFSHPBAULIFIE, BEFERXNP;
3. FTtihss, REE(FERIXAMP,
ZEiIt, HIERTHE 7 REARPINIMIEMRAYRIE, TEHEBEI e, BN T T R2EARPINE
SCERIPHEUE P SSAET,

Windows G EHAIHIIERSEAS NSEIRIE SR

BIILNE, 6 SOt hsiGUFRERANREE, BRI Windows RG AN AR hoSt AN
Hift—rEt, WTEEW, PC-15PC-21&EEZESWE, BMEPCHUBTE—VLAN, #I4EEFHEP
CHUIARECE Pl :

SW

F)(::'-1 Port-1 Port-2 F)(::_:z

1. PC-1&2 T Windows 10#ER S, FITLAPC-1EEIPHENE100.1.1.1/24, SAEESWAIPort-1520]
HEGINE, BidWiresharka] LAEREIEN FARPIRI :



To. Tine Source MAC Destination MAC Source IP Destination IP  Protoc Lengt Info
108:08:58.571333 0a:00:27:00:00: ARP 42fwho has 100.1.1.1? Tell ©.0.0.0
2 08:08:59.571324 0a:00:27:00: 0 ARP 42who has 100.1.1.1? Tell ©.0.0.0
3 08:09:00.571239 0a:00:27:00: 0 ho has 100.1.1.1? Tell 0.0.0.0,
4 08:09:01.571458 0a:00:27:00:00:21 ff: ff:ff:ff:ff:ff ARP 42 Gratuitous ARP for 160.1.1.1 (Request)

Frame 1: 42 bytes on wire (336 bits), 42 bytes captured (336 bits)
Ethernet II, Src: 0a:@0:27:00:@0:21, Dst: ff:ff:ff:ffiff:ff
v Address Resolution Protocol (request)
Hardware type: Ethernet (1)
Protocol type: IPvA (0x0800)
Hardware size: 6
Protocol size: 4
opcode: request (1
Sender MAC address: 0a:@0:27:
Sender IP address: 0.0.0.0
Target MAC address: 00:00:00:00:00:00
Target IP address: 100.1.1.1

Ho. Tine Source MAC Destination JAC Source IF Destination IP  Frotoc Lengt Info
108:08:58.571333 @a: :00:00:21 ff: ff:ff:ff:ff:ff ARP 42 who has 100.1.1.1? Tell @.0.0.0
2 08:08:59.571324 @ :100:00:21 FFFF A FFiFfiff ARP 42 who has 100.1.1.1? Tell @.0.0.
3 08:09:00.571239 0a: 100:00:21 FF:FF:Ff FFFF FF ARP 42 Who _has 160.1.1.1? Tell ©.0.

4 08:09:01.571458 0a:00:27:00:00:21 ff: ff:Ff:ff:ff:ff ARP az‘Gratuitous ARP for 100.1.1.1 (Request)l

Frame 4: 42 bytes on wire (336 bits), 42 bytes captured (336 bits)
Ethernet II, Src: @a:@0:27:00:00:21, Dst: ff:iffiff:ffiff:ff
~ Address Resolution Protocol (request/gratuitous ARP)
Hardware type: Ethernet (1)
Protocol type: IPv4 (0x0800)
Hardware size: 6
Protocol size: 4
Opcode: request (1)
[Is gratuitous: True]
Sender MAC address: 0a:0@:27:00:00:21
Sender IP address: 100.1.1.1
Target MAC address: @0:00:00:00:00:00
Jarget IP address: 100.1.1.1

PC-1ECEMFHIILE, RIXT=/MRM100.1.1.11BIEHIARP probeiR (=/MRXEME1s)  EHFRI
FEE P EAIREIHZIRUIRXAIARP reply, SULETPCHIFRIA100.1.1.1#EATAE, MMEHAEHRTA
RP announcementiZ S = £33100.1.1.13B1EAI(ER.

HItATLAE HWindows RFEACDRISLEL S RFC5227 P FIERYIATE—E, TE4AEIER it hashd
. Windows RGeS =L,

2, B ERMEIRENRRSRE, FetaPC-2F THRIENNE100.1.1.1/24, AEBAEPCAFIREMI0
0.1.1.1/24, ERIFESW LRIPort-145(54ME, @I WiresharkWZRBIN FARPRE :

No. Tine Source WAC Destination NAC Source TP Destination IP  Protoc Lengt Info
108:30:00.571704 0a:00:27:00:00:21 ff:ff:ff:ffiff:ff ARP
208:30:00.573472 24:5c:df:72:02:06 ff:ffiff:ffiff:ff ARP
3 08:30:07.071461 0a:00:27:00:00:21 ff:ffiff:ffiff:ff ARP
4 08:30:08.071306 0a:00:27:00:00:21 f: ff:ff:ff:ffiff ARP 42 who has 169.254.162.184? Tell ©.0.0.0
5 08:30:09.070663 0a:00:27:00:00:21 ff:ffiff:ffiff:ff ARP 42 who has 169.254.162.184? Tell ©.0.0.0
6 08:30:10.070980 0a:00:27:00:00:21 ff:ff:ff:ffiff:ff ARP 42 Gratuitous ARP for 169.254.162.184 (Request)

Frame 2: 60 bytes on wire (480 bits), 60 bytes captured (480 bits)
Ethernet II, Src: 24:5c:df:72:02:06, Dst: ff:ff:ff:ff:ff:ff
v Address Resolution Protocol (reply/gratuitous ARP)
Hardware type: Ethernet (1)
Protocol type: IPv4 (0x0800)
Hardware size: 6
Protocol size: 4
Opcode: reply (2)
[Is gratuitous: True
Sender MAC addres
Sender IP address
Target MAC address: :
Target IP address: 100.1.1.1

PC-1ECEFIHIE, FRFFRET100.1.1.13BIFAIARP probeiR3Z, {EREIATMLEHPC-2ERE T itk
100.1.1.1, #PC-2UZiXNARP probefF££5PC-1EIN—PARP reply, EEIPC-1E 74 21tthE100.1
AARAEE.

No. Tine Source MAC Destination MAC Source IP  Destination IP  Protoc Lengt Info
108:30:00.571704 0a:00:27:00:00:21 f:ff:ff:ff:ff:ff ARP 42 Who has 100.1.1
2 08:30:00.573472 24:5c:df:72:02:06 Ff:ff:ff:ff:ff:ff ARP i
3 08:30:07.071461 0a:00:27:00:00:21 F:ff:ff:ff:ff:ff ARP
408:30:08.071306 02:00:27:00:00:21 ff: ff: ff:ff:ff:ff ARP 42 Who has 169.254.162.1847 Tell 0.0.0.0
508:30:09.070663 0a:00:27:00:00:21 ff: ff:ff:ff:ff:ff ARP 42 who has 169.254.162.184? Tell 0.0.0.0
6 08:30:10.070980 0a:00:27:00:00:21 F:ff:ff:ff:ff:ff ARP 42 Gratuitous ARP for 169.254.162.184 (Request)

Frame 3: 42 bytes on wire (336 bits), 42 bytes captured (336 bits)
Ethernet II, Src: 0a:00:27:00:00:21, Dst: ff:ff:ff:ffiff:ff
v Address Resolution Protocol (request)
Hardware type: Ethernet (1)
Protocol type: IPv4 (0x0800)
Hardware size: 6

Protocol size: 4

MAC address: 8a:00:27:00:00:21
Sender IP address: 0.0.0.0

Target MAC address: ©0:00:00:00:00:00
Target IP address: 169.254.162.184




MESEEEEE(D):

Bi% &

EESER DNS B8

ek VirtualBox Host-Only Ethernet Adapter

bl 0A-00-27-00-00-21

BE/EHE DHCP =

1Pv4 itk 100.1.1.1

1Pv4 FRIFEEES 255.255.255.0

BE&ELE IPv4 it 169.254.162.184

|Pv4 FRIFEERS 255.255.0.0

1Pv4 A=

IPv4 DNS BREEE

IPv4 WINS fRE 25

E/EF NetBIOS over Tepip &

EiE-A IPve HiliE fe80:6¢16:6311:70c5:a2b8%33

1Pv6 ERLARI

IPvE DNS BRSZER fec0:0:0:ffff:1%1
fec0:0:0:ffff::2%1
fec0:0:0:ffff::3%1

><H(C)

PC“ISZ::JPC ZE’JARP reply ITPCU: iIiU,iJHEDHCPz}J,._,\Z%HY, PC-1 BRI sEFAtbAE100.1.1
, FAMicrosoftf{REEMEL169.254 X X/16 EEN4ERL T — Ml 169.254.162.184, SAFXHXMbHEE

/AEEHUS@EEEE’J?“;LJQ& =/MARP probe AR fEA&IX R EARPE £ b Faltbit,

FALEATIAE HWindows RAEACDAGUZIENE PERTE, STHEhb PSR HIRISCIN S RFC5227 iR

BIHEI——5, BD: EiEREsdidsetbf9fEm.

H3C3iRH/EE RS/ B KBRSt NS E R

BITLRINE, S& SOt uIFRIRRMREE, FRAIXTHICATIEA/EE R as/F KBt hosts:
VBT —C A, TFEER, SW-15SW-25EX, 2ASW-2E’\JPort-2EE§itﬁiJJ:1OO.1.1.1 RIEHE
SW-1fgPort- 1t AL E b 100.1.1.1, FESW-1fPort-1_EESGIME, @iTWiresharkMIZRE 41 FARPAE

T i Destination NAC Source IP_Destination IP__Protoc Lengt Info
z08: B ARP____42 Gratuitous ARP for 100.1.1.1 (Request)]
ARP 42 Gratultous ARP Tor 100.1 (Reply) (duplicate use of 100.1.1.1 detected!)

ARP 42 Gratuitous ARP for 100 (Request) (duplicate use of 100.1.1.1 detected!)

ARP 42 Gratuitous ARP for 100.1.1.1 (Reply)
ARP 42 Gratuitous ARP for 100.1.1.1 (Request) (duplicate use of 100.1.1.1 detected!)
ARP 42 Gratuitous ARP for 100.1.1.1 (Reply)
: ARP 42 Gratuitous ARP for 100.1.1.1 (Request)
808:08:50.145684 2a:58:6b: Ce:02:02 FF:f:Ff:ff: ff £ ARP 42 Gratuitous ARP for 100.1.1.1 (Reply) (duplicate use of 100.1.1.1 detected!)

> Frame 1: 42 bytes on wire (336 bits), 42 bytes captured (336 bits)
> Ethernet II, Src: 2a:58:61:be:01:02, Dst: Ff:iff:ffiffiffiff
v Address Resolution Protocol (request/gratuitous ARP)

Hardware type: Ethernet (1)

Protocol type: IPv4 (0x0800)

Hardware size: 6

protocol size: 4

Gty (D SW-1RiZBEARPESHTER T H4E100.1.1.1

ender MAC address: 2a:s
sender I address: 100.

Target MAC address: 00:0
Jarget Ip address: 100.1.1.

To.  Tine Source TAC Destination AC Source TP Destination TP Protoc Lenet Info
1 08:08:44.104771 2a:58 1:00 FF:FFFFFFFFFF ARP____42 Gratuitous ARP for 100.1.1.1 (Request)

2 08: ARP___ 42 Gratuitous ARP for 100.1.1.1 (Reply)J(duplicate use of 100.1.1.1 detected!)

3 08: ARP 42 Gratultous ARP for 100.1.1.1 (Request) (duplicate use of 100.1.1.1 detected!)
208: ARP 42 Gratuitous ARP for 100.1.1.1 (Reply)

5 08: ARP 42 Gratuitous ARP for 100.1.1.1 (Request) (duplicate use of 100.1.1.1 detected!)
6 08: ARP 42 Gratuitous ARP for 100.1.1.1 (Reply)

7 e8: 8 ARP 42 Gratuitous ARP for 100.1.1.1 (Request)

8 08:08:50.145684 2a:58:6b: ce102:02 FF: FF:FFiFFiFFiFf ARP 42 Gratuitous ARP for 100.1.1.1 (Reply) (duplicate use of 100.1.1.1 detected!)

> Frame 2: 42 bytes on wire (336 bits), 42 bytes captured (336 bits)
> Ethernet II, Src: 2a:58:6bice:02:02, Dst: ffiff:iff:ffiffiff
> [Duplicate IP address detected for 100.1.1.1 (2a:58:6b:ce:02:02) - also in use by 2a:58:61:be:01:02 (frame 1)]
v Address Resolution Protocol (reply/gratuitous ARP)

Hardware type: Ethernet (1)

Protocol type: IPv4 (6x080@)

Hardware size: 6

protocol size: 4

opcode: reply (2
(i fratuttous. el ® SW-2[E|RARP reply , ESBECE&(ER TiE100.1.1.1
ender MAC address: 2a:58:6b:ce:02:0.
sender Ip address: 100.1
Target MAC address: 2a:5 2)
arget Ip address: 100.1.1.1




To.  Tine Source MAC Destination WAC Source TP Destination 1P Frotoc Lengt Info

108:08:44.104771 2a:58:61:be:01:02 FF:FF:FFiFFiFFiff ARP 42 Gratuitous ARP for 100.1.1.1 (Request)
2 08:08:44.105304 2a:58:6b:ce:02:02 ff: ff: ff:ff:ff:ff ARP. 42 Gratuitous ARP for 100.1.1.1 (Reply) (duplicate use of 100.1.1.1 detected!)
308:08:44.142071[23758:6b:ce:02:02 F:FFiFf:FFiff:ff ARP___ 22 Gratuitous ARP for 100.1.1.1 (Request)J(duplicate use of 100.1.1.1 detected!)
408:08:44.142995 2a:58:61:be 01100 TTi T FT 7T 1T: ARE 73 Gratuitous ARP Tor 106.1.1.1 (Reply)

508:08:50.142569 2a:58:6b: ARP 42 Gratuitous ARP for 100.1.1.1 (Request) (duplicate use of 100.1.1.1 detected!)
608:08:50.143094 2a:58:61: 102 FF: : ARP 42 Gratuitous ARP for 100.1.1.1 (Reply)

7 08:08:50.144926 2a ARP 42 Gratuitous ARP for 100.1.1.1 (Request)

8 68:08:50.145634 20:58:6b: ce:02:02 FF:FF ARP 42 Gratuitous ARP for 100.1.1.1 (Reply) (duplicate use of 100.1.1.1 detected!)

Frame 3: 42 bytes on wire (336 bits), 42 bytes captured (336 bits)
Ethernet II, Src: 2a:58:6b:ce:@2:02, Dst: ff:ff:ffiff:ff:ff
[Duplicate IP address detected for 100.1.1.1 (2a:58:6b:ce:02:02) - also in use by 2a:58:61:be:@1:02 (frame 1)]
v Address Resolution Protocol (request/gratuitous ARP)
Hardware type: Ethernet (1)
Protocol type: IPvA (0x0800)
Hardware size: 6

: _ .
e ey ® SW-2EEAX— 1 2ZEARP , EEEHCHER T ibit
[Is gratuitous: True]

S e e pemme) - 100.1.1.1
Target MAC address: 00:00:00:00:00:00

Target 1P address: 100.1.1.1

n MAC Source TP Destination TP Protoc Lengt Info

To.  Tine Source TAC

1 08:08:44.104771 2a:58:61:be:01:02 ff.Fﬂff.ff.FF,ff ARP 42 Gratuitous ARP for 100.1.1.1 (Request)
: ARP 42 Gratuitous ARP for 100.1.1.1 (Reply) (duplicate use of 100.1.1.1 detected!)
ARP___ a2 Gratuitous ARP for 100. (Request) (duplicate use of 100.1.1.1 detected!)
..... ARP___ 42 Gratuitous ARP for 100. (Reply.
vz 7 Gratuitous ARP Tor 100. TRequest) (duplicate use of 100.1.1.1 detected!)

O oM CTHE- SR Pt S b R A e A ARP 42 Gratuitous ARP for 100.1.1.1 (Reply)

7 08:08:50.144926 2a:58:61:be:01:02 FF:FF: FF:Ff:Ff:Ff ARP 42 Gratuitous ARP for 100.1.1.1 (Request)
808:08:50.145684 2a:58: 6b: ce:02:02 £F i FF: FFiFFiFFiFF ARP 42 Gratuitous ARP for 100.1.1.1 (Reply) (duplicate use of 100.1.1.1 detected!)

Frame 4: 42 bytes on wire (336 bits), 42 bytes captured (336 bits)
Ethernet II, Src: 2a:58:61:be:01:02, Dst: ffiff:ff:ffiff:ff
v Address Resolution Protocol (reply/gratuitous ARP)
Hardware type: Ethernet (1)
Protocol type: IPv4 (0x0800)
Harduare size: 6

i e £ @SW-1tEIRI—MARP reply , Bt E T2 H4E100.1.1. 1806
FEE:EEEEEEEE:?E::8;“”M];gg RS , FEASWER—soittl “<F 2"

Target MAC address: ice
Target IP address: 100.1.1.1

SW-1EEE#EHE100.1.1.1/5, EEAMERRET—MEZEARP request, EEBECSHEAT100.1.1.11X
AN, HATSW-237BP[EIR T —NARP replyfiR3Z, EEESEESATHENE100.1.1.1, SiEtERSW
2tBEMNEFEIET —REARP request, EEBECEFERT100.1.1.1, TSW-13ZEIEIN T—1AR
P reply EE B C&Ht4E100.1.1.1 E‘\inﬁﬁ%‘ IHRTSW-1F0SW-258Rk 7 —46Xd1t41E100.1.1 . 1A9*<F 27,
FoEEIATRAFRSEEIbhR, RAERET—R TR, BERFER—mIItIHERSE, B
ﬂ}m@&%%EMTLAEHdBﬁE"“*E”E’JHﬂEﬂlEﬂB 60,

EFAH3CHYBS RSB IRES FIASTLS, LGSR HILATLIBE, HICRISIHEN /IS ES/ B ki
Eﬁz{%ﬂaﬁﬁmm THELERSSAE, TIARRFC 5227 FHAIACDHE]; HICHUSEIERMIMBILhSE
B, AEEXhRitAY R, #Bﬂﬁﬁri“a—:i@ﬁmm_ THELESF R, BEZEATERMBIhEE,
WLEEHL%J'?RFC 5227 HIRHATNH="2B— 5, X EMEIRE SEImSEER, B

FREEERISEN.

H3Cig&ithhibihse ZENH
FEEXF, FINPCEHELEImIZE. HICREIZE MRS G T T LR O, Eibhssia s
FEhiEY R FISTARPIRIZ . ARP probe. ARP announcementUAKARP reply (&iZEEIPSHRCIP—EL
) BBAHICIREXIX =FARPIRSCZANEbIRAIIE ?

IS A TFRISERG AT
—. REAFFERPHLPSSIZRINEE (FAER)
WTNEIMNR, BSWEIH A BB AIEIFEE/9100.1.1.1/24, AR EEMSWHBISEHTA
3FHRIZ,
1. ¥IA\ARP probe

se7:abi5d £ FFLFEFFIFFIFE ARP___ 42 Who has 100.1.1.1? Tell 0.0.0.0
$661e1:8F:01:05 FFiffiFfiffiffiff ARP___ 42 Gratuitous ARP for 100.1.1.1 (Reply) (duplicate use of 100.1.1.1 detected)]
Frame 873: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on interface o
Ethernet II, Src: ed:b3:18:e7:abi5d, Dst: FF:FfiFFiffiFfiff QOSWEAMEIREZEARP , EEECEMHER®E |
~ Address Resolution Protocol (request)
Hardware type: Ethernet (1) o stheipaEs
Protocol type: TPve (0x0800) {BSWASF=EithhhREERE
Harduare size: 6
Protocol size: 4

Opcode:_request (1)
ender MAC address: ed:b3:18:e7:ab:5d

E::::Z :&:‘:3;‘;‘:;:“sszz‘;?ee:ae,w] OMRUFEEFTAARP probeiz

arget TP address: 100.1.1.1

8. 14:43:08.445792
8.. 14:43:08.446130|

ATLARERR 24 SWHFEI Rl 100.1.1.1AJARP probeiRjE, SARRTLANLE100.1.1. 1895 ZBARPH T
[EIRZ, {BARSF=4ihhhssiySEERE.
2. FIAARP announcement (%22Z2ARP request)



9. 14:43:33.927472 e4:b3:18:e7:ab:5d FEFFIFFFEFFIFE ARP____4 Gratuitous ARP for 100.1.1.1 (Request)
9.. 14:43:33.927843[30:66:€1:8F:01:05 Ff: Ff:Ff:Ff:ff:ff ARP 42 Gratuitous ARP for 100.1.1.1 (Reply) (duplicate use of 100.1.1.1 dete(tedlg!
iaa. T ™ = e

> Frame 910: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on interface 0
Ethernet IT, Src: ea:b3ilgie7:abisd, Dst: Ffiffiffiff:ffiff WL + ey =
v Address Resolution Protocol (request/gratuitous ARP) @s ﬂ*ﬁﬁﬁﬁﬁARp . Enﬁamiﬂ.’.ﬂtﬁﬁﬂ% ’
Hardware type: Ethernet (1)
Protocol type: TPva (9x0800) {BSWASF=EithibhseEERnE
Harduare size: 6
protocol size: 4
Opcode: request (1)
[1s gratuitous: True]
[Sender NAC address: ed:b3:18:67:ab:5d

sender IP address: 100.1.1 ]:ee:ea:ee ] ®ﬂ“m&ﬁﬁ;])\%§ARp

Target MAC address: @
Jarget TP address: 100.1.1.1

A LAER S SWIFEIKTZIHbLE1 00.1.1. 18952 28ARP requestRXJE, SARKTLAMNE100.1.1.1A0528A
RP#H{TREIN, (BREF-4EHLhospIEERE.,
3. FTNARP reply (Ri%EZEIPSHFCIPYY9100.1.1.1)

o  Tine Source T ion TP Protoc Lengt Info
1. 14:48:16.041952 ea:b3:18: ARP 42 Gratuitous ARP for 100.1.1.1 (Reply)
1. 14:48:17.043150 ed:b3:18 ARP 42 Gratuitous ARP for 100.1.1.1 (Reply)
1. ARP 42 Gratuitous ARP for 100.1.1.1 (Reply)
1. ARP 42 Gratuitous ARP for 100.1.1.1 (Reply)
1. ARP 42 Gratuitous ARP for 100.1.1.1 (Reply)
1. ARP___ 42 Gratuitous ARP for 100.1.1.1 (Reply)

AP 42 Gratuitous ARP for 100.1.1.1 (Request) (duplicate use of 100.1.1.1 detectedl)]

> Frame 1950: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on interface @
> Ethernet II, Src: e4:b3:18:e7:ab:5d, Dst: ff:ff:ff:ffiff:ff
M e e o e (s D) @SWLEIRIBZEARP request , EEEC2HIHERZ |
Hardware type: Ethernet (1)
Protocol type: IPv4 (0x0800) TIESWa4 Rt hzesa X

Hardware size: 6
Protocol size: 4
Opcode: reply (2)
[Is gratuitous: True]

Sender MAC address: e4:b3:18:e7:ab:5d . v

Sender 15 address: 100.1.1.1 O UFEHTNREARP reply
Target MAC address: 30:66:e1:8f:01:05

Jarget Ip address: 100.1.1.1

A LAERZ S SWIHEIKTZIHELE1 00.1.1. 1895 22ARP replyiRX T, ER6sSEIN—MRZEARP reques
R, MR EEiElR, mESEmittibhssiSERE,

. SR FEE P SR RIhRE”

EE FRSAMTIIGRE, HAHSEIKEIENE 00.1.1. 1H0=FREBARPIES, SiR6sEiLEN—1ME
ZEARP requestiff X, WIS E2EiER, MESEMRMBIANPSRINEEH,

1. PC/ARSSEEEIMZHBERERARFC 52274 FHIACDIGRE, HNEIIbhsRfE, HabiEs

I S5RFC 5227 A NHI——3, EIEIEMFEI NSt ER, EEXeRintbit, RN
BEMENERSET, WMRrFEitihdss, ZAEEF TREHREELE.

2, H3CHEZIREEEERARFEARPLLIIEILNZIGN, MIFRFC 52274 #ACDIIFAE. S
Flttetib s, EAMEFSTSRFC 5227 AT NEI="—51, BP4rELFiaetbit, TEISBUELiHi
it SERBENBERSMNEZE T, NRFEbhss, NERBARIHREE BY, KRIHREE
BRMEX PSSR, AR T RMENEREEY. EEMNEREEAIDTSENBERT, %

LIRS EE AR T M S AR AR

3. HHICMLEIRERARIPHEN PSR RINEERT (BUAER) | (REMEIRZZARP replyfs, BSFE6s

LEIR—NMEZEARP requestRS, WIITRERHER, MESEMMIIPRINELEHRE, JAFERIP
b hSHRRINAE, REBUWEIARPIR A BIRIPSANII—5, SiE6sam—RZARP requ
estiR, 1EMPRETEER, MESERBIDTENEZERE,
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