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[SEQ/ACK analysis]
[ Secure Sockets Layer
= TL5v1.2 Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake (22)
version: TLS 1.2 (0x0303)
Length: 205
= Handshake Protocol: Client Hello
Handshake Type: Client Hello (1)

Length: 201
version: TLS 1.2 (0x0303)
rRandom

session ID Length: 32
Sessijon ID: b6b&504cac64fe0452dfdd11d045b6d9848ed6cf792098b3. ..
cipher suites Length: 48
Cipher suites (24 suites)
Compression Methods Length: 1
Compression Methods (1 method)

ACGIEEIEIZ ik Hibclient hello@f5, SZEMSHI— N EHIRSSE.

No. Time Source Destination Protocol Length Info

11 11.524663 192.168. 183.232.231.173 232 Client Hello

192.168. 183.232.231. 571 Client Hello
5 I 140 server Hello

17 11.669180 EM = = B VT.

21 11.670598 183.232.231.173 192.168.43.80 TLSV1. 2 739 certificate

27 11.681486 183.232.231.173 192.168.43.80 TLsvl. 2 392 server key Exchange
RS EEMACGEIE,
Na. Time Source Destination Protocol = Length Info

11 11.524663 192.168.43.47 183.232.231.173 TLSV1. 2 232 client Hello

192.168.43. 80 183.232.231.173 TL5V1. 2 571 client Hello
183.232.231.173 192.168.43.80 TLSV1. 2 140 server Hello
. 6/0598 B3, c c B .43, TLSVL. g Certificate
27 11.681486 183.232.231.173 192.168.43. 80 TLSVL. 2 392 server Key Exchange
28 11.681594 183.232.231.173 192.168.43. 80 TLSVL. 2 63 server Hello Done

MEERRSFEOZFREL, TR X MESKACCEN,

183.232.231.172 TLSv1. 2 264 Client Hello
192.168.43.47 TLSVL. 2 1514 Server Hello

0Z. 1 . §1 Certiticate
183.232.231.172 TLSV1. 2 236 client Key Exchange, change Cipher spec

15 11.599264
17 11. 669180

182 10. 575889 102.168.43.47
187 10.900373 183.232.2
3 T

191 10.906562 192.168.43.47
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3 Secure Sockets Layer
© TLsvl. 2 Record Layer: Handshake protocol: server Hello
Content Type: Handshake (22)
version: TLS 1.2 (0x0303)
Length: &1
[ Handshake Protocol: server Hello
Handshake Type: Server Hello (2)

Length: 77
version: TLS 1.2 (0x0303)
& Random

gmt_unix_time: Apr 12, 2018 21:38:10.000000000
82 .

random_bytes: 3d91181fd§lcdad69fccasclaBa0cy5sfeldsscr
Session ID Length: 32
session ID: 3329e372b9519ece794b9883fdcdlaccad2e40660fazbesg. . .
cipher suite: TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (0xc02f)
compression Method: null (0)
Extensions Length: 5

© Extension: renegotiation_info

Type: renegotiation_info (0xfFOL)

© secure sockets Layer
© TLSV1. 2 Record Layer: Handshake Protocol: server Hello
content Type: Handshake (22)
Version: TLS 1.2 (0x0303)
Length: 93
© Handshake protocol: server Hello
Handshake Type: Server Hello (2)

Length: &9
version: TLS 1.2 (0x0303)
= Random

gmt_unix_time: Nov 24, 2023 06:20:24.000000000
random_bytes: alel81fd6bfb2a4ef885696bebbc9791c73228e27f28b7b1.
session ID Length: 32
Session ID: 912dcfSbefc404a079c9611F107F0467051a17a5a57c5610. . .
cipher suite: TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (0XC028)
Compression Method: null (0)
Extensions Length: 17
@ Extension: server_name
Type: server_name (0x0000)

Length: 1
© Renegotiation Info extension
Renegotiation info extension length: 0

EETRAGER PRI —3E
ACGEENEFHEBREE PR (EBRER: F|IHKR)

Length: 0
= Extension: renegotiation_info
Tvpe: renegotiation_info (0xffol)

[4 Reassembled TCP segments (4765 bytes): #18(1360), #19(1360), #20(1360), #21(885)]
[ Secure Sockets Layer
= TLSv1.2 Record Layer: Handshake Protocol: Certificate
content Type: Handshake (22)
version: TLS 1.2 (0x0303)
Length: 4760
= Handshake Protocol: certificate
Handshake Type: certificate (11)
Length: 4756
certificates Length: 4753
B certificates (4753 bytes)
Certificate Length: 2168
= certificate (id-at-commonname=baidu.com,id-at-organizationalunitname=service operation departmem
signedCertificate
algorithmidentifier (sha2s56withrsaencryption)
padding: O
encrypted: 38eb0b3flaedc6bl&Fbbedcae50567f7e22811cded52eare, ..
Certificate Length: 1340
= Certificate (id- OMMONName:
= signedCertificate
version: v3 (2)

antec Class 3 secure Server CA - G4,7d-at-organizationalunitNam

MEFIHEZIRSEBEHEACG AR (EBER: liujiawei)

# [2 rReassembled TCP Segments (1870 bytes): #187(1362), #188(508)]
= Secure Sockets Layer
= TLSv1.2 Record Layer: Handshake Protocol: Certificate
Content Type: Handshake (22)
version: TLS 1.2 (0x0303)
Length: 1865
= Handshake Protocol: Certificate
Handshake Type: certificate (11)
Length: 1861
certificates Length: 1858
= certificates (1858 bytes)
certificate Length: 1363
@ Certificate (id-at-commonName=baidu.com,id-at-organizationalunitName=service ope
certificate Length: 489
Certificate (id-at-commonName=1iujiawedi,id-at-countryName=CN)
= Secure Sockets Layer

RS REINEFRRS, AIRSRRAEERSA,

Source port: https (443)
Destination port: 48922 (480822)
[stream index: 5]
Sequence number: 4852 (relative sequence number)
[Next sequence number: 5190 (relative sequence number)]
Acknowledgment number: 518 (relative ack number)
Header Tlength: 20 bytes
@ Flags: Ox018 (PSH, ACK)
Window size value: B12
[calculated window size: 25984]
[window size scaling factor: 32]
@ Checksum: 0xe087 [validation disabled]
# [SEQ/ACK analysis]
Secure Sockets Layer
= TLSv1.2 Record Layer: Handshake Protocol: Server Key Exchange
content Type: Handshake (22)
version: TLS 1.2 (0x0303)
Length: 333
= Handshake Protocol: server Key Exchange
Handshake Type: server kKey Exchange (12)
Length: 329
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