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SSLVPNRIXECE :

object-group ip address client

security-zone Trust

0 network subnet 100.0.0.0 255.255.255.0
#ikiEradiusPRSSEE

interface GigabitEthernet1/0/0

port link-mode route

ip address 192.168.207.109 255.255.255.0
HEREEFImEO

interface GigabitEthernet1/0/1

port link-mode route

ip address 10.0.0.1 255.255.255.0
HZEZserveri

interface GigabitEthernet1/0/3

port link-mode route

ip address 20.0.0.1 255.255.255.0
HEZserveri

interface GigabitEthernet1/0/5

port link-mode route

ip address 30.0.0.1 255.255.255.0
#

interface SSLVPN-ACO

ip address 100.0.0.1 255.255.255.0
#
object-policy ip test

rule 0 pass
#
security-zone name Local
#
security-zone name Trust

import interface GigabitEthernet1/0/1
#
security-zone name DMZ

import interface GigabitEthernet1/0/0
#
security-zone name Untrust

import interface GigabitEthernet1/0/3
import interface GigabitEthernet1/0/5
import interface SSLVPN-ACO
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#
line class console
authentication-mode scheme
user-role network-admin
#
line class vty
user-role network-operator
#
snmp-agent
snmp-agent community write simple public
snmp-agent community read simple private
snmp-agent sys-info version all #
ssh server enable
#
acl advanced 3000
rule 0 permit ip
HENFBF1ERBIIEIR
acl advanced 3001
rule 0 permit ip destination 192.168.207.21 0
rule 5 permit ip destination 20.0.0.0 0.0.0.255
HENFAF2ERBIIEIR
acl advanced 3002
rule 0 permit ip destination 192.168.207.21 0
rule 5 permit ip destination 30.0.0.0 0.0.0.255
#7E M radiusZRHEg
radius scheme sslvpn
primary authentication 192.168.207.21 key cipher $c$3$boCg8c0zTBdZfNgxnwb+IfY5np1v0A==
primary accounting 192.168.207.21 key cipher $c$3$sGszy2vBnB1kgAh4zBjSPq6fmAEziQ==
key authentication cipher $c$3$x128ZL/hdtnZnHI77NGIgHp/WPOT1w==
key accounting cipher $c$3$toEtuJMyfuE6M7QeGThQVBwdyS/0CQ==
user-name-format without-domain
#
domain sslvpn
authentication sslvpn radius-scheme sslvpn
authorization sslvpn radius-scheme sslvpn
accounting sslvpn radius-scheme sslvpn
#

#

user-group usergroup

authorization-attribute sslvpn-policy-group pgroup
#

user-group usergroup1

authorization-attribute sslvpn-policy-group pgroupi
#HECEPKIE,

pki domain sslvpn

public-key rsa general name sslvpn

undo crl check enable

#EL B ssIEEHE

ssl server-policy ssl

pki-domain sslvpn

#ELEnetconf&2]

netconf soap http enable

netconf soap https enable

netconf ssh server enable
#

ip https enable

webui log enable
#ECESSLVPN IPIEAMBE

sslvpn ip address-pool ippool 100.0.0.2 100.0.0.254
#ECESSLVPNRIX
sslvpn gateway gw

ip address 10.0.0.1 port 2000

ssl server-policy ssl



service enable
#
sslvpn context ctx

gateway gw

ip-tunnel interface SSLVPN-ACO
ip-tunnel address-pool ippool mask 255.255.255.0
#ERERP 1A LARRRESHIZE
ip-route-list iplist

include 20.0.0.0 255.255.255.0

include 192.168.206.0 255.255.254.0
#EC BRI 2a] LA IaIAgER R Gz
ip-route-list iplist1

include 30.0.0.0 255.255.255.0

include 192.168.206.0 255.255.254.0
HICBIPENEH RS RRES
shortcut resourcel

execution url(&#39;20.0.0.3:81& # 39;)
shortcut-list resource

resources shortcut resource1

shortcut resource2
execution url(& #39;30.0.0.3:81& # 39;)
shortcut-list resource2
resources shortcut resource2
#HILERP 1IRIRD
policy-group pgroup
filter ip-tunnel acl 3001
ip-tunnel access-route force-all
ip-tunnel access-route ip-route-list iplist
resources shortcut-list resource
#ECERF 2B RS
policy-group pgroup1
filter ip-tunnel acl 3002
ip-tunnel access-route ip-route-list iplist1
resources shortcut-list resource2
aaa domain sslvpn
HECEREMX
sms-imc address 192.168.207.21 port 8080
sms-imc enable
service enable
HILBELT RS
security-policy ip
rule 0 name test
action pass
source-zone Trust
source-zone Local
destination-zone Local
destination-zone Trust
rule 1 name managent
action pass
source-zone DMZ
source-zone Local
destination-zone Local
destination-zone DMZ
rule 2 name sslvpn
action pass
source-zone Trust
destination-zone Untrust
source-ip client
rule 3 name radius
action pass
source-zone Trust
source-zone DMZ
destination-zone Trust



destination-zone DMZ
rule 4 name untrust-untrust
action pass
source-zone Untrust
destination-zone Untrust
rule 5 name dmz-untrust
action pass
counting enable
source-zone Untrust
destination-zone DMZ
#
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