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PCfEEEWindows 7H{EZR S, IPHEdE: 10.1.1.1/24,
2. S5500-El

S5500-EFERE{thRARelease 2220P02;

Vlan-if 10 IPHB4E: 10.1.1.254/24, FHF5PCHE%;

Vlan-if 172 IPHbi: 172.16.8.1/24, FAFSACSIRS 25 EEX.
3. Cisco ACS 5.2

IP address: 172.16.8.254,

—. AmE:
Vlan10 Vlanl72
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telnet server enable
#
vlan 10
#
vlan 172
#
interface Vlan-interface10
ip address 10.1.1.254 255.255.255.0
#
interface Vlan-interface172
ip address 172.16.8.1 255.255.255.0
#
interface GigabitEthernet1/0/23
port access vlan 10
#
interface GigabitEthernet1/0/24
port access vlan 172
#
user-interface vty 0 15
authentication-mode scheme
command authorization /fEREFSITIRIINEE, WMRAFEIRS XM SITHUZN
, WEHFRE
command accounting /fSEEERSITITERINRE, MRAZEIRSEEIHBIITMITEE,
NFEHREE.
#
hwtacacs scheme login
primary authentication 172.16.8.254
primary authorization 172.16.8.254
primary accounting 172.16.8.254
nas-ip 172.16.8.1
key authentication 123456
key authorization 123456
key accounting 123456
user-name-format without-domain
#
domain system
authentication login hwtacacs-scheme login
authorization login hwtacacs-scheme login
accounting login hwtacacs-scheme login
authorization command hwtacacs-scheme login
accounting command hwtacacs-scheme login
#
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interface GigabitEthernet 0
ip address 172.16.8.254 255.255.255.0

no shutdown
|

ip default-gateway 172.16.8.1
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1) WIGUIERACS

IS IENI ST 284 A https:/172.16.8.254&5ACS WEBTIH,

2) BEEMERIR

FEMSTAIFMEIRFENDGIIDECH T, ELIRERIRERTAMIE (Location) SRR
Fr/E258) (Device Type) HHTHIXI,

MEEERAE (Network Device Groups) >RZ&i%E4H (Network Device Groups) >fu& (L
ocation) #RETEIEHAIRIE



(g [ Copicare | [£a1] | oeie

M AVRA (Network Device Groups) >R4&i&#4H (Network Device Groups) >i&#3E8!
(Device Type) HRETEIEHAIRERE:

.lII.]Ii. Juneq ACS (Primary) il =T &

cisco Cisco ée'éure ACS

LB ERIELE (Network Device Groups) >M4&i&E4E (Network Device Groups) >MZ&iReE
FIAAAZ iR (Network Devices and AAA Clients) B N RIiEMLZ1&% (Network Device
s) :

EHAIERIREDEEREENME (Location) . i&EEE! (Device Type) , IEEIREHIIPHE
Hb, EEEETACACS+iNiY, ECEHZ®ZIE, WRIRIFLERSIRE NgENHERHEze—
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1721881 Snared Secret: 12155
. [gingle Connect Davice
%1 Lugacy TACACS+ Single Connect Suppor
TACACS«+ Draft Compliant Single Connect
» RIDUS 1) [
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| Filter: = Match it - |G| ¥

[} Mame & IPiMask NDG Location NDGDevice Tipe Descrighon
IEI]&m:E.I 172168132 All Locations Beling Al Device TypesH3C |

AAA Clients

3) EcERFEAR

FF55/FE (Users and Identity Stores) >E#4H (ldentity Groups) B FEIEHHIS
B4, HHEEIAI GroupsE:



Users and ldentity Stores

BF5B15E (Users and Identity Stores) > BS54 EE (Internal Identity Stores) >FF
(Users) MEITNEIENAR, REFAFEE, HEAFOERESE:

Name:
Description:  Telnet User

4) ELERIRTR

HRMETTE (Policy Elements) >1Z SR (Authorization and Permissions) >ZBEIE (
Device Administration) > Shell ProfilestilB] FRIZSZIREE, EHFPermit Access2FREH
FERCRRE, IXEBEN— MR A= RAEERRS.
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General [ Common Tasks | Custom Attributes |
Privilege Level
Default Privilege: ___ Staic v Value 3~

Policy Elaments

Masimum Privdlege:  HotinUse =
‘Shell Attributes
Access Control List

Auto Command: MNotinUse ~

NoCallback Verity.  NotinUse +
Mo Escape: NotinUse v
ho Hang Up: MNotinUse v
Timeout -
idie Time: MNotinUse v

Callpack Line: NotinUse «

Callback Rotary: Motin Use =

XESEE IR R AT LABEIETR/9Assigned Privilege Level, BIH(E/IBAIEM: :

General | Common Tasks [ Custom Atiributes |

Common Tasks Aftributes

Podicy EBlements

L_Ml Duplcate @] L‘F:E[EJ |1]Eﬁ._1!1 ‘-_:J ".I

INREXS ISP TN, ERSEURFHEEFNGSE. KigtE (Policy Elements)
SIENSHPR (Authorization and Permissions) >i2fEE&18 ( Device Administration) > 1%
Nan$Ee (Command Sets) {IE RN GSE, XEOE=FIFNATFERIENGS
£, BRTARFEERBER. SNEOWNE. HINESIEEUSN, RFEBFRrEN=5KIER
<, HrfDenyAllCommandsE2EImSE.
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display
Irteface
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Grant Command .-m‘ & 2
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5) BCERANIRSS

ENZRREE (Access Policies ) >IEAIRSS (Access Services) B NRIEFHNENIRSS. T
BERTFEREEE (Default Device Admin) FIMZEIEANIZHI (Default Network Access
) FNERARIA RIS,

BIERANIRSS Y, AILETEFERnaREHTRE:

General  Allowed Protocols

Step 1- General

> Access Policies

General

nlw_w_ Login Service
) Based on senice tempiate |
& Basedon eusting semice _ Defaul Device Adrmin

) UserSelected Sendce Typa | Network hccess  ~

+ General  Allowed Protocols

Step 2 - Allowed Protocols

EESeRE, IREENIRSSIR:



7. ‘Access Polickes

A

d *

IR AL

TEENIRSS (Access Services) HEREIZAURIE, BIFEARS Login Service XIRAJ“Aut
horization”, BE5EEEEFIF (Customize) , WERERX—ENRSHSHAE (Identity
Group) . fiZ& (NDG Location) LARiE#ZEES (NDG Device Type) , FHXTAUERLIIAIF
FizHRShell Profilef##an <S5, AINERR FREIERBILAR 5 S sy :

5. Accwss T

SRS EIEEIRRGRN, MR, NDGHIE. NDGIRESER, LUK Shell ProfilefliEiams
=

General
Name: Rule-1 Status: Enabled ~ @

The Customize button in the lower right area of the policy rules screen controls which policy
conditions and results are available here for use in policy rules.

Conditions

¥ identity Group: ~ in v All Groups:LSWBJ M
|; NDGLocaion: in  ~ AlLocations Beijing [ Select |
NDGDesice Type: in __+ Al Device Types:HIC [ Seleat |
Resuits
Shell Profile:  [Level-3 |[ setect |

Command Sets:
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Conditions Resets
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BaTE“Save Changes {#FACE.
6) FRERSEEMRN
ECERSIEEMN, EREEIMENES.

ENFERR (Access Policies ) >3RS (Access Services) >RSSIEIFEIMN (Service
Selection Rules) MET, BIFEARSSILEIRRNS, HEEILETACACSINYATATERIENIRSS

General
Name: Rule-2 Status: Enabled 2

The Customize button in the lower right area of the policy rules screen controls which policy
conditions and results are available here for use in poiicy rules.

Conditions

1% Protocat: match v Tacacs |[ Select |
Results

|serice: Login Senice -|

EESeRE, IREIRSSIEFRIRTIR:

Bad“Save Changes {#1FECE.,
4. 38
TelnetERREE, BEAFPIENRBIA=R:

display users

The user application information of the user interface(s):
ldx Ul Delay Type Userlevel

FO AUXO 00:00:00 3
25 VTY 0 00:00:26 TEL 3

Following are more details.
VTYO :
User name: JuneQ
Location: 10.1.1.1
+ : Current operation user.
F : Current operation user work in async mode.

DRI AIARIRNET L :



BN Telnet 17216.8.1

Login authentication

return to User Uiew with Ctrl+Z.

ip rou

or this command can’t he

Priority CPU-M.

saaf
no
: 6 min

=8

conmand can’t he e 1ted becauze of no such privilege!

BITACSHILEETIRE, EEERAFRIAL. X, HECR:

iy Warkspace Access Polcies » Access Services » Loge Service > Aulhorizabion

v ) Network Resources ‘Standard Policy] Exception Policy
+ @ Users Sloces e
+ G Policy Elernents

?’ L Fitor. Status = Malch#® Equals = - Go) =
Lo ACCess Policies
— . Conditions Resul
-lc] Statis  Mame

m Identity Group  NDGLocaion  NDGDevice Type  Shell Profile ©f
= 1 B BEyle]  inAlGroupsLSWE)  inAll Locations Beigng  in All Device Typea H3C

» . Sysbem Administration

EETACACSIIMYATIAIE. . HHERERES:

-~ Mondonng and Repors Mongorng & Reports > Repons » Catalog > AAA Protocsd
Dashboard
B Aarms
= Repors Reports
Favontes dEs | ) [(WREEE
Shared -
= Catalog Report Name & Type Modifiad Al
Prolod A iagnestics System Report Thu Sep 02 22:47:14 UTC 2010
::cngls:;env;ce Systam Report Thu Sep 02 22:47-12 UTC 2010
Endpoint System Report Thu Sep 02 22.47.12 UTC 2010
Failure Reason System Report Thu Sep 02 224716 UTC 2010
Nebwork Devica
TrustSec Systern Report Thu Sep 02 22:47:12 UTC 2010
Session Dirsctary System Report Thu Sep 02 2247,12 UTG 2010
e tinar System Report Thu Sep 02 224712 UTC 2010
| + % Monitoring Configuration = Resel Reparts
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. RICR T EAThRE <17
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i

2. HANBRT, EREBRNRSHEMINRY, REE%IEShell Profile FAREN, MNREFA
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