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[WX3010E]dis cu
#

version 5.20, Release 3507P14
#

sysname WX3010E
#

configure-user count 6
#

domain default enable dot1x

#

telnet server enable

#

port-security enable

#

dot1x authentication-method eap
#

oap management-ip 192.168.0.101 slot 0
#

password-recovery enable

#

vlan 1



vlan 10
#
vlan 100
#
radius scheme imc
server-type extended
primary authentication 10.153.43.100
primary accounting 10.153.43.100
key authentication cipher $c$3$AlgC2dNmRIbCWNjuhqz3Z5aCVeubiA==
key accounting cipher $c$3$010iwu5dwthrUwlzdk02tCtcTobSMg==
user-name-format without-domain
nas-ip 10.153.43.141
#
domain dot1x
authentication lan-access radius-scheme imc
authorization lan-access radius-scheme imc
accounting lan-access radius-scheme imc
access-limit disable
state active
idle-cut disable
self-service-url disable
domain system
access-limit disable
state active
idle-cut disable
self-service-url disable
#
dhcp server ip-pool ap
network 192.168.1.0 mask 255.255.255.0
gateway-list 192.168.1.1
#
dhcp server ip-pool sta
network 192.168.10.0 mask 255.255.255.0
gateway-list 192.168.10.1
dns-list 9.9.9.9
#
user-group system
group-attribute allow-guest
#
local-user admin
password cipher $¢$3$VnWjDhTHgrxykrRnOJv3ANrCmwfBPzB9
authorization-attribute level 3
service-type telnet
#
wlan rrm

dot11a mandatory-rate 6 12 24



dot11a supported-rate 9 18 36 48 54
dot11b mandatory-rate 1 2

dot11b supported-rate 5.5 11

dot11g mandatory-rate 12 5.5 11
dot11g supported-rate 6 9 12 18 24 36 48 54
#

wlan service-template 1 crypto

ssid h3c-1x

bind WLAN-ESS 1

cipher-suite tkip

security-ie wpa

service-template enable

#

wlan ap-group default_group

ap apf

#

interface Bridge-Aggregation1

port link-type trunk

port trunk permit vlan all

#

interface NULLO

#

interface Vlan-interface1

ip address 192.168.1.1 255.255.255.0
#

interface Vlan-interface10

ip address 192.168.10.1 255.255.255.0
#

interface Vlan-interface100

ip address 10.153.43.141 255.255.255.0
#

interface GigabitEthernet1/0/1

port link-type trunk

port trunk permit vlan all

port link-aggregation group 1

#

interface GigabitEthernet1/0/2

port link-type trunk

port trunk permit vlan all

port link-aggregation group 1

#

interface WLAN-ESS1

port access vlan 10

port-security port-mode userlogin-secure-ext
port-security tx-key-type 11key

undo dot1x handshake

dot1x mandatory-domain dot1x



#
wlan ap ap1 model WA2620 id 1
serial-id 5866-BA5E-C6EQ
radio 1
radio 2
channel 6
max-power 15
service-template 1
radio enable
#
snmp-agent
snmp-agent local-engineid 800063A203000FE2873066
snmp-agent community read public
snmp-agent community write private
snmp-agent sys-info version all

snmp-agent target-host trap address udp-domain 10.153.43.100 params securityname pu
blic v2c

#
wlan ips
malformed-detect-policy default
signature deauth_flood signature-id 1
signature broadcast_deauth_flood signature-id 2
signature disassoc_flood signature-id 3
signature broadcast_disassoc_flood signature-id 4
signature eapol_logoff_flood signature-id 5
signature eap_success_flood signature-id 6
signature eap_failure_flood signature-id 7
signature pspoll_flood signature-id 8
signature cts_flood signature-id 9
signature rts_flood signature-id 10
signature-policy default
countermeasure-policy default
attack-detect-policy default
virtual-security-domain default
attack-detect-policy default
malformed-detect-policy default
signature-policy default
countermeasure-policy default
#
dhcp enable
#
arp-snooping enable
#
user-interface con 0
user-interface vty 0 4
authentication-mode scheme

user privilege level 3



#
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TERESE

(D8UEEradiusF5E
#Bliradius /T ZimcHHNEANE
[WX3010E]radius scheme imc
#radiusfR53 28 BUZ B Hextended
[WX3010E-radius-imc]server-type extended
#ELE Fi\iFradiusPRS3 28ATipitbit
[WX3010E-radius-imc]primary authentication 10.153.43.100
#ECE 1T FradiusiR55 EaAYpitBIE
[WX3010E-radius-imc]primary accounting 10.153.43.100
#IRERFSINIERADIUSIRSS 282 BRI ATHIH = 25R/9h3c.
[WX3010E-radius-imc]key authentication h3c
#IRE R SIHZERADIUSIRSS 3232 ELIR M ATRIE = 2288 9h3c,
[WX3010E-radius-imc]key accounting h3c
#4PEnas-ip
[WX3010E-radius-imc]nas-ip 10.153.43.141

(2)8l#2 domaintaf

# BUEEdot DA FFH ANEE

[WX3010E]domain dot1x

#9lan-access FEPBCEIAIE S = NRADIUSTHZ, HERNime
[WX3010E-isp-dot1x]authentication lan-access radius-scheme imc
#/9lan-access FIFEC E1¥MNJ5 52 /9RADIUSTIZ, J35&9ime
[WX3010E-isp-dot1x]authorization lan-access radius-scheme imc
#91an-access P ECEITE R IRADIUSHR, HEZNime

[WX3010E-isp-dot1x]accounting lan-access radius-scheme imc

BHHANER &l A dot1x
[WX3010E]domain default enable dot1x
#2RERIRORS
[WX3010E]port-security enable
HEE802. 1xANNMER R IEAP

[WX3010E]dot1x authentication-method eap

(aEUEEAPIHIL

[WX3010E]dhcp server ip-pool ap

[WX3010E-dhcp-pool-ap]network 192.168.1.0 mask 255.255.255.0
[WX3010E-dhcp-pool-ap]gateway-list 192.168.1.1
#EUEEE Fim it

[WX3010E]dhcp server ip-pool sta
[WX3010E-dhcp-pool-sta]network 192.168.10.0 mask 255.255.255.0
[WX3010E-dhcp-pool-sta]gateway-list 192.168.10.1

[WX3010E-dhcp-pool-sta]dns-list 9.9.9.9

(R BT IEIWLAN-ESST



#OIEECIWLAN-ESS1HHNELINE

interface WLAN-ESS1
#HECWLAN-ESST T AUBXS RZAY S5 vian
[WX3010E-WLAN-ESS1]port access vlian 10
#WLAN-ESS 1 _Lf#E#E802. 1xih %2R
[WX3010E-WLAN-ESS1]port-security port-mode userlogin-secure-ext
#IEFECIWLAN-ESS1TERE Tkey R BURIZR AN RETNRE
[WX3010E-WLAN-ESS1]port-security tx-key-type 11key
#% [ Adot XIBFAET

[WX3010E-WLAN-ESS1]undo dot1x handshake
#dot1x3RHITAIEE /9dot1x

[WX3010E-WLAN-ESS1]dot1x mandatory-domain dot1x

(WTZIRSIRIREE

#BlE cryptoSRBURIBRSS MR FHANEE
[WX3010E]wlan service-template 1 crypto

MR B HFIRSERAISSID (FRSEIRANFR) JIh3c-1x
[WX3010E-wlan-st-1]ssid h3c-1x
#EWLAN-ESS1HEZOSFEZIIRSSRIR1
[WX3010E-wlan-st-1]bind WLAN-ESS 1
HERETKIPIIEZE M
[WX3010E-wlan-st-1]cipher-suite tkip

HRETEAP KIEER IR E I SRR EHWPA IE
[WX3010E-wlan-st-1]security-ie wpa
#EREIRSSHER

[WX3010E-wlan-st-1]service-template enable

(M#eIEEBRIRvIan=BERO

#BIFEEEvIan =ZE0

[WX3010E]interface Vlan-interfacel

[WX3010E-Vlan-interface]ip address 192.168.1.1 255.255.255.0
#RlEWSvian =EEO

[WX3010E]interface Vlan-interface10

[WX3010E-Vlan-interface10]ip address 192.168.10.1 255.255.255.0
#OEERIRSS 88vian =242, BPnas-ipithiit

[WX3010E]interface Vlan-interface100

[WX3010E-Vlan-interface100]ip address 10.153.43.141 255.255.255.0
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#IPH11E10.153.43.141, FHBECESNMPHITelnet2%], FIAC_Esnmp-agentfliocal-user(ARSSE
Btelnet) leE—, M TRE".
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