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LBifRhwA<: Comware Software, Version 5.20, Feature 3206P02
IPSHERRRA: i-Ware software, Version 1.10, Ess 2110P10

= RESE:

S7500E3RH KRR E :

#

acfp server enable //OAAS [iTRAECIR, {ERESIEATACFPHIY,
#

acsei server enable /IOAAB |FRAERTR, {HREAHRALACSE MY,
#

switch-mode 12-enhanced /IOAAS [T BRI, fEREEIEIR B EaiE,
switch-mode normal slot 3

switch-mode normal slot 4

switch-mode normal slot 5

switch-mode normal slot 6

#

vlan 1

#
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vlan 10 //ISTS00ESLBEELVLAN,
description To_LB

#

vlan 11 //ST500ESHLUATHEEERVLAN,
description To_S12508

#

vlan 30

description To_CTC400M //EB{Z400MS ST RIREHARG K IBEERVLAN,
#

vlan 31 //EB{S400MEEHIBA XS SLBEELVLAN,

#

vlan 40 /B85 1000M SRS RLREHAPT K IHEBRVLAN,
description To_CTC1000M

#

vian 41 //FE{Z1000MEERIBAX B SLBEELVLAN,
#

vlan 50

description To_CNC200M //BRE200MS 33 RIREHAR K IHEBRVLAN,
#

vlan 51 /[BRIE200MEEHA B X i 5LBEEXVLAN,

#

vlan 60 1B 100MS3I RLEZHARG K EEEEXVLAN,
description To_EDU200M

#

vlan 61 1B E R 100MEEBL K E S LBEEXVLAN,
#

vlan 1113 //OAA Server VLAN,

description IPS_OAA

#

interface Vlan-interface10 /I5LBEEEVLANEZO,

description To_LB

ip address 10.255.255.18 255.255.255.252

#

interface Vlan-interface11 [SPIRIZIDTSE BBV LANEE,
description To_S12508

ip address 172.16.150.42 255.255.255.252

#

interface Vlan-interface1113 /IOAA Server VLAN#Z, 5IPS3ZEACFPINY,
description OAA_Server

ip address 172.16.150.45 255.255.255.252

#

interface GigabitEthernet3/0/1 /1S7500E 5 Mz A T B BRHITERE .,
port link-mode bridge

description to_S12508

port access vlan 11

#

interface GigabitEthernet3/0/9 //IS7T500EER{51000MEL FEYIEEE
port link-mode bridge

description To_CTC1000M

port access vlan 40

speed 1000

duplex full

#

interface GigabitEthernet3/0/10 //IS7500EER{5400MEL iR IRIE O,
port link-mode bridge

description To_CTC400M

port access vlan 30

speed 1000

duplex full
#

interface GigabitEthernet3/0/11 //S7500EB4E200ME LY FRE ],
port link-mode bridge

description To_CNC200M

port access vlan 50



speed 1000
duplex full
#
interface GigabitEthernet3/0/12 /1S7T500E£ & )1 00ML Y PIEEE .,
port link-mode bridge
description To_EDU200M
port access vlan 60
speed 1000
duplex full
#
interface Ten-GigabitEthernet4/0/1 /| ST500ESLBEEAEO,
port link-mode bridge
port link-type trunk
undo port trunk permit vian 1
port trunk permit vian 10 31 41 51 61
#
interface Ten-GigabitEthernet4/0/2
port link-mode bridge
#
interface Ten-GigabitEthernet5/0/1 // ST500ESIPSHENZE.
port link-mode bridge
port link-type trunk
undo port trunk permit vian 1

port trunk permit vian 31 41 51 61 1113 //A3iFIPSEAIRAIVLANFIOAA VLANIEID,

port trunk pvid vian 1113 /A& EPVIDAIOAA ServerffffEVLAN,
port connection-mode extend /& BRI EEREER.,

stp disable /EFASTPINAE,

mac-address mac-learning disable /2R OMACHBIEZ S THEE,
#

interface Ten-GigabitEthernet5/0/2
port link-mode bridge
#
interface Ten-GigabitEthernet6/0/1 // ST500ESFWEEE.,
port link-mode bridge
port link-type trunk
undo port trunk permit vian 1
port trunk permit vlan 30 to 31 40 to 41 50 to 51 60 to 61
#
interface Ten-GigabitEthernet6/0/2
port link-mode bridge
#

ip route-static 0.0.0.0 0.0.0.0 10.255.255.17 /B EInternetAVERE EEHRIEMLB,
ip route-static 172.16.0.0 255.255.128.0 172.16.150.41  //&ANARAIRBAILERISEZ L.
ip route-static 172.16.109.0 255.255.255.0 172.16.150.41
ip route-static 172.16.192.0 255.255.224.0 172.16.150.41
ip route-static 172.16.227.0 255.255.255.0 172.16.150.41
ip route-static 172.17.0.0 255.255.0.0 172.16.150.41
ip route-static 172.18.0.0 255.255.0.0 172.16.150.41
ip route-static 210.28.84.0 255.255.252.0 172.16.150.41
ip route-static 211.87.65.0 255.255.255.224 172.16.150.41
ip route-static 211.87.72.0 255.255.255.0 172.16.150.41
ip route-static 219.219.180.0 255.255.255.0 172.16.150.41
ip route-static 219.219.188.0 255.255.252.0 172.16.150.41
#
snmp-agent /[EEESNMP V3R, OAA3|RAAED.
snmp-agent local-engineid 800063A203C4CAD935069E
snmp-agent community read wang
snmp-agent community write wangwang
snmp-agent sys-info version all
snmp-agent group v3 v3group_no read-view iso write-view iso
snmp-agent mib-view included iso iso
snmp-agent usm-user v3 v3user_no v3group_no
#

ip urpf strict IREBCATIEAIURPF, BLCTRIA ERIR I



#
TEVERHOERRE, BHREHTERROTIEN. BB EOLEIIEED, BRHT 2SR
THIETER, ARERE—MCPDENEIOIRE.

SecBlade LB CLIC{ERIE :

#

undo alg all /LBFHATNAT, XAALGIRSEEKRMRE,

#

acl number 3100 I[EEEEERBLIENBENIE, SERSACLES.

description to_ CNC

rule 5 permit ip destination 1.24.0.0 0.7.255.255

rule 10 permit ip destination 1.56.0.0 0.7.255.255

rule 15 permit ip destination 1.188.0.0 0.3.255.255

rule 20 permit ip destination 27.8.0.0 0.7.255.255

acl number 3200 IFEEEEREEENENMI, SERSACLES.
description to_CTC1000

rule 5 permit ip destination 1.12.0.0 0.3.255.255

rule 10 permit ip destination 1.48.0.0 0.1.255.255

rule 15 permit ip destination 1.68.0.0 0.3.255.255

rule 20 permit ip destination 1.180.0.0 0.3.255.255

acl number 3201 [EeBREEEBELENERI, SERSACLES.
description to_ CTC400

rule 5 permit ip destination 1.12.0.0 0.3.255.255

rule 10 permit ip destination 1.48.0.0 0.1.255.255

rule 15 permit ip destination 1.68.0.0 0.3.255.255

rule 20 permit ip destination 1.180.0.0 0.3.255.255

acl number 3300 I EEEENEMLIERTRILL, SERSACLES.
description to_ EDU

rule 5 permit ip source 210.28.80.0 0.0.0.255

rule 10 permit ip source 210.28.81.0 0.0.0.255

rule 15 permit ip source 210.28.82.0 0.0.0.255

rule 20 permit ip source 210.28.83.0 0.0.0.255
#

interface Ten-GigabitEthernet0/0

port link-mode route

sub-interface rate-statistic IMARARERAEREEER, FERF=O%ITINEE,
#
interface Ten-GigabitEthernet0/0.10 /I'5S7500EE B Fim .,

description to_S7500E_XBOX

vlan-type dot1q vid 10

ip address 10.255.255.17 255.255.255.252

#

interface Ten-GigabitEthernet0/0.31 /SE3{Z400 MBI X IB B BX F ik .
description CTC400

vlan-type dot1q vid 31

ip address 10.255.255.2 255.255.255.252

#

interface Ten-GigabitEthernet0/0.41 /I'SEB{E1000MEEHARG KB B BA Tk ..
description CTC1000

vlan-type dot1q vid 41

ip address 10.255.255.6 255.255.255.252
#

interface Ten-GigabitEthernet0/0.51 /I’ SBRE200MEHI G X IEE B Fim .
description CNC

vlan-type dot1q vid 51

ip address 10.255.255.10 255.255.255.252
#

interface Ten-GigabitEthernet0/0.61 /152 R 100MEHABE K S B BE Tk,
description EDU

vlan-type dot1q vid 61

ip address 10.255.255.14 255.255.255.252
#

ip route-static 0.0.0.0 0.0.0.0 10.255.255.1



ip route-static 0.0.0.0 0.0.0.0 10.255.255.5

ip route-static 0.0.0.0 0.0.0.0 10.255.255.9

ip route-static 0.0.0.0 0.0.0.0 10.255.255.13

ip route-static 10.255.255.20 255.255.255.252 10.255.255.13

ip route-static 60.191.123.0 255.255.255.0 10.255.255.5 description H3C_Hangzhou
ip route-static 65.55.21.15 255.255.255.255 10.255.255.5 description NTP_Server
ip route-static 122.96.93.145 255.255.255.255 10.255.255.9 description CNC

ip route-static 172.16.0.0 255.255.128.0 10.255.255.18

ip route-static 172.16.138.0 255.255.255.0 10.255.255.18

ip route-static 172.16.139.0 255.255.255.0 10.255.255.18

ip route-static 172.16.150.0 255.255.255.0 10.255.255.18

ip route-static 172.16.192.0 255.255.224.0 10.255.255.18

ip route-static 172.16.255.81 255.255.255.255 10.255.255.13 description EDU

ip route-static 172.17.0.0 255.255.0.0 10.255.255.18

ip route-static 172.18.0.0 255.255.0.0 10.255.255.18

ip route-static 210.28.80.0 255.255.248.0 10.255.255.18

ip route-static 211.87.65.0 255.255.255.224 10.255.255.18

ip route-static 211.87.72.128 255.255.255.128 10.255.255.18

ip route-static 218.94.28.81 255.255.255.255 10.255.255.1 description CTC400

ip route-static 218.94.119.225 255.255.255.255 10.255.255.5 description CTC1000
ip route-static 219.219.180.0 255.255.255.0 10.255.255.18

ip route-static 219.219.188.0 255.255.252.0 10.255.255.18

#

ntp-service unicast-server 65.55.21.15

#

arp static 10.255.255.1 3822-d629-103f /1BERETSARP, RFHREE RS,

arp static 10.255.255.5 3822-d629-103f
arp static 10.255.255.9 3822-d629-103f
arp static 10.255.255.13 3822-d629-103f
arp static 10.255.255.18 c4ca-d935-069e
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Initiator:
Source IP/Port
Dest IP/Port
VPN-Instance/VLAN ID/VLL ID:

Responder:
Source IP/Port
Dest IP/Port

VPN-Instance/VLAN ID/VLL ID:

Pro: TCP(6)
start time:
Root

App: HTTP

210.28.85.120/1057
123.125.115.43/80

123.125.115.43/80
210.28.85.120/1057

2012-06-29 08:49:30 TTL:
Zone(in): Trust

State: TCP-EST
3599s

| Zone(out): ISP_CTC_1000
Received packet(s)(Init): Y packet(s) 1408 byte(s)

Received packet(s)(Reply): 7 packet(s) 4231

SecBlade FW CLESHERIE :

#

nat address-group 0 218.94.128.105 218.94.128.110 level 1
nat address-group 1 58.213.14.66 58.213.14.110 level 1
nat address-group 2 122.96.93.129 122.96.93.133 level 1
nat address-group 3 211.87.71.2 211.87.71.125 level 1

#

yte(s)

/INATHBIE LS,



userlog flow export version 3 //UserloghiANEL & .
userlog flow export vpn-instance CTC400 host 172.16.109.51 30017  //UserlogH&EEA.,
#
undo alg dns I1REBRFTPIMY S MY ELAB MY ALGINRE,
undo alg rtsp
undo alg h323
undo alg sip
undo alg sqglnet
undo alg pptp
undo alg ils
undo alg nbt
undo alg msn
undo alg qq
undo alg tftp
undo alg sccp
undo alg gtp
#
ip vpn-instance CTC400 /IVPNSLHISCIERERES, oA mEilbhX s,
route-distinguisher 65001:1
#
ip vpn-instance CTC1000
route-distinguisher 65001:2
#
ip vpn-instance CNC
route-distinguisher 65001:3
#
ip vpn-instance EDU
route-distinguisher 65001:4
#
acl number 2001 /INPNSEFIFINAT ACLECE.,
description NAT_ACL_CTC400
rule 5 permit vpn-instance CTC400 source 211.87.72.128 0.0.0.127
rule 15 permit vpn-instance CTC400 source 172.16.0.0 0.0.255.255
rule 20 permit vpn-instance CTC400 source 172.17.0.0 0.0.255.255
rule 25 permit vpn-instance CTC400 source 172.18.0.0 0.0.255.255
rule 30 permit vpn-instance CTC400 source 210.28.84.0 0.0.3.255
rule 35 permit vpn-instance CTC400 source 219.219.180.0 0.0.0.255
rule 40 permit vpn-instance CTC400 source 219.219.188.0 0.0.3.255
rule 1005 permit vpn-instance CTC400 source 10.255.255.2 0
acl number 2002
description NAT_ACL_CTC1000
rule 5 permit vpn-instance CTC1000 source 211.87.72.128 0.0.0.127
rule 15 permit vpn-instance CTC1000 source 172.16.0.0 0.0.255.255
rule 20 permit vpn-instance CTC1000 source 172.17.0.0 0.0.255.255
rule 25 permit vpn-instance CTC1000 source 172.18.0.0 0.0.255.255
rule 30 permit vpn-instance CTC1000 source 210.28.84.0 0.0.3.255
rule 1005 permit vpn-instance CTC1000 source 10.255.255.6 0
acl number 2003
description NAT_ACL_CNC
rule 10 permit vpn-instance CNC source 211.87.72.128 0.0.0.127
rule 15 permit vpn-instance CNC source 172.16.0.0 0.0.255.255
rule 20 permit vpn-instance CNC source 172.17.0.0 0.0.255.255
rule 25 permit vpn-instance CNC source 172.18.0.0 0.0.255.255
rule 30 permit vpn-instance CNC source 210.28.84.0 0.0.3.255
rule 1005 permit vpn-instance CNC source 10.255.255.10 0
acl number 2004
description NAT_ACL_EDU
rule 10 permit vpn-instance EDU source 211.87.72.128 0.0.0.127
rule 15 permit vpn-instance EDU source 172.16.0.0 0.0.255.255
rule 20 permit vpn-instance EDU source 172.17.0.0 0.0.255.255
rule 25 permit vpn-instance EDU source 172.18.0.0 0.0.255.255
rule 30 permit vpn-instance EDU source 210.28.84.0 0.0.3.255
rule 1005 permit vpn-instance EDU source 10.255.255.14 0
rule 1010 permit vpn-instance EDU source 10.255.255.22 0



#
connection-limit policy 0 IR E.
limit 0 source ip 210.28.80.0 24 source-vpn EDU destination ip any destination-vpn EDU protocol ip
max-connections 2000 per-source
#
interface GigabitEthernet0/3 IBEEMATFIED, FIBEEROEREIPS,
port link-mode route
description EDU_IPS
ip binding vpn-instance EDU
ip address 10.255.255.21 255.255.255.252
#
interface Ten-GigabitEthernet0/0
port link-mode route
#
interface Ten-GigabitEthernet0/0.30 //EB{ZA00MEZHAR K IZFNRIHE
description CTC400
vlan-type dot1q vid 30
nat outbound 2001 address-group 0 vpn-instance CTC400
ip binding vpn-instance CTC400
ip address 218.94.28.82 255.255.255.252
#
interface Ten-GigabitEthernet0/0.31 //EBAZ400MEEHARS K iEP Iz,
description CTC400_LAN
vlan-type dot1q vid 31
ip binding vpn-instance CTC400
ip address 10.255.255.1 255.255.255.252
#
interface Ten-GigabitEthernet0/0.40 //EB{51000MEEHABS X =Mz
description CTC1000
vlan-type dot1q vid 40
nat outbound 3992 address-group 1 vpn-instance CTC1000
nat outbound 2002 address-group 1 vpn-instance CTC1000
nat server protocol tcp global 58.213.14.111 443 vpn-instance CTC1000 inside 172.16.150.113 443
vpn-instance CTC1000
nat server protocol tcp global 58.213.14.111 20443 vpn-instance CTC1000 inside 10.255.255.6 www
vpn-instance CTC1000

nat server protocol tcp global 58.213.14.111 10443 vpn-instance CTC1000 inside 10.255.255.22 ww
w vpn-instance CTC1000

nat server protocol tcp global 58.213.14.111 10023 vpn-instance CTC1000 inside 10.255.255.22 teln
et vpn-instance CTC1000
nat server protocol tcp global 58.213.14.111 35715 vpn-instance CTC1000 inside 10.255.255.22 357
15 vpn-instance CTC1000
ip binding vpn-instance CTC1000
ip address 218.94.119.226 255.255.255.252
#
interface Ten-GigabitEthernet0/0.41 //EB{Z1000M AR K A kAR .,
description CTC1000_LAN
vlan-type dot1q vid 41
nat outbound 3993
ip binding vpn-instance CTC1000
ip address 10.255.255.5 255.255.255.252
#
interface Ten-GigabitEthernet0/0.50 /BRI 200MEEHABR KA MIE O
description CNC
vlan-type dot1q vid 50
nat outbound 2003 address-group 2 vpn-instance CNC
ip binding vpn-instance CNC
ip address 122.96.93.146 255.255.255.252
#
interface Ten-GigabitEthernet0/0.51 //BREB200MEEHARA XS RIHE
description CNC_LAN
vlan-type dot1q vid 51
ip binding vpn-instance CNC
ip address 10.255.255.9 255.255.255.252



#
interface Ten-GigabitEthernet0/0.60 1B M1 00MEEHARG K &M
description EDU
vlan-type dot1q vid 60
nat outbound 2004 address-group 3 vpn-instance EDU
ip binding vpn-instance EDU
ip address 172.16.255.82 255.255.255.252
#
interface Ten-GigabitEthernet0/0.61 /B ™1 00MEHARS KB .,
description EDU_LAN
vlan-type dot1q vid 61
ip binding vpn-instance EDU
ip address 10.255.255.13 255.255.255.252
#
ip route-static vpn-instance CTC400 0.0.0.0 0.0.0.0 218.94.28.81 //ZEIEEHELE.
ip route-static vpn-instance CTC400 172.16.0.0 255.255.0.0 10.255.255.2
ip route-static vpn-instance CTC400 172.17.0.0 255.255.0.0 10.255.255.2
ip route-static vpn-instance CTC400 172.18.0.0 255.255.0.0 10.255.255.2
ip route-static vpn-instance CTC400 210.28.84.0 255.255.252.0 10.255.255.2
ip route-static vpn-instance CTC400 211.87.72.0 255.255.255.0 10.255.255.2
ip route-static vpn-instance CTC400 219.219.180.0 255.255.255.0 10.255.255.2
ip route-static vpn-instance CTC400 219.219.188.0 255.255.252.0 10.255.255.2
ip route-static vpn-instance CTC1000 0.0.0.0 0.0.0.0 218.94.119.225
ip route-static vpn-instance CTC1000 10.255.255.22 255.255.255.255 10.255.255.6
ip route-static vpn-instance CTC1000 172.16.0.0 255.255.0.0 10.255.255.6
ip route-static vpn-instance CTC1000 172.17.0.0 255.255.0.0 10.255.255.6
ip route-static vpn-instance CTC1000 172.18.0.0 255.255.0.0 10.255.255.6
ip route-static vpn-instance CTC1000 210.28.84.0 255.255.252.0 10.255.255.6
ip route-static vpn-instance CTC1000 211.87.72.128 255.255.255.128 10.255.255.6
ip route-static vpn-instance CTC1000 219.219.180.0 255.255.255.0 10.255.255.6
ip route-static vpn-instance CTC1000 219.219.188.0 255.255.252.0 10.255.255.6
ip route-static vpn-instance CNC 0.0.0.0 0.0.0.0 122.96.93.145
ip route-static vpn-instance CNC 172.16.0.0 255.255.0.0 10.255.255.10
ip route-static vpn-instance CNC 172.17.0.0 255.255.0.0 10.255.255.10
ip route-static vpn-instance CNC 172.18.0.0 255.255.0.0 10.255.255.10
ip route-static vpn-instance CNC 210.28.84.0 255.255.252.0 10.255.255.10
ip route-static vpn-instance CNC 211.87.72.0 255.255.255.0 10.255.255.10
ip route-static vpn-instance CNC 219.219.180.0 255.255.255.0 10.255.255.10
ip route-static vpn-instance CNC 219.219.188.0 255.255.252.0 10.255.255.10
ip route-static vpn-instance EDU 0.0.0.0 0.0.0.0 172.16.255.81
ip route-static vpn-instance EDU 10.255.255.5 255.255.255.255 10.255.255.14
ip route-static vpn-instance EDU 172.16.0.0 255.255.0.0 10.255.255.14
ip route-static vpn-instance EDU 172.16.138.0 255.255.255.0 10.255.255.14
ip route-static vpn-instance EDU 172.16.139.0 255.255.255.0 10.255.255.14
ip route-static vpn-instance EDU 172.16.150.0 255.255.255.0 10.255.255.14
ip route-static vpn-instance EDU 172.16.192.0 255.255.224.0 10.255.255.14
ip route-static vpn-instance EDU 172.17.0.0 255.255.0.0 10.255.255.14
ip route-static vpn-instance EDU 172.18.0.0 255.255.0.0 10.255.255.14
ip route-static vpn-instance EDU 210.28.80.0 255.255.248.0 10.255.255.14
ip route-static vpn-instance EDU 211.87.65.0 255.255.255.224 10.255.255.14
ip route-static vpn-instance EDU 211.87.72.0 255.255.255.0 10.255.255.14
ip route-static vpn-instance EDU 219.219.180.0 255.255.255.0 10.255.255.14
ip route-static vpn-instance EDU 219.219.188.0 255.255.252.0 10.255.255.14
#
info-center loghost vpn-instance CTC400 172.16.109.51 port 30514  //HEIRSGSEEEE.
#
snmp-agent /IBESNMP, Bi&SecCenter,
snmp-agent local-engineid 800063A2033822D629103A
snmp-agent community read wang
snmp-agent community read public
snmp-agent sys-info version all
#
ntp-service unicast-server vpn-instance CTC1000 65.55.21.15 //[SFANTP, {FiF B AT E &R,
#



arp static 10.255.255.2 3822-d69c-fdba vpn-instance CTC400 //AFPIMIREZ4BEARPRIN,

arp static 10.255.255.6 3822-d69c-fdba vpn-instance CTC1000

arp static 10.255.255.10 3822-d69c-fdba vpn-instance CNC

arp static 10.255.255.14 3822-d69c-fdba vpn-instance EDU

arp static 10.255.255.22 c4ca-d935-4c56 vpn-instance EDU

#
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