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EHkE:
dhily: ip route-static 0.0.0.0 0.0.0.0 172.16.10.2
12 RIE&ER

ip route-static 2.2.2.2 255.255.255.255 10.0.0.2
IS EIRERSIETunneliE 0, MMAtARGRELEE
43EB—: ip route-static 0.0.0.0 0.0.0.0 172.16.30.2
IARESER
ip route-static 1.1.1.1 255.255.255.255 10.0.0.1

IS EEERS B TunnelB 01, MftRGREXIEE

BB ip route-static 0.0.0.0 0.0.0.0 172.16.20.2 preference 60
ip route-static 1.1.1.1 255.255.255.255 10.0.0.1 preference 60
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interface Tunnell

ip address 10.0.0.1 255.255.255.0

tunnel-protocol gre p2mp /AXEBEEIAFKFEGRE, X AIP2MP
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source 192.168.10.1  //jREy%ettbt AEERZEC Lookback 1AIthit
gre p2mp branch-network-mask 255.255.255.0
IFRAP2MPRIEERIRE, R iniEEEitithz ), RERE— MERFR~eE
DE—IRE:
interface Tunnell
ip address 10.0.0.2 255.255.255.0
source 192.168.10.2
destination 192.168.10.1
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DER:
interface Tunnell
ip address 10.0.0.3 255.255.255.0
source 192.168.10.3
destination 192.168.10.1
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ike local-name fw1 //IKEAN®ZZF (FHAAFREIC)

ike peer 10
exchange-mode aggressive
pre-shared-key cipher $c$3$/3EvhWhcCcw0SYCWzLohlg2ribGeCVY=
id-type name
remote-name fw2
remote-address fw2 dynamic
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ipsec proposal 10
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10 Freshared Key SHA DES-CEC Grogpt B5400
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ipsec policy-template zb1 10

ike-peer 10

proposal 10
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ipsec policy cnc 10 isakmp template zb1

IHEHRAIRIFET =0

interface GigabitEthernet0/3

port link-mode route

ip address 172.16.10.1 255.255.255.0

ipsec policy cnc

ER—

acl number 3000

rule 0 permit ip source 192.168.10.2 0 destination 192.168.10.1 0

ike local-name fw2 /Eg B ARiHE

ike peer 10

exchange-mode aggressive

pre-shared-key cipher $c$3$UaPgUwWG/SiXbHB6XVbtbAVMEBQk1AE=
id-type name

remote-name fw1

remote-address 172.16.10.1

#
ipsec proposal 10/ARFAEAIA, XEWEAILAMYEE
#

ipsec policy fb 10 isakmp
security acl 3000



ike-peer 10
proposal 10
I3 EBAREIRIER, TREEER, tENacELIBFHORENRMTE

DER:

ike peer 10

exchange-mode aggressive
pre-shared-key cipher KgbfKcrPdHA=
id-type name

remote-name fw1

remote-address 172.16.10.1

#

ipsec proposal 10

#

ipsec policy fb 10 isakmp

security acl 3000

ike-peer 10

proposal 10
#

acl number 3000

rule 0 permit ip source 192.168.10.3 0 destination 192.168.10.1 0
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[H3C]lping -a2.2.2.2 1.1.1.1
PING 1.1.1.1: 56 data bytes, press CTRL_C to break
Request time out
Reply from 1.1.1.1: bytes=56 Sequence=2 ttl=255 time=1 ms
Reply from 1.1.1.1: bytes=56 Sequence=3 ttl=255 time=1 ms
Reply from 1.1.1.1: bytes=56 Sequence=4 ttl=255 time=1 ms
Reply from 1.1.1.1: bytes=56 Sequence=>5 ttl=255 time=1 ms

--- 1.1.1.1 ping statistics ---
5 packet(s) transmitted
4 packet(s) received
20.00% packet loss
round-trip min/avg/max = 1/1/1 ms

[H3C]

DER:

<Quidway>ping -a 3.3.3.3 1.1.1.1

PING 1.1.1.1: 56 data bytes, press CTRL_C to break

Reply from 1.1.1.1: bytes=56 Sequence=1 ttl=255 time=1 ms
Reply from 1.1.1.1: bytes=56 Sequence=2 ttl=255 time=1 ms
Reply from 1.1.1.1: bytes=56 Sequence=3 ttl=255 time=1 ms
Reply from 1.1.1.1: bytes=56 Sequence=4 ttI=255 time=1 ms
Reply from 1.1.1.1: bytes=56 Sequence=5 ttI=255 time=1 ms

--- 1.1.1.1 ping statistics ---

5 packet(s) transmitted

5 packet(s) received

0.00% packet loss

round-trip min/avg/max = 1/1/1 ms
<Quidway>
IR EIER
<H3Cx>display ike sa

total phase-1 SAs: 2

connection-id peer flag phase doi  status
1 172.16.30.1 RD 1 IPSEC --
3 172.16.20.1  RD 1 IPSEC --
2 172.16.30.1 RD 2 IPSEC --
4 172.16.20.1 RD 2 IPSEC --



flag meaning
RD--READY ST--STAYALIVE RL--REPLACED FD--FADING TO--TIMEOUT
<H3C>
DE—S DB _ECENIIEIBNE
EHZEIPSec SABKE
<H3Cx>display ipsec sa

Interface: GigabitEthernet0/3
path MTU: 1500

IPsec policy name: "zb"
sequence number: 10
mode: template
connection id: 1
encapsulation mode: tunnel
perfect forward secrecy:
tunnel:
local address: 172.16.10.1
remote address: 172.16.30.1 /AXPMEHDE—
flow:
sour addr: 192.168.10.1/255.255.255.255 port: 0 protocol: IP
dest addr: 192.168.10.2/255.255.255.255 port: 0 protocol: IP

[inbound ESP SAs]

spi: 3758878501 (0xe00bef25)
IREAN S EB—HIH TS RAISAER]

proposal: ESP-ENCRYPT-DES ESP-AUTH-MD5

sa duration (kilobytes/sec): 1843200/3600

sa remaining duration (kilobytes/sec): 1843196/1246

max received sequence-number: 34

anti-replay check enable: Y

anti-replay window size: 32

udp encapsulation used for nat traversal: N

status: --

[outbound ESP SAs]
spi: 2870550202 (0xab191eba)
proposal: ESP-ENCRYPT-DES ESP-AUTH-MD5
sa duration (kilobytes/sec): 1843200/3600
sa remaining duration (kilobytes/sec): 1843196/1246
max received sequence-number: 35
udp encapsulation used for nat traversal: N

status: --

IPsec policy name: "zb"
sequence number: 10
mode: template
connection id: 2
encapsulation mode: tunnel
perfect forward secrecy:
tunnel:
local address: 172.16.10.1
remote address: 172.16.20.1 /AXPMEHE—
flow:
sour addr: 192.168.10.1/255.255.255.255 port: 0 protocol: IP
dest addr: 192.168.10.3/255.255.255.255 port: 0 protocol: IP

[inbound ESP SAs]



spi: 3651661767 (0xd9a7efc7)

proposal: ESP-ENCRYPT-DES ESP-AUTH-MD5

sa duration (kilobytes/sec): 1843200/3600

sa remaining duration (kilobytes/sec): 1843197/1559
max received sequence-number: 19

anti-replay check enable: Y

anti-replay window size: 32

udp encapsulation used for nat traversal: N

status: --

[outbound ESP SAs]
spi: 460917123 (0x1b790983)
proposal: ESP-ENCRYPT-DES ESP-AUTH-MD5
sa duration (kilobytes/sec): 1843200/3600
sa remaining duration (kilobytes/sec): 1843197/1559
max received sequence-number: 20
udp encapsulation used for nat traversal: N
status: --
<H3C>

45EF—HJIPSec SA
<H3Cx>display ipsec sa

Interface: GigabitEthernet0/3
path MTU: 1500

IPsec policy name: "fb"
sequence number: 10
mode: isakmp
connection id: 1
encapsulation mode: tunnel
perfect forward secrecy:
tunnel:
local address: 172.16.30.1
remote address: 172.16.10.1 /5 ER/5HEEIZSA
flow:
sour addr: 192.168.10.2/255.255.255.255 port: 0 protocol: IP
dest addr: 192.168.10.1/255.255.255.255 port: 0 protocol: IP

[inbound ESP SAs]
spi: 2870550202 (0Oxab191eba)

IR EBRIE— NS ERISA, XFMEER
proposal: ESP-ENCRYPT-DES ESP-AUTH-MD5
sa duration (kilobytes/sec): 1843200/3600
sa remaining duration (kilobytes/sec): 1843196/738
max received sequence-number: 34
anti-replay check enable: Y
anti-replay window size: 32
udp encapsulation used for nat traversal: N
status: --

[outbound ESP SAs]
spi: 3758878501 (0xe00bef25)
proposal: ESP-ENCRYPT-DES ESP-AUTH-MD5
sa duration (kilobytes/sec): 1843200/3600
sa remaining duration (kilobytes/sec): 1843196/738
max received sequence-number: 35
udp encapsulation used for nat traversal: N
status: --
<H3C>
HEB_IPSec SA



<Quidway>display ipsec sa

Interface: GigabitEthernet0/1
path MTU: 1500

IPsec policy name: "fb"
sequence number: 10
mode: isakmp
Created by: "Host"
connection id: 4
encapsulation mode: tunnel
perfect forward secrecy: None
tunnel:
local address: 172.16.20.1
remote address: 172.16.10.1 /52 &R/ A SA
flow: (38 times matched)
sour addr: 192.168.10.3/255.255.255.255 port: 0 protocol: IP
dest addr: 192.168.10.1/255.255.255.255 port: 0 protocol: IP

[inbound ESP SAs]
spi: 460917123 (0x1b790983)
IE5REE A RRISABEHER
proposal: ESP-ENCRYPT-DES ESP-AUTH-MD5
sa key duration (bytes/sec): 1887436800/3600
sa remaining key duration (bytes/sec): 1887434748/938
max received sequence-number: 19

udp encapsulation used for nat traversal: N

[outbound ESP SAs]

spi: 3651661767 (0xd9a7efc7)

proposal: ESP-ENCRYPT-DES ESP-AUTH-MD5

sa key duration (bytes/sec): 1887436800/3600

sa remaining key duration (bytes/sec): 1887434748/938

max sent sequence-number: 20

udp encapsulation used for nat traversal: N
<Quidway>
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