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1. ACEE(ER
(1) FEIROZE
[AC]port-security enable
(2) fHEEMKDERSS4BE, FIMesh ProfilefEEEMKDARSS
[AC]mkd-service enable mesh-profile 1
(3) EeEHHEIED
[AC]int wlan-mesh 1
[AC-WLAN-MESH1] port link-type trunk
[AC-WLAN-MESH1] port trunk permit vlan all
[AC-WLAN-MESH1]port-security port-mode psk

[AC-WLAN-MESH1] port-security tx-key-type 11key
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[AC-WLAN-MESH1]port-security preshared-key pass-phrase mesh1234
(4) BeEHFiEmesh-profile
[AC]wlan mesh-profile 1
[AC-wlan-mshp-1]mesh-id mesh1
[AC-wlan-mshp-1]bind WLAN-MESH 1
[AC-wlan-mshp-1]mesh-profile enable
(5) ECEAPIRR
[AC]wlan ap 1 model WA2620i-AGN id 1
[AC-wlan-ap-1] serial-id 5866-BA6B-F2C0
[AC-wlan-ap-1] portal-service enable
[AC-wlan-ap-1]radio 1
[AC-wlan-ap-1-radio-1] channel 149
[AC-wlan-ap-1-radio-1] mesh-profile 1
[AC-wlan-ap-1-radio-1] radio enable
2. FAT (¥#MR) BE
(1) FRiRORE
[MR]port-security enable
(2) EEEtFREO
[MR]int wlan-mesh 1
[MR-WLAN-MESH1] port link-type trunk
[MR-WLAN-MESH1] port trunk permit vian all
[MR-WLAN-MESH1]port-security port-mode psk
[MR-WLAN-MESH1] port-security tx-key-type 11key
[MR-WLAN-MESH1]port-security preshared-key pass-phrase mesh1234
(3) BeEHfEmesh-profile
[MR]wlan mesh-profile 1
[MR-wlan-mshp-1]mesh-id mesh1
[MR-wlan-mshp-1]bind WLAN-MESH 1
[MR-wlan-mshp-1]mesh-profile enable
(4) SHROYERER
[MR-WLAN-Radio1/0/1] mesh-profile 1
3. MEREFHAPHRMEE
h3cDot11RadioCfgChannel : 1.3.6.1.4.1.2011.10.2.75.4.4.1.1.10
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ifisetZ [ERHFAINNEE, instanceld THUESFADBURRITIMIFNGIR2, WEiFE
HOSTSFHRIE:

(:" = = B i
(2] Select Tahle Instance_(s}_l :A_ - = ﬂ
= (™ 19216822 v Bl fa |

Select Table Instance(s) to Query

192.168.2.2:h3cDotl 1RadiolntfConfigTable.h3cC P Search

No  Instance Name Syntax Value
@1 3 h3cDotl1RadioCfgChannel.3 H3c.. 149
&2 a4 h3cDot11RadioCfgChannel.4 Hic.. 0
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®EZRE, WERGRIFREZENHE HEREFENEE:

***** SNMP SET-RESPONSE START *****
1: h3cDot11RadioCfgChannel.3 (H3cDot11ChannelScopeType) 0
***** SNMP SET-RESPONSE END *****
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#Aug 13 15:17:22:956 2013 MR IFNET/4/INTERFACE UPDOWN:

Trap 1.3.6.1.6.3.1.1.5.3: Interface 13369344 is Down, ifAdminStatus is 1, ifOp
erStatus is 2

%Aug 13 15:17:22:957 2013 MR IFNET/3/LINK_UPDOWN: WLAN-MESHLINK4
link status is DOWN.

%Aug 13 15:17:22:957 2013 MR WMSH/6/WMESH_PEER_LINK_CLOSED:
Peer link is closed with neighbor 5866-ba6b-f2c0 for reason:LINK_CANCELL
ED.

TIMR (FAT AP) S4If&(58, HIEZARIMESHHER:

%Aug 13 15:17:28:034 2013 MR WMAC/6/WMAC_CHANNEL_CHANGE: Chan
nel change for APID 1, Radiold 1 from channel 0 to channel 165.

#Aug1315:17:54:9942013MRWMAC/4/ChannelChange:
Channel:1.3.6.1.4.1.2011.10.2.75.2.3.0.5 Serial 1d:210235A29FB094000055 Seri
al 1d:210235A29FB094000055 Radio 1d:12386305 ChangeMode:2 Old:165 New
:0 Count:2

%Aug 13 15:17:54:995 2013 MR WMAC/6/WMAC_CHANNEL_CHANGE: Chan
nel change for APID 1, Radiold 1 from channel 165 to channel 0.

#Aug 13 15:17:57:465 2013 MR IFNET/4/INTERFACE UPDOWN:

Trap 1.3.6.1.6.3.1.1.5.4: Interface 13369344 is Up, ifAdminStatus is 1, ifOperS
tatus is 1

%Aug 13 15:17:57:466 2013 MR IFNET/3/LINK_UPDOWN: WLAN-MESHLINK6
link status is UP.

%Aug 13 15:17:57:466 2013 MR WMSH/6/WMESH_PEER_LINK_ESTABLISH:
Peer link is established with neighbor 5866-ba6b-f2c0 in MESH h3c,on radio 1
with BSSID 000f-e2fb-f8e0.

%Aug 13 15:17:57:486 2013 MR WMSH/6/WMESH_AUTH_SUCCESS: Authent
ication success with neighbor 5866-ba6b-f2c0 in MESH h3c,on radio 1 with B
SSID 000f-e2fb-f8e0.

#Aug13 15:17:58:008 2013 MR WMAC/4/Channel Change: Channel:1.3.6.1.4.1.
2011.10.2.75.2.3.0.5 Serial 1d:210235A29FB094000055 Serial
1d:210235A29FB094000055 Radio 1d:12386305 ChangeMode:2 Old:0 New:149
Count:3

%Aug 13 15:17:58:009 2013 MR WMAC/6/WMAC_CHANNEL_CHANGE: Chan
nel change for APID 1, Radiold 1 from channel 0 to channel 149.

REER:
1. ACEE(ER
display current-configuration
#
version 5.20, Release 2507P18
#
sysname AC
#
domain default enable system
#
telnet server enable
#
port-security enable
#
password-recovery enable

#



vian 1

vian 2
#
domain system
access-limit disable
state active
idle-cut disable
self-service-url disable
#
dhcp server ip-pool 1
network 192.168.1.0 mask 255.255.255.0
gateway-list 192.168.1.1
#
user-group system
group-attribute allow-guest
#
local-user admin
password cipher $c$3$c4L1HLDZysGa7aqT0aMAtJ4t1fQpw3KL
authorization-attribute level 3
service-type telnet
#
wlan mesh-profile 1
mesh-id h3c
bind WLAN-MESH 1
mesh-profile enable
#
wlan rrm
dot11a mandatory-rate 6 12 24
dot11a supported-rate 9 18 36 48 54
dot11b mandatory-rate 1 2
dot11b supported-rate 5.5 11
dot11g mandatory-rate 1 2 5.5 11
dot11g supported-rate 6 9 12 18 24 36 48 54
#
wlan ap-group default_group
ap ap1
#
interface NULLO
#
interface Vlan-interface1
ip address 192.168.1.1 255.255.255.0
#
interface GigabitEthernet1/0/1
#

interface GigabitEthernet1/0/2



#

interface GigabitEthernet1/0/3

#

interface GigabitEthernet1/0/4
port link-type trunk

port trunk permit vian 1 3 to 4094
#

interface Ten-GigabitEthernet1/0/5
#
interface WLAN-MESHH1

port link-type trunk

port trunk permit vian all
port-security port-mode psk
port-security tx-key-type 11key

port-security preshared-key pass-phrase
$c$3$cXgAkh+F7V0/MmTapJ0tk8XM3OMV/BMiy9Al

#
wlan ap ap1 model WA2620i-AGN id 1
serial-id 5866-BA6B-F2C0
portal-service enable
radio 1
channel 149
mesh-profile 1
radio enable
radio 2
radio enable
#
wlan ips
malformed-detect-policy default
signature deauth_flood signature-id 1
signature broadcast_deauth_flood signature-id 2
signature disassoc_flood signature-id 3
signature broadcast_disassoc_flood signature-id 4
signature eapol_logoff_flood signature-id 5
signature eap_success_flood signature-id 6
signature eap_failure_flood signature-id 7
signature pspoll_flood signature-id 8
signature cts_flood signature-id 9
signature rts_flood signature-id 10
signature addba_req_flood signature-id 11
signature-policy default
countermeasure-policy default
attack-detect-policy default
virtual-security-domain default
attack-detect-policy default

malformed-detect-policy default

cipher



signature-policy default
countermeasure-policy default
#
undo info-center logfile enable
#
dhcp enable
#
mkd-service enable mesh-profile 1
#
user-interface con 0
user-interface vty 0 4
authentication-mode scheme
user privilege level 3
#
return
2. MREEE(ER
display current-configuration
#
version 5.20, Feature 1117P17
#
sysname MR
#
domain default enable system
#
telnet server enable
#
port-security enable
#
password-recovery enable
#

vian 1

vian 2

#

domain system
access-limit disable

state active

idle-cut disable
self-service-url disable

#

user-group system
group-attribute allow-guest
#

local-user admin

password cipher $¢$3$BcBPzkTT/3nGrNIPRy/ZIGOYjw7fCH7LGkpyUTg=

authorization-attribute level 3



service-type telnet
#
wlan mesh-profile 1
mesh-id h3c
bind WLAN-MESH 1
mesh-profile enable
#
wlan rrm
dot11a mandatory-rate 6 12 24
dot11a supported-rate 9 18 36 48 54
dot11b mandatory-rate 1 2
dot11b supported-rate 5.5 11
dot11g mandatory-rate 1 2 5.5 11
dot11g supported-rate 6 9 12 18 24 36 48 54
#
interface NULLO
#
interface Vlan-interface1
ip address dhcp-alloc
#
interface Vlan-interface2
ip address 192.168.2.2 255.255.255.0
#
interface Ethernet1/0/1
port link-type trunk
port trunk permit vian all
#
interface WLAN-MESH1
port link-type trunk
port trunk permit vian all
port-security port-mode psk
port-security tx-key-type 11key

port-security preshared-key pass-phrase cipher $c$3$hCExxOrUgqQDAHtoN
nmBMe/57F1tx3CrR4ELn

#

interface WLAN-Radio1/0/1
mesh-profile 1

#

interface WLAN-Radio1/0/2

#

snmp-agent

snmp-agent local-engineid 800063A203000FE2FBF8EQ
snmp-agent community read public
snmp-agent community write private
snmp-agent sys-info version all

#



arp-snooping enable
#
load xml-configuration
#
user-interface con 0
user-interface vty 0 4
authentication-mode scheme
#
return
. GESRIGIE:
1. EEMESHHER
display wlan mesh-link all

Peer Link Information

Nbr-Mac(rssi) BSSID Interface Link-state Uptime(hh:mm:ss)

5866-babb-f2c0(43) 000f-e2fb-f8e0 WLAN-MESHLINK?7 Active 0: 3:40

2. MREIRENIPHELL, 8E95SACIE(S
ping 192.168.1.1
PING 192.168.1.1: 56 data bytes, press CTRL_C to break
Reply from 192.168.1.1: bytes=56 Sequence=1 {tl=255 time=2 ms
Reply from 192.168.1.1: bytes=56 Sequence=2 ttl=255 time=3 ms
Reply from 192.168.1.1: bytes=56 Sequence=3 ttl=255 time=2 ms
Reply from 192.168.1.1: bytes=56 Sequence=4 ttl=255 time=2 ms

Reply from 192.168.1.1: bytes=56 Sequence=5 ttl=255 time=2 ms

--- 192.168.1.1 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss

round-trip min/avg/max = 2/2/3 ms
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