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vianSiEO05E

vlan 10

description UpStream
— EE FTEHOVIan
vlan 20

description DownStream
— BEETTERMVIan
vlan 30

description ISP-1

— REEE®IHO

vlan 40

description ISP-2

— EEIZEm2HN

vlan 50

description ISP-3

— EEzEm3tO

vlan 100

description pvid

—— BT pvidiiviantlzE

#

interface Vlan-interface10
ip address 10.1.1.1 255.255.255.0
— EEE F7vianiEzOitbit
#

interface Vlan-interface20
ip address 10.1.2.1 255.255.255.0
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#

interface GigabitEthernet0/0/21
port link-mode bridge
description upstream

port access vlan 10

combo enable copper

gos apply policy up_IPS inbound
— RESFHREEEEN, TRETREEEHEIIPSAQ0S
#

interface GigabitEthernet0/0/22
port link-mode bridge
description china_telecom

port access vlan 30

combo enable copper

#

interface GigabitEthernet0/0/23
port link-mode bridge
description china_unicom

port access vlan 40

combo enable copper

#

interface GigabitEthernet0/0/24
port link-mode bridge
description china_maobile

port access vlan 50

combo enable copper

— BRES EngSiEEzO

ERHEpE

EAZFIEMT, MI00OERESIEHAN SHEIRSIEE.

ip route-static 0.0.0.0010.1.22 —— H{TEERGEIAKHZFILB

ip route-static 172.16.0.0 16 10.1.1.3
— MIEEAEERMBEHEIANEBMLE, 10.1.1.379AMMK

HITREBAM000, QoSEEMZEIPSHIACG, BITENAKH LIXELB, BIEAHBFW, TTMLBL
BEHEEFEAZEIPSTIACG, BiETIMIBHIE KA LS.

HERZ
vlan 200 —BERTRPNTPRvian
#

interface vlan200

ip address 200.0.0.1 255.255.255.0

#

ntp-service refclock-master 2 ~ ——IREARMRTHEASERH, EE02

ERENEBRERS AL, TLIBERSSE/EFREN, WEMER, MiBRAsEaEsEs
BE, ASEmECEFM.
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M900OERE
interface Ten-GigabitEthernet2/0/1
port link-mode bridge
port link-type trunk
undo port trunk permit vian 1
port trunk permit vian 30 40 50 60 70 80 200
port link-aggregation group 1
#
interface Ten-GigabitEthernet2/0/2
port link-mode bridge
port link-type trunk
undo port trunk permit vian 1
port trunk permit vian 30 40 50 60 70 80 200
port link-aggregation group 1
#
interface Ten-GigabitEthernet2/0/3
port link-mode bridge
port link-type trunk
undo port trunk permit vian 1
port trunk permit vian 30 40 50 60 70 80 200
port link-aggregation group 1
#
interface Ten-GigabitEthernet2/0/4
port link-mode bridge
port link-type trunk
undo port trunk permit vian 1
port trunk permit vian 30 40 50 60 70 80 200
port link-aggregation group 1
#
interface Bridge-Aggregation1
port link-type trunk
undo port trunk permit vian 1
port trunk permit vian 30 40 50 60 70 80 200

—— MO00OXSRIAIFWHREX B4, #EFSNANAREKOMERS, oiFHERvian,
vlan200AntpAT[EIE#vian,

FWIIEEE
interface Bridge-Aggregationl

FoEAEROER GO
port link-type trunk
undo port trunk permit vlan 1



port trunk permit vlan 30 40 50 60 70 80 200
#

interface Ten-GigabitEthernet0/1

port link-mode bridge

port link-type trunk

undo port trunk permit vian 1

port trunk permit vlan 30 40 50 60 70 80 200
port link-aggregation group 1

#

interface Ten-GigabitEthernet0/2

port link-mode bridge

port link-type trunk

undo port trunk permit vlan 1

port trunk permit vlan 30 40 50 60 70 80 200
port link-aggregation group 1

#

interface Ten-GigabitEthernet0/3

port link-mode bridge

port link-type trunk

undo port trunk permit vian 1

port trunk permit vlan 30 40 50 60 70 80 200
port link-aggregation group 1

#

interface Ten-GigabitEthernet0/4

port link-mode bridge

port link-type trunk

undo port trunk permit vlan 1

port trunk permit vlan 30 40 50 60 70 80 200
port link-aggregation group 1

HERS

vlan 200 —CIEEATREENTPHvIan

#

interface vlan200

ip address 200.0.0.2 255.255.255.0

#

ntp-service unicast-server 200.0.0.1 — I EM9000ANTPRRSS 28

BB IEEE

acl number 3001 —— NATEEHEPTECACL
rule 0 permit ip

#

ip vpn-instance vpn'1 — BIERVPNILHI, FRESESEH
route-distinguisher 1:1

vpn-target 1:1 export-extcommunity
vpn-target 1:1 import-extcommunity
#

ip vpn-instance vpn2
route-distinguisher 2:2

vpn-target 2:2 export-extcommunity
vpn-target 2:2 import-extcommunity
#

ip vpn-instance vpn3
route-distinguisher 3:3

vpn-target 3:3 export-extcommunity
vpn-target 3:3 import-extcommunity
#

interface vlan 30 — BIBE=/2EE0, FVPNLFISEE
ip binding vpn-instance vpn1

ip address 10.1.3.2 255.255.255.0
#

interface vlan 40

ip binding vpn-instance vpn2

ip address 10.1.4.2 255.255.255.0
#

interface vlan 50

ip binding vpn-instance vpn3

ip address 10.1.5.2 255.255.255.0
#



interface Vlan-interface60 — HEEOMNAT
nat outbound 3001

ip binding vpn-instance vpn1

ip address 3.3.3.3 255.255.255.0

#

interface Vlan-interface70

nat outbound 3001

ip binding vpn-instance vpn2

ip address 4.4.4.4 255.255.255.0

#

interface vlan 80

nat outbound 3001

ip binding vpn-instance vpn3

ip address 5.5.5.5 255.255.255.0

#

vd vda id 2 — OB Avda, WSAIAIVD, FRHNIZVDME
Jvdazr Bzl

allocate interface vlan30
allocate interface vlan60
allocate vlan 30 60 ——JvdazFevian

limit-resource session max-entries 500000 ——Avdan BEHIRASIEE/9500000

#

vd vdb id 3

allocate interface vlan40

allocate interface vlan70

allocate vian 40 70

limit-resource session max-entries 500000

#

vd vdc id 4

allocate interface vlan50

allocate interface vlan80

allocate vlan 50 80

limit-resource session max-entries 500000

#

ip route-static vpn-instance vpn1 0.0.0.0 0.0.0.0 3.3.3.4

ip route-static vpn-instance vpn2 0.0.0.0 0.0.0.0 4.4.4.5

ip route-static vpn-instance vpn3 0.0.0.0 0.0.0.0 5.5.5.6

ip route-static vpn-instance vpn1 172.16.0.0 255.255.0.0 10.1.3.1

ip route-static vpn-instance vpn2 172.16.0.0 255.255.0.0 10.1.4.1

ip route-static vpn-instance vpn3 172.16.0.0 255.255.0.0 10.1.5.1

— BMEU SRR R ETROARR BRI NMTIRMRERE, £ B4R EARAIVPNL()

FWiZESERSEC B
switchto vd vda

zone name Trustid 1

priority 85

import interface Vlan-interface30
zone name Untrust id 2

priority 15

import interface Vlan-interface60
— BNEMBIXES, SEMEOTT AR
#
switchto vd vdb

zone name Trustid 1

priority 85

import interface Vlan-interface40
zone name Untrust id 2

priority 15

import interface Vlan-interface70

#

switchto vd vdc

zone name Trust id 1

priority 85



import interface Vlan-interface50
zone name Untrust id 2

priority 15
import interface Vlan-interface80
#
switchto vd vda — ENEPPKIE, BEREsRE

zone name Trust id 1
ip virtual-reassembly
zone name Untrust id 2
ip virtual-reassembly
interzone source Trust destination Untrust
rule 0 permit
#
switchto vd vdb
zone name Trustid 1
ip virtual-reassembly
zone name Utrust id 2
ip virtual-reassembly
interzone source Trust destination Untrust
rule 0 permit
#
switchto vd vdc
zone name Trust id 1
ip virtual-reassembly
zone name Utrust id 2
ip virtual-reassembly
interzone source Trust destination Untrust
rule 0 permit
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interface Vlan-interface20
ip address 10.1.2.2 255.255.255.0
#

interface Vlan-interface30 — B EH O it
ip address 10.1.3.1 255.255.255.0
#

interface Vlan-interface40

ip address 10.1.4.1 255.255.255.0
#

interface Vlan-interface50

ip address 10.1.5.1 255.255.255.0

#

interface Ten-GigabitEthernet0/0
port link-mode bridge

port link-type trunk

undo port trunk permit vlan 1

port trunk permit vlan 20 30 40 50

#



ip route-static 0.0.0.0 0.0.0.0 10.1.3.2
ip route-static 0.0.0.0 0.0.0.0 10.1.4.2 preference 100
ip route-static 10.1.1.0 255.255.255.0 10.1.2.1

TERRSHRETLMRESFSIRBEER, BI—RKaSMaReSBEEARMEE.

#

vlan 200 —BEERATRENTPRvIan
#

interface vlan200
ip address 200.0.0.3 255.255.255.0

#
ntp-service unicast-server 200.0.0.1  ——I&EM9I000ANTPRSSES
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mEEERSEORE

traffic classifier down_ACG operator and —— NMTREMLBHEEERZIACG
if-match acl 3002

if-match service-vlan-id 20 —PCEE F4Tvian

if-match destination-mac Ocda-41b6-41d8 ——PLEEEAImac

#

traffic classifier up_ACG operator and —— E{TREMIPSHEEEBZIACG
if-match service-vlan-id 10 —UCfEE EfFvlan

if-match destination-mac Ocda-41b6-41d8



if-match acl 3001

#

traffic behavior down_ACG —IREEERE, iFRtrack oapEkzl
redirect interface Ten-GigabitEthernet6/0/1 track-oap

#

traffic behavior up_ACG
redirect interface Ten-GigabitEthernet6/0/1 track-oap

#

qgos policy down_ACG —BIEmociREg, XECREMIE
classifier down_ACG behavior down_ACG

#

gos policy up_ACG

classifier up_ACG behavior up_ACG

#

acl number 3001 — FfTiRErTE
description up_IPS

rule 0 permit ip source 10.1.1.0 0.0.0.255

#

acl number 3002 — MTRELE
description down_ACG

rule 0 permit ip destination 10.1.1.0 0.0.0.255

#

interface Ten-GigabitEthernet6/0/1

port link-mode bridge

description to_ ACG

port link-type trunk

undo port trunk permit vian 1

port trunk permit vlan 10 20

undo stp enable

undo mac-address mac-learning enable
packet-filter 4000 outbound

gos apply policy down_IPS inbound

oap enable ——{#hoaptiiy

IPSTIACGHEFHEEEAQoS5 i, MFERHIE, EEAHFRIOAPIMUSNZIRRIRRS, &
EFBEEAEET.

BRI iR E

EEEENN_EIR (W&, E#E. ARP) fEIPSHEREO_EHTISIErs L — BRI SR BNE
. FIEREEIPSAHEENZEIEFSIMACHIE,

acl number 4000

description filter
rule 0 permit type 0800 ffff dest-mac Ocda-41b6-41d8 ffff-ffff-fff —FRIF =23 TR

rule 50 permit type 88a7 ffff —FtifFoaptiliR
rule 100 deny
#

interface Ten-GigabitEthernet6/0/1

port link-mode bridge

description to_ACG

port link-type trunk

undo port trunk permit vian 1

port trunk permit vlan 10 20

undo stp enable

undo mac-address mac-learning enable
packet-filter 4000 outbound

qos apply policy down_IPS inbound ——T{TREZITACCHIEZEERZEIPS
oap enable

ACG{lWebZB=i5HE
E(EFE0AA
EfFEEOAA ACFP Client, TEASES, AMERLacfpIige.,
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mEEERSEORE

traffic classifier down_IPS operatorand —— MTiREEEMAE/IPS
if-match acl 3002 — R =ERE
if-match service-vlan-id 20 —CEEHRZvlan

if-match destination-mac Ocda-41b6-41d8 —ULECEfImac, FAbviangzEzOmacibit
#

traffic classifier up_IPS operator and — HTREEEMEIPS
if-match acl 3001

if-match service-vlan-id 10

if-match destination-mac Ocda-41b6-41d8

#

traffic behavior down_IPS

redirect interface Ten-GigabitEthernet7/0/2 track-oap ——OAPTHY B NG G- RIRZS
#

traffic behavior up_IPS

redirect interface Ten-GigabitEthernet7/0/1 track-oap
#

gos policy down_IPS

classifier down_IPS behavior down_IPS

#

qos policy up_IPS

classifier up_IPS behavior up_IPS

#

acl number 3001 — ETREITHE
description up_IPS

rule 0 permit ip source 10.1.1.0 0.0.0.255

#

acl number 3002 — MTRELE
description down_IPS

rule 0 permit ip destination 10.1.1.0 0.0.0.255

#

interface Ten-GigabitEthernet7/0/1

port link-mode bridge

description to_IPS

port link-type trunk

undo port trunk permit vlan 1
port trunk permit vlan 10 20 100
port trunk permit pvid vlian 100

undo stp enable — X AstpIhse

undo mac-address mac-learning enable KiAmactBitF S INRE, BhLEIRES
qos apply policy up_ACG inbound —HTEERZEACG

packet-filter 4000 outbound ~——IEABEIR

port link-aggregation group 3

#

interface Ten-GigabitEthernet7/0/2
port link-mode bridge

description to_IPS

port link-type trunk

undo port trunk permit vlan 1

port trunk permit vlan 10 20 100
port trunk permit pvid vlan 100
undo stp enable

undo mac-address mac-learning enable
gos apply policy up_ACG inbound
packet-filter 4000 outbound

port link-aggregation group 3

#

interface Ten-GigabitEthernet7/0/3

port link-mode bridge

description to_IPS

port link-type trunk

undo port trunk permit vlan 1
port trunk permit vlan 10 20 100
port trunk permit pvid vlan 100
undo stp enable



undo mac-address mac-learning enable
packet-filter 4000 outbound

port link-aggregation group 3

#

interface Ten-GigabitEthernet7/0/4

port link-mode bridge

description to_IPS

port link-type trunk

undo port trunk permit vlan 1

port trunk permit vlan 10 20 100
port trunk permit pvid vlan 100
undo stp enable

undo mac-address mac-learning enable

packet-filter 4000 outbound

port link-aggregation group 3

—ANRERA, XY, 120—5%¢, 340—%d,

WNSREREER120, 340AMER, IPSURTLAshutdown, AREXFMI000MIPIERC
#

interface Bridge-Aggregation3

port link-type trunk

undo port trunk permit vlan 1

port trunk permit vlan 10 20 100
port trunk permit pvid vlian 100
link-aggregation selected-port minimum 4

—B/NERIROEH4, B4 EOPER—NMEOdown, REOFdown. (SEhx_E(HE—ME
Cdown&RitBRfRE-RHIL 7 [ER)

undo stp enable

undo mac-address mac-learning enable

—REOVREE, IMARSHYEOEEERS

oap enable

——IPS EnhancedffiRIMOAPIINWAREIEERE M, BREKOMARENO, FHAERSOEER oaptFY
ERER.

MEXOERpvid, FAMEIEpvidiBRvIan,

IPSHIACGHERHEEEAQoS5 i, MNFUERHIE, EEAFRIOAPIMUSIEIERERRN, it
EfBEEAEMRET.

ZEiR iR E

FERENNZRR 73, BB, ARP) fEIPSHEMEO L TTIEE L BRI S BXE
. ERSIEFRECEIPSATTEROSE LS IMACHEE,

acl number 4000

description filter
rule 0 permit type 0800 ffff dest-macOcda-41b6-41d8 ffff-ffff-ffff

rule 50 permit type 88a7 ffff ——iFoaptiiR
rule 100 deny
#

interface Ten-GigabitEthernet7/0/1

port link-mode bridge

description to_IPS

port link-type trunk

undo port trunk permit vlan 1

port trunk permit vian 10 20

port trunk permit pvid vlan 100

undo stp enable

undo mac-address mac-learning enable

packet-filter 4000 outbound —YEEOTR, TEAE

qos apply policy up_ACG inbound

IPS{lWeb&REi5EE
ZE(FEREOAA
EfFHEOAA ACFP Client, fEASES, AMEHLacfpIigL,
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