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<AC> system-view

[AC] wlan ap ap2 model WA2620E-AGN

[AC-wlan-ap-ap2] provision

[AC-wlan-ap-ap2-prvs] tunnel encryption ipsec pre-shared-key simple 12345

[AC-wlan-ap-ap2-prvs] save wlan ap provision name ap2

[AC-wlan-ap-ap2-prvs] quit

[AC-wlan-ap-ap2] quit

# BIEEFFHNAP SHECENE, ECEAPHERIPsecE PabcdeskINE=HFIEUERE, HERERERR
FEIAPRIFABRCE .

[AC] wlan ap ap3 model WA2620E-AGN

[AC-wlan-ap-ap3] provision

[AC-wlan-ap-ap3-prvs] tunnel encryption ipsec pre-shared-key simple abcde

[AC-wlan-ap-ap3-prvs] data-tunnel encryption enable

[AC-wlan-ap-ap3-prvs] save wlan ap provision name ap3

[AC-wlan-ap-ap3-prvs] return

# FaEEAP 2f1AP 3, (FEEEEEM.

<AC> reset wlan ap name ap2

<AC> reset wlan ap name ap3

# L& IPsecR IR,

<AC> system-view

[AC] ipsec transform-set tran1

[AC-ipsec-transform-set-tran1] encapsulation-mode tunnel

[AC-ipsec-transform-set-tran1] transform esp

[AC-ipsec-transform-set-tran1] esp encryption-algorithm aes-cbc-128

[AC-ipsec-transform-set-tran1] esp authentication-algorithm shat

[AC-ipsec-transform-set-tran1] quit

# BIE— P EFR/9 1 BJiketRiN,

[AC] ike proposal 1

[AC-ike-proposal-1]encryption-algorithm aes-cbc 128

[AC-ike-proposal-1] dh group2

[AC-ike-proposal-1] quit

# BCEISAKMP SAEIAPKiXKeepalivefR AR EEIFR /92070,

[AC] ike sa keepalive-timer interval 20
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# ECEISAKMP SAZEAFAP KixKeepalivedR X HIFERTATIE] /60F),

[AC] ike sa keepalive-timer timeout 60

# {EREIPsecTTRISPIRETIRE.

[AC] ipsec invalid-spi-recovery enable
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[AC] ike peer ap2

[AC-ike-peer-ap2] remote-address 10.1.1.11 10.1.1.20

[AC-ike-peer-ap2] pre-shared-key 12345

[AC-ike-peer-ap2] proposal 1
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[AC-ike-peer-ap2] quit
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[AC] ike peer ap3

[AC-ike-peer-ap3] remote-address 10.1.1.21 10.1.1.30

[AC-ike-peer-ap3] pre-shared-key abcde

[AC-ike-peer-ap3] proposal 1

[AC-ike-peer-ap3] quit
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[AC] ipsec policy-template pt 1

[AC-ipsec-policy-template-pt-1] transform-set tran1

[AC-ipsec-policy-template-pt-1] ike-peer ap2

[AC-ipsec-policy-template-pt-1] quit
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[AC] ipsec policy-template pt 2

[AC-ipsec-policy-template-pt-2] transform-set tran1

[AC-ipsec-policy-template-pt-2] ike-peer ap3

[AC-ipsec-policy-template-pt-2] quit

# 5|FIPsecR 2 RIBIRMRpENEZ Samap, INFS/9189—5KIPsecRERKER,

[AC] ipsec policy map 1 isakmp template pt

# FEVLANEZO ERIFEIPsectkiE.

[AC] interface vlan-interface 1

[AC-Vlan-interface-1] ip address 10.1.1.1 24

[AC-Vlan-interface-1] ipsec policy map

FEVLANEEZC ERIFEIPsecsRly, ASFMAP 1LAB ST FIACESZRHE.

LERIGUE, LAAP 25965, SepkbA LECEE, AP 2fIACZIAIMNERBJoin requestiEhiliRsCE, Kbkl
KE#{Th#SEIZSA, fEFdisplay ipsec safn S LAEEEFEZAISABKER, IKEMIFEMIIFHEIE T SA
/&, AP 2FIACZ BIAEHIR SIS HNEEE .



	IPsec加密AC与AP间隧道配置举例

