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1. ACEEER:

#

version 5.20, Release 2507P18
#

sysname AC

#

domain default enable system
#

telnet server enable

#

port-security enable

#

portal server dsf-portal ip 192.168.100.253 key cipher $c$3$uDGtFFtWMQH6VTGb


https://zhiliao.h3c.com/User/other/0

Bg3tVMYIv+FO0Ow== url http://192.168.100.253/portal server-type imc
portal free-rule 0 source mac 3822-d6c0-ad73 destination any
#
vian 1
#
vlan 2
#
vlan 10 to 11
#
Vian 100
#
vlan 1000
#
radius scheme dsf-portal
primary authentication 192.168.100.253
primary accounting 192.168.100.253
key authentication cipher $c$3$01jrIBnKIVhr5s6BS5Ck3pV2XGtpFQ==
key accounting cipher $c$3$JvB3TU6DkwokktR2uX/6vI5S+5XWvg==
user-name-format without-domain
nas-ip 192.168.100.1
#
domain dsf-mac
authentication lan-access none
authorization lan-access none
accounting lan-access none
access-limit disable
state active
idle-cut disable
self-service-url disable
domain dsf-portal
authentication portal radius-scheme dsf-portal
authorization portal none
accounting portal none
access-limit disable
state active
idle-cut disable
self-service-url disable
domain system
access-limit disable
state active
idle-cut disable
self-service-url disable
#
user-group system
group-attribute allow-guest
#
local-user admin
password cipher $¢$3$4CSnRqvYBd2xHeUsyDKNVbcG7cL1Q/IT
authorization-attribute level 3
service-type telnet
#
wlan rrm
dot11a mandatory-rate 6 12 24
dot11a supported-rate 9 18 36 48 54
dot11b mandatory-rate 1 2
dot11b supported-rate 5.5 11
dot11g mandatory-rate 1 2 5.5 11
dot11g supported-rate 6 9 12 18 24 36 48 54
#
wlan service-template 1 clear
ssid dsf-portal
bind WLAN-ESS 1
service-template enable
#



interface NULLO
#
interface Vlan-interface1
ip address 192.168.0.100 255.255.255.0
#
interface Vlan-interface2
ip address 192.168.2.1 255.255.255.0
#
interface Vlan-interface10
ip address 192.168.10.1 255.255.255.0
#
interface Vlan-interface11
ip address 192.168.11.1 255.255.255.0
portal server dsf-portal method direct
portal domain dsf-portal
portal nas-port-type wireless
portal nas-ip 192.168.100.1
#
interface Vlan-interface100
ip address 192.168.100.1 255.255.255.0
#
interface GigabitEthernet1/0/1
port link-type trunk
port trunk permit vian all
#
interface GigabitEthernet1/0/2
#
interface GigabitEthernet1/0/3
#
interface GigabitEthernet1/0/4
#
interface Ten-GigabitEthernet1/0/5
#
interface WLAN-ESS1
port link-type hybrid
undo port hybrid vlan 1
port hybrid vlan 1000 untagged
port hybrid pvid vlan 1000
mac-vlan enable
port-security port-mode mac-authentication
mac-authentication guest-vlan 11
mac-authentication domain dsf-mac
mac-authentication trigger after-portal
#
wlan ap ap01 model WA2220-AG id 1
serial-id 210235A29EB092002600
radio 1
service-template 1 vlan-id 10
radio enable
radio 2
service-template 1 vlan-id 10
radio enable
#
ip route-static 0.0.0.0 0.0.0.0 192.168.100.254
#
undo info-center logfile enable
#
snmp-agent
snmp-agent local-engineid 800063A2033CE5A684342E
snmp-agent community read public
snmp-agent community write private
snmp-agent sys-info version all
#
arp-snooping enable



#
load xml-configuration
#
user-interface con 0
user-interface vty 0 4
authentication-mode scheme
user privilege level 3
#
return
2. SWHIERE(ES:
#
version 5.20, Release 2103
#
sysname SW
#
domain default enable system
#
telnet server enable
#
vlan 1
#
vlan 2
#
vlan 10 to 11
#
vlan 100
#
radius scheme system
server-type extended
primary authentication 127.0.0.1 1645
primary accounting 127.0.0.1 1646
user-name-format without-domain
#
domain system
access-limit disable
state active
idle-cut disable
self-service-url disable
#
dhcp server ip-pool pool-ap
network 192.168.2.0 mask 255.255.255.0
gateway-list 192.168.2.254
#
dhcp server ip-pool pool-client-mac
network 192.168.10.0 mask 255.255.255.0
gateway-list 192.168.10.254
#
dhcp server ip-pool pool-client-portal
network 192.168.11.0 mask 255.255.255.0
gateway-list 192.168.11.254
#
user-group system
group-attribute allow-guest
#
local-user admin
#
interface NULLO
#
interface Vlan-interface2
ip address 192.168.2.254 255.255.255.0
#
interface Vlan-interface10
ip address 192.168.10.254 255.255.255.0
#



interface Vlan-interface11
ip address 192.168.11.254 255.255.255.0
#
interface Vlan-interface100
ip address 192.168.100.254 255.255.255.0
#
interface Ethernet1/0/1
port link-mode bridge
port access vlan 2
poe enable
#
interface Ethernet1/0/23
port link-mode bridge
port access vlan 100
#
interface Ethernet1/0/24
port link-mode bridge
port link-type trunk
port trunk permit vlan all
#
dhcp server forbidden-ip 192.168.2.1
dhcp server forbidden-ip 192.168.10.1
dhcp server forbidden-ip 192.168.11.1
#
dhcp enable
#
load xml-configuration
#
load tr069-configuration
#
user-interface aux 0
user-interface vty 0 15
#
return
h. IERESE:
1. ACEH:
#BFEVLAN, “EiROEBVLANGR, FEEVLANZEOIPHELL,
<AC> system-view
[AC] vlan 2
[AC —vlan2] quit
[AC] vlan 10
[AC —vlan10] quit
[AC] vlan 11
[AC —vlan11] quit
[AC] vlan 100
[AC —vlan100] quit
[AC] vlan 1000
[AC —vlan1000] quit
[AC] interface GigabitEthernet1/0/1
[AC- GigabitEthernet1/0/1] port link-type trunk
[AC- GigabitEthernet1/0/1] port trunk permit vian all
[AC] interface Vlan-interface2
[AC-Vlan-interface?2] ip address 192.168.2.1 255.255.255.0
[AC-Vlan-interface2] quit
[AC] interface Vlan-interface10
[AC-Vlan-interface10] ip address 192.168.10.1 255.255.255.0
[AC-Vlan-interface10] quit
[AC] interface Vlan-interface11
[AC-Vlan-interface11] ip address 192.168.11.1 255.255.255.0
[AC-Vlan-interface11] quit
[AC] interface Vlan-interface100
[AC-Vlan-interface100] ip address 192.168.100.1 255.255.255.0
[AC-Vlan-interface100] quit
#FREARP SnoopingZigg, @ display wilan clientEmIcez22 FishdIPHbilt,



[AC] arp-snooping enable

HECERSIRHE,

[AC] ip route-static 0.0.0.0 0.0.0.0 192.168.100.254
#ECERADIUSTSE, BIEEFR/Adst-macIRADIUSTIZE.

[AC] radius scheme dsf-mac

#ECEMACINIES,, SIEFHHANZFAdst-machIISPIHE,

[AC] domain dsf-mac

[AC-isp- dsf-mac] authentication lan-access none

[AC-isp- dsf-mac] authorization lan-access none

[AC-isp- dsf-mac] accounting lan-access none

[AC-isp- dsf-mac] quit

# BcEPortaBAUERADIUS 52, BIEE&FR/3dsf-portalIRADIUS 5 2,
[AC] radius scheme dsf-portal

[AC-radius- dsf-portal] primary authentication 192.168.100.253
[AC-radius- dsf-portal] primary accounting 192.168.100.253
[AC-radius- dsf-portal] key authentication dsf

[AC-radius- dsf-portal] key accounting dsf

[AC-radius- dsf-portal] user-name-format without-domain

[AC-radius- dsf-portal] nas-ip 192.168.100.1

[AC-radius- dsf-portal] quit

#ECEPortal NI, BIEFFHN\EFAdst-portalfISPI,

[AC] domain dsf-portal

[AC-isp- dsf-portal] authentication portal radius-scheme dsf-portal
[AC-isp- dsf-portal] authorization portal none

[AC-isp- dsf-portal] accounting portal none

[AC-isp- dsf-portal] quit

#ECEPortalfR5388: B} adsf-portal, IPHENFA192.168.100.253, B#4E/9dsf, URL
Jhttp:/192.168.100.253/portal,

[AC] portal server dsf-portal ip 192.168.100.253 key dsf url
http://192.168.100.253/portal server-type imc

#ECEPortal free-rule, FBFFREMAC HEFAFFMAMAC (3822-d6c0-ad73) HIFFE
nE.

[AC] portal free-rule 0 source mac 3822-d6c0-ad73 destination any
#EFIFMACIAiEguest vianiz_H{#EaEPortal\IE, FHECEENRIPortalFBFP{ERIAIE
1afdsf-portal,

[AC] interface Vlan-interface11

[AC-Vlan-interface11] portal server dsf-portal method direct
[AC-Vlan-interface11] portal domain dsf-portal
[AC-Vlan-interface11] portal nas-port-type wireless
[AC-Vlan-interface11] portal nas-ip 192.168.100.1
[AC-Vlan-interface11] quit

HILBIRARE,

[AC] port-security enable

#ECEWLAN ESSEz, HECEMACIAILE.,

[AC] interface WLAN-ESS1

[AC-WLAN-ESS1] port link-type hybrid

[AC-WLAN-ESS1] undo port hybrid vian 1
[AC-WLAN-ESS1] port hybrid vlan 1000 untagged
[AC-WLAN-ESS1] port hybrid pvid vian 1000
[AC-WLAN-ESS1] mac-vlan enable

[AC-WLAN-ESS1] port-security port-mode mac-authentication
[AC-WLAN-ESS1] mac-authentication guest-vian 11
[AC-WLAN-ESS1] mac-authentication domain dsf-mac
#HEEXSFAFPRIMACHEIE IR Z B @i Portal AIEZ f=,
[AC-WLAN-ESS1] mac-authentication trigger after-portal
[AC-WLAN-ESS1]quit

#ELEservice-templatefRSE &R,

[AC] wlan service-template 1 clear

[AC-wlan-st-1] ssid dsf-portal

[AC-wlan-st-1] bind WLAN-ESS 1

[AC-wlan-st-1] service-template enable

[AC-wlan-st-1] quit

#BcEapi,

[AC] wlan ap ap01 model WA2220-AG


http://192.168.100.253/portal

[AC-wlan-ap-ap01] serial-id 210235A29EB092002600
[AC-wlan-ap-ap01] radio 1

[AC- wlan-ap-ap01-radio-1] service-template 1 vlan-id 10

[AC- wlan-ap-ap01-radio-1] radio enable

[AC- wlan-ap-ap01-radio-1] quit

[AC-wlan-ap-ap01] radio 2

[AC- wlan-ap-ap01-radio-2 service-template 1 vlan-id 10

[AC- wlan-ap-ap01-radio-2 radio enable

[AC- wlan-ap-ap01-radio-2 quit

[AC-wlan-ap-ap01] quit

#ECESNMP,

[AC] snmp-agent

[AC] snmp-agent community read public

[AC] snmp-agent community write private

[AC] snmp-agent sys-info version all

2. SWHE:

#BUEVLAN, —EROESVLANGER, FHEEVLANZEOIPHELEL,
<SW> system-view

[SW] vlan 2

[SW —vlan2] quit

[SW] vlan 10

[SW —vlan10] quit

[SW] vlan 11

[SW —vlan11] quit

[SW] vlan 100

[SW —vlan100] quit

[SW] interface Ethernet1/0/1

[SW-Ethernet1/0/1] port access vlan 2

[SW-Ethernet1/0/1] poe enable

[SW-Ethernet1/0/1] quit

[SW] interface Ethernet1/0/23

[SW-Ethernet1/0/23] port access vlian 100

[SW-Ethernet1/0/23] quit

[SW] interface Ethernet1/0/24

[SW-Ethernet1/0/24] port link-type trunk

[SW-Ethernet1/0/24] port trunk permit vian all
[SW-Ethernet1/0/24] quit

[SW] interface Vlan-interface2

[SW-Vlan-interface?2] ip address 192.168.2.254 255.255.255.0
[SW-VIan-interface2] quit

[SW] interface Vlan-interface10

[SW-Vlan-interface10] ip address 192.168.10.254 255.255.255.0
[SW-Vlan-interface10] quit

[SW] interface Vlan-interface11

[SW -Vlan-interface11] ip address 192.168.11.254 255.255.255.0
[SW -Vlan-interface11] quit

[SW] interface Vlan-interface100

[SW -Vlan-interface100] ip address 192.168.100.254 255.255.255.0
[SW -Vlan-interface100] quit

#BCEDHCP server,

[SW] dhcp enable

[SW] dhcp server ip-pool pool-ap

[SW- dhcp server ip-pool pool-ap] network 192.168.2.0 mask 255.255.255.0
[SW- dhcp server ip-pool pool-ap] gateway-list 192.168.2.254
[SW- dhcp server ip-pool pool-ap] quit

[SW] dhcp server ip-pool pool-client-mac

[SW- dhcp server ip-pool pool-client-mac] network 192.168.10.0 mask 255.255.255.0
[SW- dhcp server ip-pool pool-client-mac] gateway-list 192.168.10.254
[SW- dhcp server ip-pool pool-client-mac] quit

[SW] dhcp server ip-pool pool-client-portal

[SW- dhcp server ip-pool pool-client-portal] network 192.168.11.0 mask
255.255.255.0

[SW- dhcp server ip-pool pool-client-portal] gateway-list 192.168.11.254
[SW- dhcp server ip-pool pool-client-portal] quit



[SW] dhcp server forbidden-ip 192.168.2.1
[SW] dhcp server forbidden-ip 192.168.10.1
[SW] dhcp server forbidden-ip 192.168.11.1
3. $8=J%Radius/Portal serverfit&:
% =75Radius/Portal server R EHRadiusik5588F0PortaliRSZS2EHITNAEE, I&8ERFK
3R, EFportal AFPHIMACIAIEINEEEACE 5L,
7N, GEERISIE:
(1) ClientENRIZEANTEIRSS, MAGIMIEREIE, #AGuest VLAN1A,

(2) ClientEBITNISEEARIMLS, SHHINIER®E, MARFPBZERG, Portal IS
iT, #@ddisplay portal user alliySEETFEPortalFiFSE.

(3) ACH5iZClientTk, EFIENIZIRS, MAGIAIERLLD, Clientd AVLAN 10,

(4) TEAC_Li@iddisplay connectiondp SEETELLFAFEE, FEMACIAIEFIPortal
TN, AT Clienta] LABIE IS RIKIAIa) Internet ji4g,,
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