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dis acl resource slot 6

Interface:
GE6/0/1 to GE6/0/24

Type Total  Reserved Configured Remaining Usage

VFP ACL 1024 0 0 1024 0%
IFP ACL 4096 1024 0 3072 25%
IFP Meter 2048 512 0 1536 25%
IFP Counter 2048 512 0 1536 25%
EFPACL 512 0 0 512 0%
EFP Meter 256 0 0 256 0%
EFP Counter 512 0 0 512 0%
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acl number 3000

rule 1 deny ip source 10.0.0.0 0.255.255.255 destination 10.0.0.0 0.255.255.255 counting

rule 2 deny ip source 10.0.0.0 0.255.255.255 destination 192.168.0.0 0.0.255.255

rule 3 deny ip source 10.0.0.0 0.255.255.255 destination 172.16.0.0 0.0.255.255

rule 4 deny icmp source 10.0.0.0 0.255.255.255 destination 10.0.0.0 0.255.255.255

rule 5 deny icmp source 10.0.0.0 0.255.255.255 destination 192.168.0.0 0.0.255.255

rule 6 deny icmp source 10.0.0.0 0.255.255.255 destination 172.16.0.0 0.0.255.255

rule 7 deny ip source 10.0.0.0 0.255.255.255 destination 172.27.0.0 0.0.255.255

rule 8 deny icmp source 10.0.0.0 0.255.255.255 destination 172.27.0.0 0.0.255.255

rule 10 permit ip source 10.0.0.0 0.255.255.255

acl number 3002

rule 1 permit ip source 10.0.0.0 0.255.255.255 destination 10.0.0.0 0.255.255.255

rule 2 permit ip source 10.0.0.0 0.255.255.255 destination 192.168.0.0 0.0.255.255

rule 3 permit ip source 10.0.0.0 0.255.255.255 destination 172.16.0.0 0.0.255.255

rule 4 permit icmp source 10.0.0.0 0.255.255.255 destination 10.0.0.0 0.255.255.255

ACL 3000F0ACL 3002933 5F—PBRAJFEINODEXEX, EIFRULE 1FIRULE 258
£—H, JURE—, FAftEE.
3.5 BEERFRIPHELL, EEEIRET, BUSIRLERR, Hla0:

rule 0 permit ip source 106.120.176.36 0 logging
rule 1 permit ip source 106.120.176.37 0 logging
rule 2 permit ip source 106.120.176.38 0 logging
rule 3 permit ip source 106.120.176.39 0 logging

W0 RGBT LA D rule 0 permit ip source 106.120.176.36 0.0.0.3 logging—5 1%
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MULTICAST:

IPV4:

1. good checksum

2. no conditions below:

SIP or DIP is zero

SIP or DIP is of the form 127.xx.xx.xx (loop back address) SIP is class D (src multicast) DIP is NOT a MC ad
dress Lower 23(32) bits of mac DA and ipv4(ipv6) dip does not match

IPv4 packets with options

3. DIP is non broadcast IP(0xffffffff)
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policy-based-route SNAT permit node 8

if-match acl 3700

apply ip-address next-hop 10.21.255.20
AN ZAif-match acl 3700, NODE sfIMINIGRASRY T A iR EBAREEMZ]10.21.255.20
, WNSREKigapply ip-address next-hop 10.21.255.20, NODE SHHINIGLZEEL 7 i
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policy-based-route SNAT permit node 8
if-match acl 3700
apply ip-address next-hop 10.21.255.20
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