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1 XMENTIEFR S SHINEHEREWMAC (8021 15EIIFSIELR) | MORE (ENAING—E
EUERR) | 802.1xiEHR (802 1xIAMEIRSZAMEIESR) | AAAREER (GAIERMERERR) | RadiusiElR (F1
Radius serverfIAIEREAESR) |, BUZEE EIRTLANASERIEIRGER, WT:

debugging wlan mac all
debugging port-security all
debugging dot1x all

debugging radius packet

2 BRI RIIWMACH THEER NG, iSRRI, BHEMINAZEFiRAIX T Assocition
responseiRSZ (BITEIRISEETLAERI“WMAC/7/EVENT : ACK received for association response”)
. MBA802.1 1B BTN, Z/RWMACSIEMNIROZ #7802 1IAIE;

3 OR2REIR{SE“PORTSEC/7/Event: Port: WLAN-DBSS1:2,Receive PORTSEC_RCVMSG_AU
THREQ_1X_11KEY msg” (fIg0_1X_11KEY) FHHIHOZLBEEKE T WMACHAINEATAIES
K;

4IRS EFBAN802 \XERBEIAIE, B FHER8021X/7/EVENT: Port: WLAN-DBSS1:2,Port
sec received the 802.1x authenticate request from WLAN."BJLAFEIA ;

5.802.1 XiEHRE fea &i%E— P Packet Type: 0F[IPacket Length: SEIRSC (EAP requestfR) 452
. WWEEES2 I XERSIEIRE FEFIHIN— M EAPOL-STARTIRY, BESE FEINEREE"8
021X/7/PACKET: Port:WLAN-DBSS1:2,Auth:36,Received EAPOL-Start but user has online.”, Z{5
BEXhERERN, MBS IXEREERERFIRRIE—EAP RequestfiR3, RIUIT:

---Verbose information of the packet---
Destination Mac Address: 6¢88-1459-898c
Source Mac Address: 5866-ba5e-c6f0
Mac Frame Type: 888e.

Protocol Version ID: 1.

Packet Type: 0.

Packet Length: 5.

Code: 1.
Identifier: 1.

Length: 5.

6.24802. 1XIEHRIERIX T B— 1 EAPOL-RequestZfg, EEITLEFinHIEAPOL-ResponseiR3Z,
WNR—YIE &Sk & radiustAIERSZ“8021X/7/EVENT: Auth:36,Processing node EAP relay...”,
RigBWEresponseT & & KiXradiusiAIHR, NRATRE DR Fink &6 S EHHY
P&, BEEErEEEER,

7.RadiustEHRAEINIER X AEIR S B85 79“RDS/7/DEBUG: Recv MSG,[MsgType=Auth request In
dex = 36, ulParam3=3437348848]", BERIRME—radiusiRXHIKIZTIE, &

$E“Send attribute list’f1“Send Raw Packet is:”;
WX3010E RDS/7/DEBUG: Send attribute list:

WX3010E RDS/7/DEBUG:


https://zhiliao.h3c.com/questions/catesDis/183
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[1 User-name 117 ] [dot1x]

[12 Framed-MTU 116 1[1450]
[79 EAP-Message 1[12] [0201000A01646F743178]
[80 Message-Autheticator ] [18] [00000000000000000000000000000000]

[89 Chargeable_user_identity ][31[]

[4 NAS-IP-Address 1161(10.153.43.141]

8.2J5, RadiustEHh&EFIRSS2EAIEINIRS“RDS/7/DEBUG: Recv MSG,[MsgType=PKT response |
ndex = 80, ulParam3=3437728656]", FEM802.1xt&5REE/Y,/802.1x4R
32°8021X/7/EVENT:Auth:164,Msg: ACM eap relay." RiERIF L2 i

9.2 ERIFRERIAIERSCER 4L EASTTE, HiRBradiusiFENAERSEMNEIN, FHisrelayfEtn
EAPOL-RequestiR X AIXAE s, RINSEFEFIRAVER; HATINRZEKEIZFIHIIEAPOL-Resp
onselR3Z, M802.1xi@iTrelaydMBja @ T radiustEb AIEIAIER A AIEIRSS 28

10. 7637802, 1 xSRI S B O HTHIRHERT LA F Port: WLAN-DBSS1:27, Auth: 164 TEMS R, 1RIE
OSFAuthfRETLFIEMRIN—MNEFFEXNNXR; MiftradiusiR X Falge gt TS FimiM
ACHblE, BRIBEEHENDITIR

1. HRadiustERTERTTEZ PIRATAIEZ /5, SBE1802.1xANIERIIF radius keyf&iBL5802. 1x1E
B, “WX3010E 8021X/7/EVENT: Port:WLAN-DBSS1:2,Auth:36,Received Msg:0x104,Msg: Auth requ
est ack for succeed, ACM->1X., Current state:14 "JFitt{587KAF802. I xELRWENAERITEE, 2
BREHEE A —LZAFAERER (FIaNVLANELE User profile) ;

12.WLANIEBRAE DI E IR %S (802 1IAIERLIILAGSIBRIWLAN) 9Z4Rh it A BRWMAC/
7/EVENT : 11Key trigger event received from PORTSEC'Z [5FFA1#1T4-way handshaketiEidig;

4-way handshaketHEidF2a0 T :

WX3010E PORTSEC/7/Event: Port:WLAN-DBSS1:2,PORTSEC EAPOL-Key Send Mbuf to Ethernet
Success.

WX3010E WMAC/7/EVENT : Sent 4-way handshake message1 to station 6¢88-1459-898c

WX3010E WMAC/7/EVENT : 4-way handshake FSM changes state, idle -> ptkstart for client 6¢88-1
459-898c

WX3010E 8021X/7/PACKET: Port:WLAN-DBSS1:2,Received an EAPOL packet.
WX3010E 8021X/7/PACKET: Port: WLAN-DBSS1:2,Received Packet Type: EAPOL-KEY.
WX3010E 8021X/7/EVENT: Port:WLAN-DBSS1:2, Send key packet to WLAN.

WX3010E WMAC/7/EVENT : Received valid 4-way handshake message2 from client 6¢88-1459-898
c

WX3010E PORTSEC/7/Event: Port:WLAN-DBSS1:2,PORTSEC EAPOL-Key Send Mbuf to Ethernet
Success.

WX3010E WMAC/7/EVENT : Sent 4-way handshake message3 to station 6¢88-1459-898¢ successf
ully

WX3010E WMAC/7/EVENT : 4-way handshake FSM changes state, ptkstart -> ptkinitnegotiating for
client 6c88-1459-898c

WX3010E WMAC/7/EVENT : Received EAPOL-KEY frame from client 6c88-1459-898c is successfull
y handled

13.“WMAC/7/EVENT : Sent 4-way handshake message1 to station 6¢88-1459-898¢ successfully’ifi
HIEEREWMACEZRFTLE ik RE T SE— MR, MRLEEKEIRINAE —MIERY
. WMACSERTHTEE, HAAIEIRSEN“WMAC/7/EVENT : 4-way handshake message resend
timer expired for client 6¢88-1459-898¢”;

14 WMACZ e & E Fimit T — R IR0key i, ZKeyhEmMILIESEBAN802. 1xFIin1RE 8
021X/7/EVENT: Port:WLAN-DBSS1:2,Auth:36,DOT1X Auth SuccessTrans Received an 11key succe



ss msg.”;

15. WMACEER Mt R 2 WEIBEMAEANRRIIAGEE (11keythESEhz E2iHOZR£AI802.1x
INIERI—EB9) , “WMAC/7/EVENT : WMAC/7/EVENT : Authorization event received from PORTSE
C."; e, WMACR FRIZFELEFimtERAIZFEE WX3010E WMAC/7/EVENT : RT backup sta
when sta up or GTK/PTK update.

WX3010E WMAC/7/EVENT : Add mobile (6¢88-1459-898c) sent’;

16.15288: ANERTES02. 1 INEIFRHI TIHAIRIKI, 802 1xiERSMFTLELE Finh A% —NEAPOL-Fail
urelBSZ, ZIRSIR AR (SR 8021 X/7/EVENT Auth:3422,Sending EAPoL-Failure”;
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