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Source IP/port: 123.125.50.22/443
Destination IP/port: 218.10.148.122/255800
D5-Lite tunnel peer: -
VPN instance/VLAN ID/Inline ID: -/-/-
Protocol: TCP(6)
Inbound interface: GigabitEthernetl1/0/16
State: TCP_ESTAELISHED
Application: HTTPS
Start time: 2018-04-10 15:14:47 TIL: 596z

Initiator—>Responder: 4 packets 793 bytes
Rezponder->Initiator: 4 packetz 348 bytez
Initiator:

Source IP/port: 192.1.59. 262/66297

Destination IP/port: 123.125.50.22/443

D5-Lite tunnel peer: -

VPN instance/VLAN ID/Inline ID: -/-/-

Protocol: TCP(6)

Inbound interface: Route—Aggregationll
Reszponder:

Source IP/port: 123.125.50.22/443

Destination IP/port: 218.10.148.122/25004

D5-Lite tunnel peer: -

VPN instance/VLAN ID/Inline ID: -/-/-

Protocol: TCP(6)

Inbound interface: GigabitEthernetl1/0/16
State: TCP_ESTABLISHED
Application: HTTPS
Start time: 2018-04-10 15:14:47 TIL: 595z
Initiator—>Responder: 4 packets 793 bytes
Responder->Initiator: 4 packets 348 bytes

Total sessions found: 2
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Slot 1:

Total sessions found: O
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Filter: | ip.addr==192.1.50.2528&ip.addr== 123125.50.22 El[xpressionm Clear Apply

No. Time Source Destination Protocel Length Info

37 5.907887 123.125.50. 22 192.1.59.252 TCP 66 https » 65244 [SYN, ACK] Seq=0 Ack=L Win=5840 Len=0 MS5=1024 SAC|
| cEs.oorse 1M D02 LB SS022 TP 5465240 > frips [ACK] seq-l Ackel Win-Gssdelend |
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97 5.939434 123.125.50. 22 192.1.59.252 TCP 60 https » 65244 [ACK] Seq=1 Ack=518 Win=6912 Len=0

98 5. 042508 123.125.50.22 192.1.59.252 TLsvi. 2 1078 server Hello

99 5. 942600 123.125.50.22 192.1.59.252 TCP 1078 [TCP sequent of a reassembled PDU]

129 5.971301 123.125.50.22 192.1.59.252 TLsvi.2 1078 certificate
130 5. 971302 123.125.50.22 192.1.59.252 TLSv1.2 186 Server Key Exchange, Server Hello Done

154 6.003922 123.125.50.22 192.1.59.252 TLSV1.2 336 Encrypted Handshake Message, Change Cipher Spec, Encrypted Hands!

228 10. 949561 123.125.50.22 192.1.59.252 TP 60 https » 65244 [FIN, ACK] 3487 Ack=722 win=8064 Len=0

332 20. 624758 123.125.50.22 192.1.59.252 TP 66 https > 65259 [SYN, ACK] Seq=0 Ack=1 Win=5840 Len=0 M55=1024 SAC|
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Frame 298: 94 bytes on wire (752 bits), 94 bytes captured (752 bits)

Ethernet IT, 5rc: 70:T9:6d:e9:e8:8e (70:7T9:6d:e9:e8:8e), Dst: Flextron_5d:4b:64 (00:21:cc:5d:4b:64)
Internet Protocol Version 4, Src: 202.97.224.69 (202.97.224.69), Dst: 192.1.59.252 (192.1.59.252)
user Datagram Protocol, src Port: domain (53), DSt Port: 61122 (61122)

= Domain Name System (response)

Request In: 294

[Time: 0.263794000 seconds]

Transaction ID: Oxbb2e

Flags: Ox8180 standard query response, No error

Questions: 1

Answer RRs: 1

Authority RRs: O

Additional RRs: O

qQueries

webzj2.reg.163.com: type A, class IN

Answers

# webzj2.reg.163.com: type A, class IN, addr 59.111.160.204
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[ 150 5.986329 100.71.52.253 192.1.59.252 ICMP 94 Time-to-live exceeded (Time to live exceeded in transit)

Frame 150: 94 bytes on wire (752 bits), 94 bytes captured (752 bits)
ethernet 1I, src: 70:f9:6d:e9:e8:8e (70:f9:6d:e9:e8:8e), Dst: Flextron_5d:4b:64 (00:21:cc:5d:4b:64)
= Internet Protocol Version 4, Src: 100.71.52.253 (100.71.52.253), Dst: 192.1.59.252 (192.1.59.252)
version: 4
Header length: 20 bytes
Differentiated services Field: 0x00 (DsSCP 0x00: Default; ECN: Ox00: Not-ECT (Not ECN-Capable Transport))
Total Length: 80
Identification: 0x05F4 (1524)
Flags: 0x00

source: 100.71.52.253 (100.71.52.253)
Destination: 192.1.59.252 (192.1.59.252)
Internet Control Message Protocol
ype e-to-T11ve ex

o

oaeT U o] v ansit)
Checksum: 0xcd5f [correct]
Internet Protocol version 4, Src: 192.1.59.252 (192.1.59.252), Dst: 59.111.160.204 (59.111.160.204)
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[ 150 5.986329 100.71.52.253 192.1.59.252 ICMP 84 Time-to-live exceeded (Time to live exceeded in transit)

Frame 150: 94 bytes on wire (752 bits), 94 bytes captured (752 bits)
Ethernet II, Src: 70:T9:6d:e9:e8:8e (70:T9:6d:e9:e8:8e), Dst: Flextron_5d:4b:64 (00:21:cc:5d:4b:64)
= Internet Protocol Version 4, Src: 100.71.52.253 (100.71.52.253), Dst: 192.1.59.252 (192.1.59.252)
version: 4
Header length: 20 bytes
pifferentiated services Field: 0x00 (DsSCP 0x00: Default; ECN: Ox00: Not-ECT (Not ECN-Capable Transport))
Total Length: 80
Identification: 0x05f4 (1524)
Flags: 0x00

Source: 100.71.52.253 (100.71.52.253)
Destination: 192.1.59.252 (192.1.59.252)
= Internet control Message Protocol
ype e-to-T11ve ex

BOET U 5 v ansit)
Checksum: 0xcd5f [correct]
Internet Protocol version 4, src: 192.1.59.252 (192.1.59.252), Dst: 59.111.160.204 (59.111.160.204)
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