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#

version 5.20, Release 3111P10
#

sysname H3C

#

domain default enable system
#

telnet server enable

#

port-security enable

#

dot1x authentication-method eap
#

wlan auto-ap enable

#

vlan 1

#

vlan 2

#

domain system

access-limit disable

state active

idle-cut disable

self-service-url disable
#
dhcp server ip-pool viani
network 100.1.1.0 mask 255.255.255.0
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gateway-list 100.1.1.1
#
dhcp server ip-pool vian2

network 192.168.2.0 mask 255.255.255.0
gateway-list 192.168.2.1
#

user-group system

user-group eap

local-user admin

password simple admin
authorization-attribute level 3
service-type telnet

local-user eap

password simple eap

group eap

service-type lan-access
#
wlan rrm

dot11a mandatory-rate 6 12 24
dot11a supported-rate 9 18 36 48 54
dot11b mandatory-rate 1 2

dot11b supported-rate 5.5 11
dot11g mandatory-rate 12 5.5 11
dot11g supported-rate 6 9 12 18 24 36 48 54
#
wlan service-template 1 clear

ssid host-guest

bind WLAN-ESS 1
service-template enable
#
eap-profile eap

method md5
#
interface NULLO
#
interface Vlan-interface1

ip address 100.1.1.1 255.255.255.0
#
interface Vlan-interface2

ip address 192.168.2.1 255.255.255.0
#
interface M-GigabitEthernet2/0/0
#
interface Ten-GigabitEthernet2/0/1
port link-type trunk

port trunk permit vlan all
#
interface WLAN-ESS1

port link-type hybrid

port hybrid vlan 1 to 2 untagged
port hybrid pvid vlan 1

mac-vlan enable

port-security port-mode userlogin-secure-ext
dot1x guest-vlan 2
#
wlan ap ap model WA2100

serial-id auto

radio 1
#
wlan ap ap_001 model WA2100
serial-id 210235A22WC07C000578
radio 1

service-template 1

radio enable



#

dhcp enable

#

local-server authentication eap-profile eap
#

load xml-configuration

#

user-interface con 0
user-interface vty 0 4
authentication-mode scheme
user privilege level 3

#

user-interface aux 0
user-interface vty 0 4
authentication-mode scheme
user privilege level 3

#

return

h, EERESE:
#FRRORS
[H3C]port-security enable
# BLETAIEN, inO2EEEE R hybrid, FFFFEmac-vianZjgg

[H3CJinterface wlan-ess 1

[H3C-WLAN-ESS3] port link-type hybrid
[H3C-WLAN-ESS3] port hybrid vlan 1 to 2 untagged
[H3C-WLAN-ESS3] port hybrid pvid vlan 1
[H3C-WLAN-ESS3] mac-vlan enable

# BC B ORA802.1XIAIEAT,, HFFBGuest vianZge,

[H3C-WLAN-ESS3] port-security port-mode userlogin-secure-ext
[H3C-WLAN-ESS3] dot1x guest-vlan 2

# BEETCE RS TR

[H3C]wlan service-template 1 clear
[H3C-wlan-st-3]ssid host-guest
[H3C-wlan-st-3]bind wlan-ess 1
[H3C-wlan-st-3]service-template enable
[H3C-wlan-st-3]quit

# BB dot1 xINIEReaps T, FHEREHMARE

[AC]dot1x authentication-method eap
[AC]port-security enable

# EEEAMIANIEATNAmdS, FHEREAMIAIERSS

[ACleap-profile eap
[AC-eap-prof-eap]method md5
[ACllocal-server authentication eap-profile eap

# BUEEFFA
[AC]user-group eap
# QUEEAIIFAF, ARSS2EE Mlan-access

[AC]local-user eap
[AC]password simple eap
[AC]group eap
[AC]service-type lan-access
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[H3C] display wlan client verbose
Total Number of Clients 1
Total Number of Clients Connected : 1
Client Information

MAC Address : 0012-fOcc-3a2¢
AID 1

Radio Interface : WLAN-Radio1/0/2
SSID : host-guest

BSSID : 000f-e250-22e0
Port : WLAN-DBSS1: 0
VLAN 1

State : Running

LRAEIRIKS (a0 eap2”) BT, @idapS display wlan client verbose” B ESTAFTE
VLANEBMHINT:

[H3C] display wlan client verbose

Total Number of Clients 1

Total Number of Clients Connected : 1
Client Information

MAC Address 1 0012-fOcc-3a2c
AID 1

Radio Interface : WLAN-Radio1/0/2
SSID : host-guest

BSSID : 000f-e250-22e0
Port : WLAN-DBSS1: 0
VLAN 12

State : Running
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