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=-F BSH Information

.. @ Element ID: 48 RSN Information
@ Length: 14
...@ Version: 1
... Group Cipher OUL: 00-0F-RC
... Group Cipher Type: 4 CCMP - defan )

...@ Pairwise Cipher Count:l
=Y~ PairwiseKey Cipher List
..@ Pairwise Cipher OUI: 00-0F-AC-04 CCMP - defzult in an RSN
.. AuthFey Mngunt Count: 1
B-T AuthKey Mngmnt Suite List

@ AKMP Suite OUIL: 00-0F-AC-01
EIT REN Capabilities: £0000000000000000
- AAAXAXXX Xowoo... Reserved
@ 0
@ 0
@ No
- Pr
... PMEID Count: 1
... PMEID: 0xC41RDSF46F25BRA4681E2D43501D21648
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8.4.2.27 RSNE
8.4.2.27.1 General

The RSNE contains authentication and pairwise cipher suite selectors, a single group data cipher suite
selector, an RSN Capabilities field, the PMK identifier (PMKID) count, a PMKID list, and a single group
management cipher suite selector. See Figure 8-186. The size of the RSNE 1s limited by the size of an
element, which is 255 octets. Therefore. the number of pairwise cipher suites, AKM suites, and PMKIDs is

limited.
- Group Data Pairwise Cipher Pairwise Cipher
felemeatiD Length b Cipher Suite Suite Count Suite List
Octets: 1 i 2 4 2 4xm
. Group
AKMSuite | AKM Suite RSN PMKID
Count List Capabilities. PMKIDCount List I\éiapr:egresn:ial:t
Octets: 2 dxn 2 2 16xs 4

Figure 8-186—RSNE format
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