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#

interface Vlan-interface2501 IBIERvIan 2501 B9 B EAFIEE RS EEARISSL VPNt
ip address 172.30.250.4 255.255.255.248
#
interface SSLVPN-AC1 /BIFESSL VPNRIACHEO
ip address 10.10.1.254 255.255.255.0
#
sslvpn ip address-pool SSLVPN_POOL 10.10.1.1 10.10.1.253
#
sslvpn gateway GW
ip address 172.30.250.4 port 2000  /ASESSL VPNRIX
service enable
#
sslvpn context SSLVPN
gateway GW
ip-tunnel interface SSLVPN-AC1
ip-tunnel address-pool SSLVPN_POOL mask 255.255.255.0
ip-route-list SSLVPN_ROUTE /RIEESSL VPNEEHaRIRSS S5 Htb U BR
include 172.30.0.0 255.255.0.0
policy-group SSLVPN_GROUP1
filter ip-tunnel acl 3100
ip-tunnel access-route ip-route-list SSLVPN_ROUTE //ZRB&EiZINMISSL VPNLRH FA&RISSL VP
NEZE
log user-login enable
service enable
#
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acl advanced 3100 //Zhss| vpnSER&ERATackIN

rule 5 permit tcp source 10.10.1.0 0.0.0.255 destination 172.30.2.10 0 destination-port eq 3389
#

ip route-static 0.0.0.0 0 172.30.250.1

ip route-static 172.30.0.0 16 172.30.250.1 /4RSS 28R EHIEA K O RR RSSO

ip route-static vpn-instance mgt 0.0.0.0 0 172.30.254.254
#

interface GigabitEthernet1/0/16

port link-mode bridge

description to GJZY_ZYL_6F_WW_T1030_G1/0/17

port access vlan 2501
#

interface GigabitEthernet1/0/17

port link-mode bridge

description to GJZY_ZYL_6F_WW_MSR3620_G0/0

port access vlan 2501

#
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#

interface GigabitEthernet0/5

port link-mode route

description to FB{S&%50M

ip address *.105.64.254 255.255.255.0

packet-filter 3999 inbound

nat outbound 2000

nat server protocol tcp global *.105.64.254 2000 inside 172.30.250.4 2000 /RSB KIERISSL VP
NRIFIEFNER O Tnat server By

#

interface GigabitEthernet0/0

port link-mode route

description to GJZY_ZYL_6F_WW_F1030_G1/0/17

combo enable fiber

ip address 172.30.250.1 255.255.255.248

#

ip route-static 0.0.0.0 0 171.105.64.1 description to FB{SE%50M

ip route-static 10.10.1.0 24 172.30.250.4  //R{FA&umFAMIMELE, EEET—BHERBEXIESSL VPNK
KOt GUFRVIREEZEE)

ip route-static 172.30.0.0 16 172.30.250.6 IEERMBRSSEabit, BEEH T—BHEMARSSEEIIMX
IREIEEH ORI (BhRES) .

#

WETEEREFRKIMTARRE, EXRESIHTEvebEEAttps:/ *.105.64.254:2000/19
HHH T EEREHEEH—1"SSL VPNiJwebIUH, IUZMIARILL, BBiRBATAIAUBREIECEFNSSL VP
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BEREVPNLAI T RE T KRin, BEKIHINCMDESIE T@idroute printip SEERIHEAR, 2aILL
BEEFIFAMARSSRRAIRE AT,

ESRLEBIATERS K5 {lidebug ip packet, debug{ER4NT:
*Jul 11 01:47:24:752 2018 GJZY_ZYL_6F_WW_F1030 IPFW/7/IPFW_PACKET: -COntext=1;
Receiving, interface = SSLVPN-AC1
version = 4, headlen = 20, tos = 0
pktlen = 60, pktid = 552, offset = 0, ttl = 64, protocol = 1
checksum = 48998, s = 10.10.1.1, d = 172.30.2.10
channellD = 0, vpn-Instanceln = 0, vpn-InstanceOut = 0.
prompt: Receiving IP packet from interface SSLVPN-AC1. /IMaciEOEIRSZ
Payload: ICMP

type = 8, code = 0, checksum = 0x4d3e.

*Jul 11 01:47:24:752 2018 GJZY_ZYL_6F_WW_F1030 IPFW/7/IPFW_PACKET: -COntext=1;
Sending, interface = Vlan-interface2501
version = 4, headlen = 20, tos = 0



pktlen = 60, pktid = 552, offset = 0, ttl = 63, protocol = 1
checksum = 49254, s = 10.10.1.1, d = 172.30.2.10
channellD = 0, vpn-Instanceln = 0, vpn-InstanceOut = 0.
prompt: Sending IP packet received from interface SSLVPN-ACT1 at interface Vlan-
interface2501. /IMvlan2501# 0% H
Payload: ICMP
type = 8, code = 0, checksum = 0x4d3e.
AL debugidi2hEE, IRXMBEXIBAISSL VPNRIACEOEG, BRIEHERIMNMEEinte
rface vian 2501RHZE T, MR F—EBEEL MRHERE. WATNEERFFAZHTIIEARE

°

FRBANGEAEIEHAS_ Fit{Tdebug ip packet, WZIRMIEIRHARE FRIRHERIEERRE, de

bug{EE41T:
*Jul 11 18:05:20:721 2018 GJZY_ZYL_6F WW_MSR3620 IPFW/7/IPFW_PACKET:
Receiving, interface = GigabitEthernet0/0 /INBEEFRIGO/0Z OB BRI A LA IR SS S8A0IR S

version = 4, headlen = 20, tos = 0
pktlen = 60, pktid = 198, offset = 0, ttl = 63, protocol = 1
checksum = 49608, s = 10.10.1.1,d = 172.30.2.10
channellD = 0, vpn-Instanceln = 0, vpn-InstanceOut = 0.
prompt: Receiving IP packet from interface GigabitEthernet0/0.
Payload: ICMP

type = 8, code = 0, checksum = 0x4d56.

*Jul 11 18:05:20:721 2018 GJZY_ZYL_6F _WW_MSR3620 IPFW/7/IPFW_PACKET:
Sending, interface = GigabitEthernet0/0 IIMNBEBIGO/ 0 B &in R ARG eAIR X A &
version = 4, headlen = 20, tos = 0
pktlen = 60, pktid = 198, offset = 0, ttl = 62, protocol = 1
checksum = 49864, s = 10.10.1.1, d = 172.30.2.10
channellD = 0, vpn-Instanceln = 0, vpn-InstanceOut = 0.
prompt: Sending IP packet received from interface GigabitEthernet0/0 at interface
GigabitEthernet0/0.
Payload: ICMP
type = 8, code = 0, checksum = 0x4d56.

*Jul 11 18:05:20:722 2018 GJZY_ZYL_6F _WW_MSR3620 IPFW/7/IPFW_PACKET:
Receiving, interface = GigabitEthernet0/0 /I\GO/0EOWRIARSS 2_ERiIRAIEIE
version = 4, headlen = 20, tos = 0
pktlen = 60, pktid = 7705, offset = 0, ttl = 127, protocol = 1
checksum = 25717, s = 172.30.2.10,d = 10.10.1.1
channellD = 0, vpn-Instanceln = 0, vpn-InstanceOut = 0.
prompt: Receiving IP packet from interface GigabitEthernet0/0.
Payload: ICMP
type = 0, code = 0, checksum = 0x5556.

*Jul 11 18:05:20:722 2018 GJZY_ZYL_6F WW_MSR3620 IPFW/7/IPFW_PACKET:
Sending, interface = GigabitEthernet0/5 [INO/5HE RS BRI RIS IR R HE
version = 4, headlen = 20, tos = 0
pktlen = 60, pktid = 7705, offset = 0, ttl = 126, protocol = 1
checksum = 25973, s = 172.30.2.10, d = 10.10.1.1
channellD = 0, vpn-Instanceln = 0, vpn-InstanceOut = 0.
prompt: Sending IP packet received from interface GigabitEthernet0/0 at interface
GigabitEthernet0/5.
Payload: ICMP

type = 0, code = 0, checksum = 0x5556.
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R EIES AP SIS R E

3. BF&IH{ERRIESSL VPN ECRIFARIMEIEFHITRAMBRSS 28R A1), FTLATARIPRIMZ RS LB
INEEZAAMERRIEFEERE, (RIEHRSAESRIEIRXIEIIMEO L.

4. ZBREFREXIENTHER, TEAMLIHBEHTSSL VPNIHENGA GEHRINMIRSES, X
FANBRT, BEXMERHSTNEZRS,
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