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#ECE i ObIE:

[H3C] interface GigabitEthernet0/0

[H3C-GigabitEthernet0/0] port link-mode route
[H3C-GigabitEthernet0/0] description to V5
[H3C-GigabitEthernet0/0] combo enable copper
[H3C-GigabitEthernet0/0] ip address 10.34.136.93 255.255.255.252
#FEF—Loopbackithiit, FESRIE(SAIERPCA:

[H3C] interface LoopBack0

[H3C-LoopBack0] ip address 10.34.140.27 255.255.255.255
#R% LEOSPF, XIFIDIR/934, FHSEXIHPIAIMER B
[H3CJospf 1

[H3C-ospf-1] silent-interface GigabitEthernet0/0

[H3C-ospf-1] area 0.0.0.34

[H3C-ospf-1-area-0.0.0.34] network 10.34.0.0 0.0.255.255
#BRIKE Keychain, Bt BT =% $3/9123456

[H3C] ike keychain 123

[H3C-ike-keychain-123]pre-shared-key address 10.34.142.94 255.255.255.252 key simple 123456
#ECEIKE Profile, FEcEmatchitbiit

[H3C] ike profile 123

[H3C-ike-profile-123] keychain 123

[H3C-ike-profile-123] match remote identity address 10.34.142.94
[H3C-ike-profile-123] dpd interval 10 periodic

HECEACLESE :

[H3C] acl number 3000


https://zhiliao.h3c.com/questions/catesDis/41
https://zhiliao.h3c.com/questions/catesDis/38
https://zhiliao.h3c.com/User/other/656

[H3C-acl-adv-3000] description IPSec ACL for VPN to V5

[H3C-acl-adv-3000] rule 0 permit ip source 10.0.0.0 0.255.255.255 destination 10.0.0.0
0.255.255.255

#ECEIPSecH 2RI, INEHFKENIDES, WIERIAIREAMDS:
[H3Clipsec transform-set 123

[H3C-ipsec-transform-set-123] esp encryption-algorithm 3des-cbc
[H3C-ipsec-transform-set-123] esp authentication-algorithm md5
#IECEIPSecsREg, EEACL. REIRIMUAIKE Profile, FHEEX IR ML,
[H3C] ipsec policy tov5 1 isakmp

[H3C-ipsec-policy-isakmp-tov5-1] transform-set 123
[H3C-ipsec-policy-isakmp-tov5-1] security acl 3000
[H3C-ipsec-policy-isakmp-tov5-1] remote-address 10.34.142.94
[H3C-ipsec-policy-isakmp-tov5-1] ike-profile 123

#RE EiETunnell, fEEATRFNBRIEUES BRI IRATE it FHAEEO LR FIPSecskg

[H3C] interface Tunnel1 mode gre

[H3C-Tunnel1] description VPN Tunnel to V5
[H3C-Tunnel1] ip address 10.34.142.93 255.255.255.252
[H3C-Tunnel1] keepalive 10 3

[H3C-Tunnel1] ospf cost 100

[H3C-Tunnel1] source 10.34.136.93

[H3C-Tunnel1] destination 10.34.136.94

[H3C-Tunnel1] ipsec apply policy tovs

MSR3020fCE :

#ECE It

[H3C] interface GigabitEthernet0/0

[H3C-GigabitEthernet0/0] description to V7
[H3C-GigabitEthernet0/0] ip address 10.34.136.94 255.255.255.252
#Bl#Eloopback 0, EHARMAILIHIZEPCB

[H3C] interface LoopBack0

[H3C-LoopBack0] ip address 10.34.140.129 255.255.255.255
#IREBAOSPF, XIFIDIEE34, FHEEZXIGE SRR b
[H3C] ospf 1

[H3C-ospf-1] silent-interface GigabitEthernet0/0

[H3C-ospf-1] area 34

[H3C-ospf-1-area-0.0.0.34] network 10.34.0.0 0.0.255.255
#ECEDPD, &Fig79123

[H3C] ike dpd 123

#Biike peer, {EFAERCARIERT, HIFEDPDIGN

[H3C] ike peer 123

[H3C-ike-peer-123] pre-shared-key simple 123456
[H3C-ike-peer-123] remote-address 10.34.142.93
[H3C-ike-peer-123] dpd 123

#EIEZIPSecReiliR, FHETIRMERFNIERIMER

[H3C] acl number 3000



[H3C-acl-adv-3000] description IPSec ACL for VPN-V7

[H3C-acl-adv-3000] rule 0 permit ip source 10.0.0.0 0.255.255.255 destination 10.0.0.0
0.255.255.255

#EiZIPSec 2R, EAEEN, HEHIERESPI, &I /93des, WIESFFIMdS
[H3C] ipsec transform-set 123

[H3C-ipsec-transform-set-123] encapsulation-mode tunnel
[H3C-ipsec-transform-set-123] transform esp

[H3C-ipsec-transform-set-123] esp authentication-algorithm md5
[H3C-ipsec-transform-set-123] esp encryption-algorithm 3des

#BUzEIPsectilg, FSEACL. IKE Peerfl&£iRiY

[H3C] ipsec policy tov7 1 isakmp

[H3C-ipsec-policy-isakmp-tov7-1] security acl 3000

[H3C-ipsec-policy-isakmp-tov7-1] ike-peer 123

[H3C-ipsec-policy-isakmp-tov7-1] transform-set 123

#Es7tunneld, EERMBAID B AMIRIREIHOML, FEZEOTRIPSecHEE
[H3C] interface Tunnel0

[H3C-Tunnel0] description VPN Tunnel to V7

[H3C-Tunnel0] ip address 10.34.142.94 255.255.255.252

[H3C-Tunnel0] source 10.34.136.94

[H3C-Tunnel0] destination 10.34.136.93

[H3C-Tunnel0] keepalive 10 3

[H3C-Tunnel0] ospf cost 100

[H3C-Tunnel0] ipsec policy tov7

FeEER:
AR IPSecZ 5, TEMSR3020_EfE display ike sa, BILABZIGNT:
[H3C]dis ike sa

total phase-1 SAs: 1

connection-id peer flag phase doi
9 10.34.142.93 RDIST 1 IPSEC
15 10.34.142.93 RD 2 IPSEC
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3. V7MIAEIPSect&Et /5=, IPSecskl F/EtEremote addressins, BUSSETCAfAIPSec
fibR;
4. 7EIPSec over GREHR, |IPSechFBfETunnel[dL;

5. IPSecZ2RNFIFAEFINEZER ZHRAAT, FFLEE.
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