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2.1 BgEAC

(1)ECBACHIEDO

# BIEEVLAN 100LARXIRIAIVLANEEC, FozEOREIPitbit, APKIEITIZVLANSACEIZICAPW
APRZIE,

<AC> system-view

[AC] vlan 100

[AC-vlan100] quit

[AC] interface vlan-interface 100

[AC-Vlan-interface100] ipv6 address 2001::1 64

[AC-Vlan-interface100] quit

# BUEZVLAN 200 EXIRIAIVLANEEC, FomizkEOECE P, ClientSEFIZVLANBENTCE /LS,
[AC] vlan 200

[AC-vlan200] quit

[AC] interface vlan-interface 200

[AC-Vlan-interface200] ipv6 address 2002::1 64

[AC-Vlan-interface200] quit

# ELEACSSwitchiBiERJEE O GigabitEthernet1/0/189/E M Trunk, FBIFVLAN 1, VLAN 100F0VLAN
200j&@1d,

[AC] interface gigabitethernet 1/0/1

[AC-GigabitEthernet1/0/1] port link-type trunk

[ACh-GigabitEthernet1/0/1] port trunk permit vian 1 100 200

[AC-GigabitEthernet1/0/1] quit

RFEIHRAREINEE, FHECES02.1XINIES Heap.

[AC] port-security enable

[AC] dot1x authentication-method eap

(3) BLETAIESRRE

# B4 Jradius 1HIRADIUS 5 2256 N EAE,

[AC] radius scheme radius1
#18BEFINERADIUSRSS25HIIPHE1E2003::2,
[AC-radius-radius1] primary authentication ipv6 2003::2
#1RETITZERADIUSHRSS 28A0IPHEE2003::2,
[AC-radius-radius1] primary accounting ipv6 2003::2
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# BEEINIERS I =250 /9883212345,

[AC-radius-radius1] key authentication simple 12345

# BB BRI = %R /98A30 12345,

[AC-radius-radius1] key accounting simple 12345

# BB SCAYIT 2R AR B EIRR /93 5 £,

[AC-radius-radius1] timer realtime-accounting 3

# ECEIRE RIXRADIUSIR X SERAYIRIPitbiit 792001 :1,
[AC-radius-radius1] nas-ip ipv6 2001::1

[AC-radius-radius1] quit

(4) ECEIAIES,

# BeEIAIE 9dom1,

[AC] domain dom1

# Bc&lan-access AP fSEFARADIUS 5 Fradius THHTIAME, SN2,
[AC-isp-dom1] authentication lan-access radius-scheme radius1
[AC-isp-dom1] authorization lan-access radius-scheme radius1
[AC-isp-dom1] accounting lan-access radius-scheme radius1
[AC-isp-dom1] quit

(5) BcEACL

# BE— /NS 930000IPVeESRACL, FHFENEIE.

[AC] acl ipv6 advanced 3000

#EN—FHN, FVFIPveIRIGEIL.

[AC-acl-ipv6-adv-3000] rule permit ipv6
[AC-acl-ipv6-adv-3000] quit

# BE— P FS30018IIPVEESRACL, FHHANEME.,

[AC] acl ipv6 advanced 3001

# EX—FHN, IFUDPIRIEIT.

[AC-acl-ipv6-adv-3001] rule permit udp

# BN AN, ZIETCPIRSIET.

[AC-acl-ipv6-adv-3001] rule deny tcp

[AC-acl-ipv6-adv-3001] quit

(6) ELBEREIRSS

# BB T IRS S Rservice, FHRNTEIRSIERINE.,

[AC] wlan service-template service

# BCESSIDgservice,

[AC-wlan-st-service] ssid service

# BCBE A= Fin L& BISHINAZIVLAN 200,
[AC-wlan-st-service] vlan 200

# BESMINESHREEE/9802.1X,
[AC-wlan-st-service] akm mode dot1x

# BLEINZEMACCMP, R2EETEARSN,
[AC-wlan-st-service] cipher-suite ccmp

[AC-wlan-st-service] security-ie rsn

# EeBEAFEAIAEER/9802.1X,

[AC-wlan-st-service] client-security authentication-mode dot1x
# BeEdot1xIAIEAYdomainig; Jadom1

[AC-wlan-st-service] dot1x domain dom1

# FHEIBIIDHCPVE S R F I E FimIPveitbitTEE.
[AC-wlan-st-service] client ipv6-snooping dhcpvé-learning enable
# {BRETCE ARSI,

[AC-wlan-st-service] service-template enable
[AC-wlan-st-service] quit

(7) EcEAP

# BIEEFTAP, Bifjvapl, BESEFRAIUAP300.

[AC] wlan ap ap1 model UAP300
#IREAPHIFSIS7/9219801A15K8171E00166,
[AC-wlan-ap-ap1] serial-id 219801A15K8171E00166

# BENAPRIRadio 141E, FHETLRSS EiRserviceERIRadio 1.£,
[AC-wlan-ap-ap1] radio 1

[AC-wlan-ap-ap1-radio-1] service-template service

# FFiERadio 2A9595I08E.

[AC-wlan-ap-ap1-radio-1] radio enable
[AC-wlan-ap-ap1-radio-1] quit

[AC-wlan-ap-ap1] quit

(8) BLEACEIRADIUSIRSS S8 A0SR R



[AC] ipv6 route-static 2003:: 64 2001::2

2.2 EeESwitch

(1)EEE SwitchAYiEO

# BUEEVLAN 100 ERIRHEO, FERmZEORSIPveitbit, T4 &ACTIAPEICAPWAPRKERA
£,

<Switch> system-view

[Switch] vlan 100

[Switch-vlan100] quit

[Switch] interface vlan-interface 100

[Switch-Vlan-interface100] ipv6 address 2001::2 64

[Switch-Vlan-interface100] quit

# BUEZVLAN 200 BRI, FoiziEOBcEIPveitit, TR ClientIi&kiR L,
[Switch] vlan 200

Switch-vlan200] quit

Switch] interface vlan-interface 200

Switch-Vlan-interface200] ipv6 address 2002::2 64

Switch-Vlan-interface200] quit

# BIEEVLAN 1REXIR#EO, FhizEOERE Pveitiit, AT SRADIUSIRSREIBE.
[Switch] vlan 1

[Switch-vlan1] quit

[
[
[
[

[Switch] interface vlan-interface 1

[Switch-Vlan-interface1] ipv6 address 2003::1 64

[Switch-Vlan-interface1] quit

# BB Switch 5SACHEIERIGigabitEthernet1/0/1 2 ORIE MR Trunk, FIFVLAN 1. VLAN 100F0VLAN
200j&@1d,

[Switch] interface gigabitethernet 1/0/1

[Switch-GigabitEthernet1/0/1] port link-type trunk

[Switch-GigabitEthernet1/0/1] port trunk permit vian 1 100 200
[Switch-GigabitEthernet1/0/1] quit

# BLESwitch SAPHEIERIGigabitEthernet1/0/2iZ @M 9Access, FAIFVLAN 100i@d,
[Switch] interface gigabitethernet 1/0/2

[Switch-GigabitEthernet1/0/2] port link-type access

[Switch-GigabitEthernet1/0/2] port access vlan 100

# FFIESwitchFIAPIEIZERYE I GigabitEthernet1/0/209PoEfEBTIAE,
[Switch-GigabitEthernet1/0/2] poe enable

[Switch-GigabitEthernet1/0/2] quit

(2) BEEDHCPVBIRSS

# BCEDHCPveltIbth1, FFAAPHOECIPvEItEL,

[Switch] ipv6 dhcp pool 1

[Switch-dhcp6-pool-1] network 2001::/64

[Switch-dhcp6-pool-1] gateway-list 2001::1

# ECEOptioniEIl, {FAPIKENACHIIPvEIHELLL,

[Switch-dhcp6-pool-1] option 52 hex 20010000000000000000000000000001
[Switch-dhcp6-pool-1] quit

[Switch] ipv6 dhcp server forbidden-address 2001::1

#ECETEVLAN 10080 5|ttt 1, HECE 1ZdEN T{EEDHCPVEIRSSBRIE.
[Switch] interface vlan-interface 100

[Switch-Vlan-interface100] ipv6 dhcp select server

[Switch-Vlan-interface100] ipv6 dhcp server apply pool 1

# BUHVLAN 100823 RAEE R MRS, BEREERIEERGAA1, BIENIEIIDHCPY6
IRSSESIRENPveitEil, ELEEMMERSREINSAI/1, BIENIEE DHCPVEIRSS ESIRENFRIPveibit LG
HEER.

[Switch-VlIan-interface100] ipv6 nd autoconfig managed-address-flag
[Switch-Vlan-interface100] ipv6 nd autoconfig other-flag
[Switch-Vlan-interface100] undo ipv6 nd ra halt

[Switch-Vlan-interface100] quit

# ECEDHCPveltit2, AT /9ClientsEeIPveitit,

[Switch] ipv6 dhcp pool 2

[Switch-dhcp6-pool-2] network 2002::/64

[Switch-dhcp6-pool-2] gateway-list 2002::1

[Switch-dhcp6-pool-2] quit

[Switch] ipv6 dhcp server forbidden-address 2002::1

# ECETEVLAN 200820 5| Aitibitie, HECE O TIEEDHCPVERSS #3 R,

[Switch] interface Vlan-interface 200



[Switch-Vlan-interface200] ipv6 dhcp select server

[Switch-Vlan-interface200]ipv6é dhcp server apply pool 2

# BUHVLAN 200820 FIRAEERMANDE]. EcEREEMIAIRCERSAIA1, BIENIBIIDHCPY
BiRSSERIRENIPveItl, ECEEMEREERSALN1, BIEHIEIDHCPVEIRSS 2RIRENRRIPveltitLL
SMNYEBER.

[Switch-Vlan-interface200] ipv6 nd autoconfig managed-address-flag

[Switch-Vlan-interface200] ipv6 nd autoconfig other-flag

[Switch-Vlan-interface200] undo ipv6 nd ra halt

[Switch-Vlan-interface200] quit

2.3 EEERADIUS service (iMC V7)
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(1){#Fdisplay dot1x sessionsfip$EZEdot I XA BEELZ.
<AC> display dot1x sessions
AP name: ap1 Radio ID: 1 SSID: service
Online 802.1X users: 1
MAC address Auth state
3829-5a40-9589 Authenticated
(2) {#iFdisplay wlan client verbosefs SEEEADRIRES A&, EEFIACL3001, HILLATFIEADR
SR TR
<AC> display wlan client verbose
Total number of clients: 1

MAC address : 3829-5a40-9589
IPv4 address :N/A

IPv6 address :2002::3
Username : EAD_guest

AID 1

AP ID 12

AP name rapl

Radio ID 1



SSID : service

BSSID :ac74-090a-6421

VLAN ID 1200

Sleep count 118

Wireless mode :802.11an

Channel bandwidth 1 40MHz

20/40 BSS Coexistence Management : Supported

SM power save : Enabled

SM power save mode : Static

Short Gl for 20MHz : Supported

Short Gl for 40MHz : Supported

STBC RX capability : Supported

STBC TX capability : Not supported

LDPC RX capability : Not supported

Block Ack :TID 0 Both

Supported HT MCS set :0,1,2,3,4,5,6,7

Supported rates 16,9,12,18, 24, 36,
48, 54 Mbps

QoS mode : WMM

Listen interval 12

RSSI 130

Rx/Tx rate : 0/0 Mbps

Authentication method : Open system

Security mode :RSN

AKM mode :802.1X

Cipher suite : CCMP

User authentication mode :802.1X

Authorization ACL ID 13001

Authorization user profile :N/A

Roam status N/A

Key derivation : SHA1

PMF status :N/A

Forwarding policy name : Not configured

Online time : 0days Ohours Ominutes 2seconds

FT status : Inactive

2.6 EEXH

. AC

#

dot1x authentication-method eap

#

port-security enable

#

vlan 1

#

vlan 100

#

vlan 200

#

wlan service-template service

ssid service

vlan 200

akm mode dot1x

cipher-suite ccmp

security-ie rsn

client-security authentication-mode dot1x
dot1x domain dom1

client ipv6-snooping dhcpv6-learning enable
service-template enable

#

interface Vlan-interface100

ipv6 address 2001::1/64

#

interface Vlan-interface200

ipv6 address 2002::1/64



#
interface GigabitEthernet1/0/1
port link-mode bridge
port link-type trunk
port trunk permit vian 1 100 200
#
ipv6 route-static 2003:: 64 2001::2
#
acl ipv6 advanced 3000
rule 0 permit ipv6
#
acl ipv6 advanced 3001
rule 0 permit udp
rule 5 deny tcp
#
radius scheme radius1
primary authentication ipv6 2003::2
primary accounting ipv6 2003::2
key authentication cipher $c$3$CA0JIYj1WmUo0808RrsxOvXcfUpkZLcPY
key accounting cipher $c$3$9YjVI/VV3rlbbKw7TZOnaGZGY/gD0pKU
timer realtime-accounting 3
nas-ip ipvé 2001::1
#
domain dom1
authentication lan-access radius-scheme radius1
authorization lan-access radius-scheme radius1
accounting lan-access radius-scheme radius1
#
wlan ap ap1 model UAP300
serial-id 219801A15K8171E00166
radio 1
radio enable
service-template service
#
- Switch
#
dhcp enable
#
ipv6 dhcp server forbidden-address 2001::1
ipv6 dhcp server forbidden-address 2002::1
#
vian 1
#
vlan 100
#
vlan 200
#
ipv6 dhcp pool 1
network 2001::/64
option 52 hex 20010000000000000000000000000001
gateway-list 2001::1
#
ipv6 dhcp pool 2
network 2002::/64
gateway-list 2002::1
#
interface Vlan-interface1
ipv6 address 2003::1/64
#
interface Vlan-interface100
ipv6 dhcp select server
ipv6 dhcp server apply pool 1
ipv6 address 2001::2/64
ipv6 nd autoconfig managed-address-flag



ipv6 nd autoconfig other-flag
undo ipv6 nd ra halt
#
interface Vlan-interface200
ipv6 dhcp select server
ipv6 dhcp server apply pool 2
ipv6 address 2002::2/64
ipv6 nd autoconfig managed-address-flag
ipv6 nd autoconfig other-flag
undo ipv6 nd ra halt
#
interface GigabitEthernet1/0/1
port link-type trunk
port trunk permit vian 1 100 200
#
interface GigabitEthernet1/0/2
port access vlan 100
poe enable
#

BCE KRR
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