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2.1 EEAC

(1) BcEACHYEO

# BUEZVLAN 100LARIIRIAIVLANEEC], FHooizdEOBc &P, APEIEITIZVLANSACEIZCAPW
APBEIE,

<AC> system-view

[AC] vlan 100

[AC-vlan100] quit

[AC] interface vlan-interface 100

[AC-Vlan-interface100] ipv6 address 2001::1 64

[AC-Vlan-interface100] quit

# BIEZVLAN 200 EXSRIAIVLANEE], FMZiEOBCE P, ClientiSERIZVLANBNTELMES

[AC] vlan 200

[AC-vlan200] quit

[AC] interface vlan-interface 200

[AC-Vlan-interface200] ipv6 address 2002::1 64

[AC-Vlan-interface200] quit

# ECEACSSwitchtBiZERYEZGigabitEthernet1/0/1A9/E A Trunk, F8EFVLAN 1. VLAN 100F]VLAN
200j&@1d,

[AC] interface gigabitethernet 1/0/1

[AC-GigabitEthernet1/0/1] port link-type trunk
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[ACh-GigabitEthernet1/0/1] port trunk permit vian 1 100 200
[AC-GigabitEthernet1/0/1] quit

(2) EZEBRADIUSTTZ

# BIEERADIUS 5 Fradius 1 FE N ENEL.

[AC] radius scheme radius1

# EeEEIAUEATZERADIUS RS E5AYIPHEHE/92003::2,
[AC-radius-radius1] primary authentication ipv6 2003::2
[AC-radius-radius1] primary accounting ipv6 2003::2

# BCEACSIAIL T2 RADIUSERSS 2832 B IR X AT I = 2R 0 BA /78812345,
[AC-radius-radius1] key authentication simple 12345
[AC-radius-radius1] key accounting simple 12345

# BLEIR & RIERADIUSHR S EFARTIRI P /920011,
[AC-radius-radius1] nas-ip ipv6 2001::1

[AC-radius-radius1] quit

# BIEER Hdom1A9ISPIFHENEME.,

[AC] domain dom1

# ECE802. 1 XA fEEFRADIUS 5 Zeradius THHTIAIE, 1. 1+28,
[AC-isp-dom1] authentication lan-access radius-scheme radius1
[AC-isp-dom1] authorization lan-access radius-scheme radius1
[AC-isp-dom1] accounting lan-access radius-scheme radius1
[AC-isp-dom1] quit

# {88BERADUIS session controlTHBEw12] ,

[AC] radius session-control enable

(3) BLE802.1XIAIE

# B E802. 1XRARINIETTIZHEAP,

[AC] dot1x authentication-method eap

(4) BEBTLIRSIER

# QI TR S service, FHHNTCEBRSIENRANE],

[AC] wlan service-template service

# ECESSIDIservice,

[AC-wlan-st-service] ssid service

# LB RS EIRVLAN9200,

[AC-wlan-st-service] vlan 200

# EESHINESEHEERE/9802.1X,
[AC-wlan-st-service] akm mode dot1x

# ECECCMPAUINEEM, ERSNAZEERTE.
[AC-wlan-st-service] cipher-suite ccmp

[AC-wlan-st-service] security-ie rsn

# BLBERPENIAIERR/9802.1X,

[AC-wlan-st-service] client-security authentication-mode dot1x
# EcE802. 1 XA P EFTAIE /adom 1,

[AC-wlan-st-service] dot1x domain dom1

# FRBIDHCPVE T3 S B FiI Pveitbiit ThiE.
[AC-wlan-st-service] client ipv6-snooping dhcpv6-learning enable
# (FRETCLR IR SS 1SR,

[AC-wlan-st-service] service-template enable
[AC-wlan-st-service] quit

#QUEEAP, ECEAPREFRapl, BISETEREUAP300, HEERSS219801A15K8171E00166,
[AC] wlan ap ap1 model UAP300

[AC-wlan-ap-ap1] serial-id 219801A15K8171E00166

# i \Radio 11RE.

[AC-wlan-ap-ap1] radio 1

# BT RS E R service8BERradio 1, HFFEETR.
[AC-wlan-ap-ap1-radio-1] service-template service
AC-wlan-ap-ap1-radio-1] radio enable

AC-wlan-ap-ap1] quit

5) ELEACEIRADIUSHRSS 281 ER

[AC] ipv6 route-static 2003:: 64 2001::2

2.2 Eg&Switch

#BUEEVLAN 100, FAFHERACFIAPIEICAPWAPRSERATRE.
<Switch> system-view

[Switch] vlan 100

[Switch-vlan100] quit

[
[AC-wlan-ap-ap1-radio-1] quit
[
(
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# BUEZVLAN 200, FIFHERClient/To&iR™,

[Switch] vlan 200

[Switch-vlan200] quit

# ELE Switch 5ACHBIZERIGigabitEthernet1/0/13ZOREM A Trunk, FBIFVLAN 1, VLAN 100F1VLAN
200i@1d,

[Switch] interface gigabitethernet 1/0/1

[Switch-GigabitEthernet1/0/1] port link-type trunk

[Switch-GigabitEthernet1/0/1] port trunk permit vian 1 100 200
[Switch-GigabitEthernet1/0/1] quit

# ERE Switch SAPHEERYGigabitEthernet1/0/282 /@M I Access, FFIFVLAN 100i&id,
[Switch] interface gigabitethernet 1/0/2

[Switch-GigabitEthernet1/0/2] port link-type access

[Switch-GigabitEthernet1/0/2] port access vian 100

# {EREPOETRE,

[Switch-GigabitEthernet1/0/2] poe enable

[Switch-GigabitEthernet1/0/2] quit

# ECEVLAN 13ZO/9IPveitbiE,

[Switch] interface vlan-interface 1

[Switch-Vlan-interface1] ipv6 address 2003::1 64

[Switch-Vlan-interface1] quit

# ECEVLAN 10082 OAYIPveitbiE,

[Switch] interface vlan-interface 100

[Switch-VlIan-interface100] ipv6 address 2001::2 64

[Switch-Vlan-interface100] quit

# EZEVLAN 20082A9IPveLtBiL,

[Switch] interface vlan-interface 200

[Switch-VlIan-interface200] ipv6 address 2002::2 64

[Switch-Vlan-interface200] quit

# BCEDHCPveltibth1, FFAAPHECIPveltEL,

[Switch] ipv6 dhcp pool 1

[Switch-dhcp6-pool-1] network 2001::/64

[Switch-dhcp6-pool-1] gateway-list 2001::1

# BCEOptioni%li, {HAPSREXACHIIPV6IEE,

[Switch-dhcp6-pool-1] option 52 hex 20010000000000000000000000000001
[Switch-dhcp6-pool-1] quit

[Switch] ipv6 dhcp server forbidden-address 2001::1

#ECETEVLAN 1008205 Aitibitt, HECEiZEO TIEEDHCPVERSS 23 R.
[Switch] interface vlan-interface 100

[Switch-Vlan-interface100] ipv6 dhcp select server

# BUHVLAN 100X RAEER MRS, BiERERMIAEERSAA1, BIENIBIIDHCPYE
IRSSERENIPveittlt, ECEEMEREERGAA1, BIENIBIEDHCPVERSSERENRIPveitiit LIS
HEfHER.

[Switch-Vlan-interface100] ipv6 nd autoconfig managed-address-flag
[Switch-VlIan-interface100] ipv6 nd autoconfig other-flag

[Switch-VlIan-interface100] undo ipv6 nd ra halt

[Switch-Vlan-interface100] quit

# BCEDHCPveltibh2, FAF/ClientECIPveItEL,

[Switch] ipv6 dhcp pool 2

[Switch-dhcp6-pool-2] network 2002::/64

[Switch-dhcp6-pool-2] gateway-list 2002::1

[Switch-dhcp6-pool-2] quit

[Switch] ipv6 dhcp server forbidden-address 2002::1

# ECETEVLAN 2008215 | Fitbibitt2, FEiEiziEO TIEfEDHCPVEiRSSEE.
[Switch] interface Vlan-interface 200

[Switch-VlIan-interface200] ipv6 dhcp select server

#BUEVLAN 20080 FIRATBRRMAIIIH, EREREEIIESREMA1, BIENIBIZIDHCPY
BiRSSERRENPVeibiE, ALBEEMEREERSAI/91, BIENIEEDHCPVEIRSS SRR Pv6ItitLA
SMNEMBER.

[Switch-VlIan-interface200] ipv6 nd autoconfig managed-address-flag
[Switch-Vlan-interface200] ipv6 nd autoconfig other-flag

[Switch-Vlan-interface200] undo ipv6 nd ra halt

[Switch-Vlan-interface200] quit

2.3 EEERADIUS server

- FELAMCHfI (ERIMCHRAA: IMC PLAT 7.1, iMC UAM 7.1) , iRBBAAAIRSESINEAEIE.



- RS LELRTMIERPIIRER.

# IR,

EFHNMCEIRES, R B TRE, RESNPHIEAREEEENREEEENREES]
FEIN, BABNESEERHE. MZAETah<Ein-1%E, SRS,

SRBINE., HEBHEEEEN12345, HERISHERS;

- EFEESFTIGMNIPVERENIRS, RINIPvelEiE2001: 1RSI E.

E2 IEIHENRENE
B> P > BABREE > BARSEE > BNREEE > MIANRE @
BNEE
IAHRBC * 1812 O 1813
AR FEFEREEN h RI%=2S:4) LANIEA LSS v
ENRESRE H3C(General) v RIE=pex ] FHE v
=g - LYYY TS ‘ ‘ HHALERR * cecee
BANgESH | X v
wrEII=R
RERR igEIPHht BEES &iE il
FARBIFERCR.
# SEAMEENSREE,

IR EPTRE, RESHMNPIEBARKEEEENKEEEEEN, SABRAKKEERE, X
TUERRE<IGINS-1RE, HANEINEA RIS,

- IREBRAREERAdtX;

- IEFRIEFAEREAPUERIAIE;

- EFRNIBIEEZEEUREAP-PEAPIAIE, INBIERFEREIAMS-CHAPV2IAIE, INBIERFREFE
5=ERisNSmmiIEEiE—E.

[E13 1B INARSS SRS TUE

R > BEAREEE > EAFEEE > B s

ExER
W - -
.
EEn
AR % - ST+ = -
FHTIEE(Kbps) _EiTiE=E(Kbps)
5k EFERSAIAE
AESE Tk 7:‘ EEIAE  WAPLESIALE
WEES8 WEESTSR
TEVLAN
T User Profile FaRPAE @
TEACL
# I NBRSS .

HERAPTE, BESINENREEEEARSEEERER, #ANBENRSEERE, TZAE
FRERR <IN, SNEIHEARSRE.

- REMRSE AAdotx;

R EREEARRABE Ao XSRRE,

El4 I NRSTRE



U A > BAFHEEE > BABSEE > BIRAES

EHE8
BEE* dotix BEES
NESEE e - EEOX N | dotlx - |®|
sammam TR - APPSR ¢ TR -
SEUEBIETRRE TR @
e = 0 HEERSELHER ¢ 0
BEHA
TeEE@ Portal ZEABALE @)

BRI
= A B2 AERE FRER RIS ik fen f1°3
FHEFERETR.

# IEIHENFF.

EEAPRE, BESTINTNEANRFERENBFERRI, SENENBFRE, FzREHH

H<IBIN-1EH, FENEINEAFEFE.
- SINFFuser;
IS4 S9dot1x, Z¥F8Hdot1x123;
B Z BB ERIARSS dot1X,
El5 BN \FRFRE

B AR > 20EF > BiERNER

N
BARE

E3E=Z3

RAPEE user

HEBYODRER

ERAAEEEEEE

WSE

fisaial: ol MAGIEIBAERF EERR

=5 =0

RIFRPIENES
EtE SEtE
EARERTRG) EEHERE
Portal LI ERASEEE 1

dolx

dotlx

dotpap

A
A

EA

2.4 BEEFIR

HRIEMERF

TRERAEHER

HEE
FEE

FEE

#FTFFFH, 1ESSIDAserviceTTELRRSZHETIER, RERATLMEER.

EAPJ5RIGIRPEAP;

SptNdotix;

RO Ndot1x123;

HERSREERE, KR EE.
[E6 T ML



Sl RE®E - 19:34 o 70% .

EUSH BAES pLECE:
EAP 7575 PEAP
BHER 2 SHIRIE S
CAIEH %
51 dot1x

EE5H

#55 dot1x123

@ Ex%E
El7 o MBI
Wl hER = - 19:35 @ T0% .}
< WLAN
FFEWLAN «
WLANB Ei1#
MRS S RN E RS S E R
+ service 2 ©
WLANR£8
g04083-clear-v7-fat 0]
121212 = @
wx5500VersionTest O]
wx55001xceshi = ©
lcupid = @
1-2942 = ®
1-2540por = (@
2.5 ISR E

EFumEIE802. 1 XIAIERLINKERAP, FHEBJLAIAITCE ML,
TEAC_EATLLEIZ display wlan client verbosers SEEZ i BN,
[AC] display wlan client verbose

Total number of clients: 1

MAC address : 3829-5a40-9589
IPv4 address :N/A

IPv6 address :2002::4
Username s dot1x

AID 1

AP ID 12

AP name rapl

Radio ID 1

SSID : service

BSSID 1 ac74-090a-6421



VLAN ID 1200

Sleep count :0

Wireless mode :802.11an

Channel bandwidth 1 40MHz

20/40 BSS Coexistence Management : Supported

SM power save : Enabled

SM power save mode : Static

Short Gl for 20MHz : Supported

Short Gl for 40MHz : Supported

STBC RX capability : Supported

STBC TX capability : Not supported

LDPC RX capability : Not supported

Block Ack :N/A

Supported HT MCS set :0,1,2,3,4,5,6,7

Supported rates 16,9, 12, 18, 24, 36,
48, 54 Mbps

QoS mode : WMM

Listen interval 12

RSSI :0

Rx/Tx rate : 0/0 Mbps

Authentication method : Open system

Security mode :RSN

AKM mode :802.1X

Cipher suite : CCMP

User authentication mode :802.1X

Authorization ACL ID :N/A

Authorization user profile :N/A

Roam status :N/A

Key derivation : SHA1

PMF status :N/A

Forwarding policy name : Not configured

Online time : 0Odays Ohours Ominutes 1seconds

FT status : Inactive

# FEAC_EHILAIE T display dot1x connectionip$EFdot1 x I L& iER.
[AC] display dot1x connection
Total connections: 1

User MAC address : 3829-5a40-9589
AP name rap1

Radio ID 1

SSID : service

BSSID :ac74-090a-6421
Username :dot1x

Authentication domain ~ : dom1

IPv6 address :2002::4
Authentication method  : EAP
Initial VLAN 1200
Authorization VLAN 1200

Authorization ACL number : N/A
Authorization user profile : N/A
Termination action : Radius-Request
Session timeout period  : 86401 s
Online from :2018/07/18 10:36:00
Online duration :0h Om 19s

2.6 EEEXMH

- AC:

#

dot1x authentication-method eap

#

vlan 1

#

vlan 100

#

vlan 200

#



wlan service-template service

ssid service

vlan 200

akm mode dot1x

cipher-suite ccmp

security-ie rsn

client-security authentication-mode dot1x
dot1x domain dom1

client ipv6-snooping dhcpv6-learning enable
service-template enable
#
interface Vlan-interface100

ipv6 address 2001::1/64
#
interface Vlan-interface200

ipv6 address 2002::1/64
#
interface GigabitEthernet1/0/1

port link-mode bridge

port link-type trunk

port trunk permit vian 1 100 200
#

ipv6 route-static 2003:: 64 2001::2
#
radius scheme radius1

primary authentication ipv6 2003::2

primary accounting ipv6 2003::2

key authentication cipher $c$3$NcOp9aAdEZsigfKkc+BNOVwr1StmtFHa
key accounting cipher $c$3$1UiOGNVoplKWmUamDZBOpK2pSJ9+C7U5
nas-ip ipv6 2001::1
#
domain dom1

authentication lan-access radius-scheme radius1
authorization lan-access radius-scheme radius1
accounting lan-access radius-scheme radius1
#
wlan ap ap1 model UAP300

serial-id 219801A15K8171E00166

radio 1

radio enable

service-template service

#
Switch:
#
dhcp enable
#

ipv6 dhcp server forbidden-address 2001::3
ipv6 dhcp server forbidden-address 2002::1
#

vlan 1

#

vlan 100

#

vlan 200

#

ipvé dhcp pool 1

network 2001::/64

option 52 hex 20010000000000000000000000000001
gateway-list 2001::1

#

ipv6 dhcp pool 2

network 2002::/64

gateway-list 2002::1

#



interface Vlan-interface1
ipv6 address 2003::1/64
#
interface Vlan-interface100
ipv6 dhcp select server
ipv6 address 2001::2/64
ipv6 nd autoconfig managed-address-flag
ipv6 nd autoconfig other-flag
undo ipv6 nd ra halt
#
interface Vlan-interface200
ipv6 dhcp select server
ipv6 address 2002::2/64
ipv6 nd autoconfig managed-address-flag
ipv6 nd autoconfig other-flag
undo ipv6 nd ra halt
#
interface GigabitEthernet1/0/1
port link-type trunk
port trunk permit vlan 1 100 200
#
interface GigabitEthernet1/0/2
port access vlan 100
poe enable

BCEXHER
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