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MSR3620 (V73¥&) E&E:

#ECE ROt

[MSR3620] interface GigabitEthernet0/0
[MSR3620-GigabitEthernet0/0] ip address 10.0.0.1 255.255.255.0
#{$F—Loopbackitsiit, FERIE(HAEBPC:

[MSR3620] interface LoopBack0

[MSR3620-LoopBack0] ip address 192.168.1.1 255.255.255.255

#ECEACL 3000, TENE(RPLTPRISUER.

[MSR3620] acl number 3000

[MSR3620-acl-adv-3000] rule permit ip source 10.0.0.1 0 destination 10.0.0.2 0
[MSR3620-acl-adv-3000] quit

# Bl IPsecz 212 tran1

[MSR3620] ipsec transform-set tran1

[MSR3620-ipsec-transform-set-tran1] encapsulation-mode tunnel
[MSR3620-ipsec-transform-set-tran1] protocol esp

[MSR3620-ipsec-transform-set-tran1] esp encryption-algorithm des-cbc
[MSR3620-ipsec-transform-set-tran1] esp authentication-algorithm shat
[MSR3620-ipsec-transform-set-tran1] quit

#ECEIKE ROTARLHE, XJimithib10.0.0.2, E$HJ9123

[MSR3620] ike keychain keychain1

[MSR3620-ike-keychain-keychain1]pre-shared-key address 10.0.0.2 255.255.255.255 key simple 123

#HEERRAmS AR Afqdn
[MSR3620]ike identity fadn

#EREIKE profile, EM{ERFFEMER, AHEZFAMSR3620, HiHEFHAMSR3020
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[MSR3620] ike profile profile1

[MSR3620-ike-profile-profile1] exchange-mode aggressive
[MSR3620-ike-profile-profile1] local-identity fqdn MSR3620
[MSR3620-ike-profile-profile1] match remote identity fgdn MSR3020
[MSR3620-ike-profile-profile 1] keychain keychain1
#ECEIPSECH M Emap1, JAFTIKE profile, IPSECIEIN. LLACLLARIGEX S HHEE
[MSR3620] ipsec policy map1 10 isakmp
[MSR3620-ipsec-policy-isakmp-map1-10] remote-address 10.0.0.2
[MSR3620-ipsec-policy-isakmp-map1-10] transform-set tran1
[MSR3620-ipsec-policy-isakmp-map1-10] security acl 3000
[MSR3620-ipsec-policy-isakmp-map1-10] ike-profile profile1
[MSR3620-ipsec-policy-isakmp-map1-10] quit
#YPEREE O A IPSECSRER

[MSR3620] interface GigabitEthernet0/0
[MSR3620-GigabitEthernet0/0] ipsec apply policy map1

#ECEL2TP BREZALAC, FEHHEINIE, IAERS/9aabbee
[MSR3620] I12tp enable

[MSR3620] I2tp-group 1 mode lac
[MSR3620-12tp1] tunnel name LAC
[MSR3620-I12tp1] Ins-ip 10.0.0.2
[MSR3620-12tp1] tunnel authentication
[MSR3620-I12tp1] tunnel password simple aabbcc
[MSR3620-12tp1] quit

#BIiEREHIPPPHEVirtual-PPP 1, EZEPPPAFHIFEFEAvpdnuser, ZfgjHello, FHECEPPPL
HER T APAP

[MSR3620] interface virtual-ppp 1

[MSR3620-Virtual-PPP1] ip address ppp-negotiate

[MSR3620-Virtual-PPP1] ppp pap local-user vpdnuser password simple Hello
[MSR3620-Virtual-PPP1] quit

# BCEFANESER, THRARSEIMRSCS B L2 TPRIERE R,
[MSR3620] ip route-static 192.168.2.1 24 virtual-ppp 1

# RLACK L TPRAERE AR,

[MSR3620] interface virtual-ppp 1

[MSR3620-Virtual-PPP1] I12tp-auto-client 12tp-group 1

MSR3020 (V5F&) ECE:

HECE BRI

[MSR3020] interface GigabitEthernet0/0
[MSR3020-GigabitEthernet0/0] ip address 10.0.0.2 255.255.255.0
#BlfZloopback 01, 1RHUPIRIAILIHIZEE192.168.2.1

[MSR3020] interface LoopBack0

[MSR3020-LoopBack0] ip address 192.168.2.1 255.255.255.255



#ECEike peer

[MSR3020]ike peer MSR3620
[MSR3020-ike-peer-msr3620]pre-shared-key simple 123
[MSR3020-ike-peer-msr3620]remote-name MSR3620
[MSR3020-ike-peer-msr3620]local-name MSR3020
[MSR3020-ike-peer-msr3620]exchange-mode aggressive

# BliEIPsec £1R W tran1

[MSR30]ipsec transform-set tran1
[MSR3020-ipsec-transform-set-trani]esp authentication-algorithm sha
[MSR3020-ipsec-transform-set-tran1]esp encryption-algorithm des
#ELE IPSECHISIELR

[MSR3020]ipsec policy-template temp1 10
[MSR3020-ipsec-policy-template-temp1-10]ike-peer MSR3620
[MSR3020-ipsec-policy-template-temp1-10]transform-set tran1
#IECEIPSECTRER, VAFIRERIRIR

[MSR3020]ipsec policy map1 10 isakmp template temp1
#ERRE O A FIPSECHKRES

[MSR3020] interface GigabitEthernet0/0
[MSR3020-GigabitEthernet0/0] ipsec policy map1

# QBRI BERFS. BERRSEE.
[MSR3020] local-user vpdnuser
[MSR3020-luser-vpdnuser] password simple Hello
[MSR3020-luser-vpdnuser] service-type ppp
[MSR3020-luser-vpdnuser] quit

# ECEEIERIZO Virtual- Template HIEXEE.
[MSR3020] interface virtual-template 1
[MSR3020-virtual-template1] ip address 100.0.0.1 255.255.255.0
[MSR3020-virtual-template1] remote address pool 1
[MSR3020-virtual-template1] ppp authentication-mode pap
[MSR3020-virtual-template1] quit

# 3VPN R R A A8IE

[MSR3020] domain system

[MSR3020-isp-system] authentication ppp local
[MSR3020-isp-system] ip pool 1 100.0.0.2 100.0.0.100
[MSR3020-isp-system] quit

#ECEL2TP BRERALAC, FEBHEINIE, TAEES/9aabboe
[MSR3020] I2tp enable

[MSR3020] I2tp-group 1

[MSR3020-12tp1] tunnel name LNS

[MSR3020-I2tp1] allow I2tp virtual-template 1 remote LAC
[MSR3020-12tp1] tunnel authentication

[MSR3020-I2tp1] tunnel password simple aabbcc
[MSR3020-12tp1] quit

# ECERAMERE, V5EVPNEFAHRSCSEILTPRRERR .
[MSR3020] ip route-static 192.168.1.1 24 virtual-template 1



BCE&ER:
i AFENIPSecZ f5, EMSR3620 L{#MHdisplay ike saflldisplay ipsec sa, AJLABERIT:

display ike sa
Connection-ID Remote Flag DOI
21 10.0.0.2 RD IPSEC
Flags:

RD--READY RL--REPLACED FD-FADING

display ipsec sa

Interface: GigabitEthernet0/0

IPsec policy: map1
Sequence number: 10
Mode: isakmp
Tunnel id: 0
Encapsulation mode: tunnel
Perfect forward secrecy:
Path MTU: 1443
Tunnel:
local address: 10.0.0.1
remote address: 10.0.0.2
Flow:
sour addr: 10.0.0.1/255.255.255.255 port: 0 protocol: ip

dest addr: 10.0.0.2/255.255.255.255 port: 0 protocol: ip

[Inbound ESP SAs]
SPI: 798983257 (0x2f9f8459)
Transform set: ESP-ENCRYPT-DES-CBC ESP-AUTH-SHA1
SA duration (kilobytes/sec): 1843200/3600
SA remaining duration (kilobytes/sec): 1843092/2983
Max received sequence-number: 263
Anti-replay check enable: Y
Anti-replay window size: 64
UDP encapsulation used for NAT traversal: N

Status: active

[Outbound ESP SAs]
SPI: 3016720000 (0xb3cf7e80)
Transform set: ESP-ENCRYPT-DES-CBC ESP-AUTH-SHA1
SA duration (kilobytes/sec): 1843200/3600
SA remaining duration (kilobytes/sec): 1843092/2983

Max sent sequence-number: 254



UDP encapsulation used for NAT traversal: N
Status: active
i REETL2TPZfS, TEMSR3620_H{&Fdisplay I2tp tuunelffldisplay I2tp session, BILABZEINT
display 12tp tunnel
LocalTID RemoteTID State Sessions RemoteAddress RemotePort RemoteName
41386 1 Established 1 10.0.0.2 1701 MSR30
display 12tp session
LocalSID RemoteSID LocalTID State

1350 16363 41386 Established

1. AEEERL2TP OVER IPSEC, HUtIPSECEERaclEILAL2TPEIEEHISURE AL,
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