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IPHEnERNK) : BRERRSE TEXPC{ERloopback IE

R SMEOIP | IRIAIP | TunneldIP Loopback ip
MSR5660 | 10.0.0.1/24 | 1.1.1.1/24 | 192.168.1.1/24 | 1.1.1.1/32
MSR3620 | 20.0.0.1/24 | 2.2.2.2/24 | 192.168.1.2/24 | 2.2.2.2/32
MSR3020 | 30.0.0.1/24 | 3.3.3.3/24 | 192.168.1.3/24 | 3.3.3.3/32
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1. MSR5660_LEEEAMIAIERRE. JIvam client FREHAIE

#

domain abc

authentication advpn local

#

#

local-user hub class network

password cipher $c$3$E94XBBjAX2uaXnYWL1/Pa4n//W1DpQ==
service-type advpn

authorization-attribute user-role network-operator

#

local-user spoke1 class network

password cipher $c$3$AjgXdiz0AapEEfPOhSDGOPPYBLbaXA==
service-type advpn

authorization-attribute user-role network-operator

#

local-user spoke2 class network

password cipher $c$3$2sk1GhLNtPvmqPSTob81Mbnllta40Q==
service-type advpn

authorization-attribute user-role network-admin
authorization-attribute user-role network-operator

#

2. TEMSR5660_FEZEVAMseverS#), dvpniE4Zgabe id /g1

#

vam server advpn-domain abc id 1


https://zhiliao.h3c.com/questions/catesDis/39
https://zhiliao.h3c.com/User/other/219

pre-shared-key cipher $c$3$CXwDOAhMccuNG323gs8c/IcT7EIu0A==
authentication-method chap domain abc
server enable
hub-group 0
hub private-address 192.168.1.1
spoke private-address range 192.168.1.0 192.168.1.255
#
3. 7EMSR5660_LECEVAM client24, B SAEAhubi,
#
vam client name hub
advpn-domain abc
server primary ip-address 10.0.0.1
pre-shared-key cipher $c$3$bWrsWXMFR/aUYs7f404ktGLFogRVeg==
user hub password cipher $¢$3%$aVifVTH2c+z+1PYMAWKCMXEj/FERTA==
client enable
#
4, 7EMSR5660_LECEipsecZRMELE
#
ipsec transform-set 1
esp encryption-algorithm des-cbc
esp authentication-algorithm md5
#
ipsec profile 1 isakmp
transform-set 1
ike-profile 1
#
ike profile 1
keychain 1
#
ike keychain 1
pre-shared-key address 0.0.0.0 0.0.0.0 key cipher $c$3$tdTO/lod2V5nncno4Jl/xviWb3tS6g==
#
5. FEMSR5660_LECEdvpni%iE, RFudptRziitic, W& tiBRipsecReESE, FFBEXIVEhR
AREdvpniERA.
#
interface Tunnel1 mode advpn udp
ip address 192.168.1.1 255.255.255.0
ospf network-type p2mp
source GigabitEthernet2/0/0
tunnel protection ipsec profile 1
vam client hub compatible advpn0
#
6. TEMSR5660_EEEOSPF, #tunnel OFIAMIEO S Siftospf,
#
ospf 1
area 0.0.0.0
network 1.1.1.0 0.0.0.255
network 192.168.1.1 0.0.0.0
#

MSR3620HIEL B

1. FEMSR3620_ECEVAM client, BE{Espokeli
#
vam client name spoke1
advpn-domain abc
server primary ip-address 10.0.0.1
pre-shared-key cipher $c$3$dAX5ZBSKxvIMfkirBjebMox17un3Nw==
user spoke1 password cipher $c$3$tpAUDOX7rQbXGMm+WzzBVgidvYuKUQ==
client enable
#
2. TEMSR3620_LEtEipsec TEHELE
#
ipsec transform-set 1



esp encryption-algorithm des-cbc
esp authentication-algorithm md5
#
ipsec profile 1 isakmp
transform-set 1
ike-profile 1
#
ike profile 1
keychain 1
#
ike keychain 1
pre-shared-key address 0.0.0.0 0.0.0.0 key cipher $c$3$tAelgpta/gvntiZEeqOIlIrFXw5nqug==
#
3. 7TEMSR3620 LECEHdvpnk¥iE, RFudpist&sl, FHRzEEO EIAMipseckStESR
#
interface Tunnel1 mode advpn udp
ip address 192.168.1.2 255.255.255.0
ospf network-type p2mp
source GigabitEthernet0/0
tunnel protection ipsec profile 1
vam client spoke1

#
4, 7EMSR3620_EFREEBOSPF, tunnel OFIAMELO S Siftospf,
#
ospf 1
area 0.0.0.0

network 2.2.2.0 0.0.0.255
network 192.168.1.2 0.0.0.0

#
MSR3020EE ST

1. EMSR3620_FEEVAM client, BEE{ESIspokeit
#

vam client name spoke2

client enable

server primary ip-address 10.0.0.1

user spoke2 password cipher $¢$3$JrAPoBzo8JMktfhDYpGyCyBck8LYTA==
vpn abc

pre-shared-key cipher $c$3$jC71x9gaoRob0xNinoC7qwXeVNsZdQ==
#

2, fEMSR3020_tAcEipsecREHESE

#

ike peer 1

pre-shared-key cipher $c$3$xAx7reyenG3PFLISq5akSY+hZ9UxVQ==
#

ipsec transform-set 1

encapsulation-mode tunnel

transform esp

esp authentication-algorithm md5

esp encryption-algorithm des
#

ipsec profile 1

ike-peer 1

transform-set 1
#

3. TEMSR3020 LEeEdvpni¥iE, RAudpiisEitsl, FEmEREO FEMipsecStESR

#
interface Tunnell

ip address 192.168.1.3 255.255.255.0

tunnel-protocol dvpn udp

source GigabitEthernet0/0

ospf network-type p2mp

ipsec profile 1

vam client spoke2



4, fEMSR3020_EECEOSPF, Htunnel DFIRMIEOE Siftospf.
#
ospf 1
area 0.0.0.0
network 192.168.1.3 0.0.0.0
network 3.3.3.0 0.0.0.255
#

—.  EEWIE
1. TEVAM sever (MSR5660) _E&FHvam clientfSiEMER. FrahubimflspokelmEB G L.,
display vam server address-map
ADVPN domain name: abc
Total private address mappings: 3
Group  Private address Public address Type NAT Holding time
0 192.168.1.1  10.0.0.1 Hub No OH 17M 49S
0 192.168.1.2  20.0.0.1 Spoke No OH 11M 38S
0 192.168.1.3  30.0.0.1 Spoke No OH 29M 8S

2. fEhubi (MSR5660) L&EZEdvpn £iEIRE. StateRriZgsuccess,
display advpn session verbose
Interface : Tunnell
Client name - hub
ADVPN domain name : abc
Link protocol  : IPsec-UDP
Number of sessions: 2
Private address: 192.168.1.2
Public address : 20.0.0.1
ADVPN port  : 18001
SA's SPI:
inbound: 1736220816 (0x677ca090) [ESP]
outbound: 871375101 (0x33f020fd) [ESP]
Behind NAT  :No
Session type : Hub-Spoke
State : Success
Holding time : 0H 7M 53S
Input : 68 packets, 65 data packets, 3 control packets
27 multicasts, 0 errors
Output: 74 packets, 71 data packets, 2 control packets
35 multicasts, 1 errors

Private address: 192.168.1.3
Public address : 30.0.0.1
ADVPN port  : 4571
SA's SPI:
inbound: 2877476916 (0xab82d034) [ESP]
outbound: 1028202610 (0x3d492072) [ESP]
Behind NAT  :No
Session type : Hub-Spoke
State : Success
Holding time : OH 8M 26S
Input : 53 packets, 52 data packets, 1 control packets
19 multicasts, 0 errors
Output: 60 packets, 59 data packets, 1 control packets
38 multicasts, 0 errors
3. fEvam clienilz (MSR3620) EEvamiEAPAZS, current statei/iZJONLINE
display vam client fsm
Client name  : spoket
Status : Enabled
ADVPN domain name: abc
Primary server: 10.0.0.1
Private address: 192.168.1.2
Interface  : Tunnell
Current state : ONLINE (active)



Client type : Spoke

Holding time :0H 1M 318
Encryption-algorithm : AES-CBC-256
Authentication-algorithm: HMAC-SHA1
Keepalive : 180 seconds, 3 times
Hub number 1

4, fEvam clienii (MSR3620) &H&Edvpn 21, stateiliZISuccess
display advpn session verbose
Interface : Tunnell
Client name : spokel
ADVPN domain name : abc
Link protocol  : IPsec-UDP
Number of sessions: 1

Private address: 192.168.1.1

Public address : 10.0.0.1

ADVPN port  : 18001

SA's SPI:

inbound: 1389802046 (0x52d6b23e) [ESP]
outbound: 3204125641 (0Oxbefb13c9) [ESP]

Behind NAT  :No

Session type : Spoke-Hub

State : Success

Holding time :0H 1M 33S

Input : 22 packets, 20 data packets, 2 control packets

6 multicasts, 0 errors
Output: 19 packets, 17 data packets, 2 control packets
5 multicasts, 0 errors

5. fEvam clienifs (MSR3020) E&HvamiEAHAZ, current statefiZJONLINE
dis vam client fsm

Client name: spoke2

VPN name: abc

Interface: Tunnell

Resend interval(seconds): 5

Client type: Spoke

Username: spoke2

Primary server: 10.0.0.1
Current state: ONLINE
Holding time: 0h 31m 33s
Encryption-algorithm: ~ AES-256
Authentication-algorithm: SHA1
6. fEvam clienifs (MSR3020) &&dvpn £iF, stateffiZ/ISuccess
display dvpn session all
Interface: Tunnell VPN name: abc Total number: 1

Private IP:  192.168.1.1
Public IP: ~ 10.0.0.1
Session type: Spoke-Hub
State: SUCCESS
Holding time: Oh 10m 36s
Input: 64 packets, 63 data packets, 1 control packets
42 multicasts, 0 errors
Output: 57 packets, 56 data packets, 1 control packets
23 multicasts, 0 errors
7. EEMEH. HubimFIREMspokeihERREEIB
ping -a 1.1.1.12.2.2.2
Ping 2.2.2.2 (2.2.2.2) from 1.1.1.1: 56 data bytes, press CTRL_C to break
56 bytes from 2.2.2.2: icmp_seq=0 ttl=255 time=0.918 ms
56 bytes from 2.2.2.2: icmp_seq=1 ttl=255 time=0.707 ms
56 bytes from 2.2.2.2: icmp_seq=2 ttl=255 time=0.695 ms
56 bytes from 2.2.2.2: icmp_seq=3 ttl=255 time=1.354 ms



56 bytes from 2.2.2.2: icmp_seq=4 ttl=255 time=0.740 ms

ping -a 1.1.1.1 3.3.3.3

Ping 3.3.3.3 (3.3.3.3) from 1.1.1.1: 56 data bytes, press CTRL_C to break
56 bytes from 3.3.3.3: icmp_seq=0 ttl=255 time=1.347 ms

56 bytes from 3.3.3.3: icmp_seq=1 ttl=255 time=1.280 ms

56 bytes from 3.3.3.3: icmp_seq=2 ttl=255 time=1.233 ms

56 bytes from 3.3.3.3: icmp_seq=3 ttl=255 time=1.233 ms

56 bytes from 3.3.3.3: icmp_seq=4 ttl=255 time=6.516 ms

1. V5FOV7S3ZDVPN, V7ig#&atunnel 0 EFEFEAmHSvam client xxx compatible advpn0FFig
FAER., BUSHIMVAMBETM L, ERdvpnRiEtHEAERNER.

2. WNERRFIhub-spokefEtd, tunneliE LB EosplMLEEEIHP2MP,

3. FiEipsecREELEMT, FHEEIEIANIRIEIE, BAFRERERCETR.
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