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1: MSR3620 £EEE (RAEEIRAZ)

acl number 3010

rule 0 permit ip source 1.1.1.1 0 destination 2.2.2.2 0

ipsec transform-set 3620

esp encryption-algorithm 3des-cbc

esp authentication-algorithm md5

ipsec policy-template 1 1 INEREATMEFIERR TS, AFRipsecEFaRtR TR To I £ SZRY
transform-set 3620

security acl 3010

ike-profile 3620

#

ipsec policy 1 1 isakmp template 1

ike identity fqdn 3620 1FRBARER R FARIR
ike profile 3620

keychain 3620

exchange-mode aggressive

local-identity fqdn 3620

match remote identity fqdn 3020  /AEXTIHATFRIR
proposal 3620

ike proposal 3620

encryption-algorithm 3des-cbc

dh group2

authentication-algorithm md5

#

ike keychain 1

#

ike keychain 3620

pre-shared-key hostname 3020 key simple 123

#

interface GigabitEthernet0/0

ipsec apply policy 1

B :

<MSR3620>display version

H3C Comware Software, Version 7.1.042, Release 0007P03

Copyright (c) 2004-2013 Hangzhou H3C Tech. Co., Ltd. All rights reserved.

H3C MSR36-20 uptime is 0 weeks, 1 day, 10 hours, 22 minutes

Last reboot reason : User reboot

Boot image: cfa0:/msr36-cmw?710-boot-r0007p03.bin

Boot image version: 7.1.042P06, Release 0007P03
Compiled Sep 17 2013 11:45:32

System image: cfa0:/msr36-cmw?710-system-r0007p03.bin

System image version: 7.1.042, Release 0007P03
Compiled Sep 17 2013 11:46:05

Feature image(s) list:


https://zhiliao.h3c.com/User/other/372

cfa0:/msr36-cmw710-security-r0007p03.bin, version: 7.1.042
Compiled Sep 17 2013 11:46:57

cfa0:/msr36-cmw710-voice-r0007p03.bin, version: 7.1.042
Compiled Sep 17 2013 11:46:57

cfa0:/msr36-cmw710-data-r0007p03.bin, version: 7.1.042
Compiled Sep 17 2013 11:47:00

2: MSR3020 FEFeE: (FICG2000CHEH)
acl number 3010

rule 0 permit ip source 2.2.2.2 0 destination 1.1.1.1 0
ipsec transform-set 3020

encapsulation-mode tunnel

transform esp

esp authentication-algorithm md5

esp encryption-algorithm 3des
#
ipsec policy 3020 10 isakmp

security acl 3010

ike-peer 3020

transform-set 3020

ike peer 3020
exchange-mode aggressive
pre-shared-key simple 123
id-type name
remote-name 3620
remote-address 10.153.42.93
local-name 3020

nat traversal
interface Ethernet0/0
ipsec policy 3020

<H3Cx>dis ver

H3C Comware Platform Software

Comware Software, Version 5.20, ESS 2318

Copyright (c) 2004-2013 Hangzhou H3C Tech. Co., Ltd. All rights reserved.
H3C ICG2000C uptime is 0 week, 1 day, 9 hours, 27 minutes

Last reboot 2007/01/01 08:00:38

System returned to ROM By <Reboot> Command.

—, WidEER:
1. MSR3020 I :
<H3Cs>reset ike sa
<H3C>reset ipsec sa
<H3C>ping -a2.2.2.21.1.1.1
PING 1.1.1.1: 56 data bytes, press CTRL_C to break
Request time out
Reply from 1.1.1.1: bytes=56 Sequence=1 ttl=255 time=3 ms
Reply from 1.1.1.1: bytes=56 Sequence=2 ttl=255 time=3 ms
Reply from 1.1.1.1: bytes=56 Sequence=3 ttl=255 time=2 ms
Reply from 1.1.1.1: bytes=56 Sequence=4 ttl=255 time=3 ms

---1.1.1.1 ping statistics ---
5 packet(s) transmitted
4 packet(s) received
20.00% packet loss
round-trip min/avg/max = 2/2/3 ms

<H3Cx>dis ike sa
total phase-1 SAs: 1
connection-id peer flag phase doi

140 10.153.42.93 RD|ST 1 IPSEC
141 10.153.42.93 RDIST 2 IPSEC



flag meaning
RD--READY ST--STAYALIVE RL--REPLACED FD--FADING TO--TIMEOUT RK--REKEY
<H3Cx>dis ipsec sa

Interface: Ethernet0/0
path MTU: 1500

IPsec policy name: "3020"
sequence number: 10
acl version: ACL4
mode: isakmp
PFS: N, DH group: none
tunnel:
local address: 10.153.42.73
remote address: 10.153.42.93
flow:
sour addr: 2.2.2.2/255.255.255.255 port: 0 protocol: IP
dest addr: 1.1.1.1/255.255.255.255 port: 0 protocol: IP

[inbound ESP SAs]
spi: 0x72A987D8(1923712984)
transform: ESP-ENCRYPT-3DES ESP-AUTH-MD5
in use setting: Tunnel
connection id: 11
sa duration (kilobytes/sec): 1843200/3600
sa remaining duration (kilobytes/sec): 1843199/3589
anti-replay detection: Enabled
anti-replay window size(counter based): 32
udp encapsulation used for nat traversal: N

[outbound ESP SAs]
spi: 0X5E5BA19(98941465)
transform: ESP-ENCRYPT-3DES ESP-AUTH-MD5
in use setting: Tunnel
connection id: 12
sa duration (kilobytes/sec): 1843200/3600
sa remaining duration (kilobytes/sec): 1843199/3589
anti-replay detection: Enabled
anti-replay window size(counter based): 32
udp encapsulation used for nat traversal: N
<H3C>
2.MSR3620 I
<MSR3620>dis ike sa

Connection-ID Remote Flag DOI
21 10.153.42.73 RD IPSEC
Flags:

RD--READY RL--REPLACED FD-FADING

<MSR3620>ping -a 1.1.1.1 2.2.2.2

Ping 2.2.2.2 (2.2.2.2) from 1.1.1.1: 56 data bytes, press escape sequence to break
56 bytes from 2.2.2.2: icmp_seq=0 ttl=255 time=1.856 ms

56 bytes from 2.2.2.2: icmp_seq=1 ttl=255 time=1.803 ms

56 bytes from 2.2.2.2: icmp_seq=2 ttl=255 time=2.241 ms

56 bytes from 2.2.2.2: icmp_seq=3 ttl=255 time=1.665 ms

56 bytes from 2.2.2.2: icmp_seq=4 ttl=255 time=1.707 ms

--- Ping statistics for 2.2.2.2 ---

5 packet(s) transmitted, 5 packet(s) received, 0.0% packet loss
round-trip min/avg/max/std-dev = 1.665/1.854/2.241/0.205 ms
<MSR3620>dis ipse sa



Interface: GigabitEthernet0/0

IPsec policy: 1
Sequence number: 1
Mode: template
Tunnel id: 0
Encapsulation mode: tunnel
Perfect forward secrecy:
Path MTU: 1443
Tunnel:
local address: 10.153.42.93
remote address: 10.153.42.73
Flow:
sour addr: 1.1.1.1/255.255.255.255 port: 0 protocol: ip
dest addr: 2.2.2.2/255.255.255.255 port: 0 protocol: ip

[Inbound ESP SAs]
SPI: 98941465 (0x05e5ba19)
Transform set: ESP-ENCRYPT-3DES-CBC ESP-AUTH-MD5
SA duration (kilobytes/sec): 1843200/3600
SA remaining duration (kilobytes/sec): 1843199/3517
Max received sequence-number: 9
Anti-replay check enable: Y
Anti-replay window size: 64
UDP encapsulation used for nat traversal: N
Status: active

[Outbound ESP SAs]
SPI: 1923712984 (0x722987d8)
Transform set: ESP-ENCRYPT-3DES-CBC ESP-AUTH-MD5
SA duration (kilobytes/sec): 1843200/3600
SA remaining duration (kilobytes/sec): 1843199/3517
Max sent sequence-number: 9
UDP encapsulation used for nat traversal: N
Status: active
MIKEER2: LMl eaciEie, REEIEEREIERN, ZSHIERESENERT, AT R
KBERIRIP, B ESEARERIIACLIZE
[MSR3620]ipsec policy-template 1 1
[MSR3620-ipsec-policy-template-1-1]Jundo security acl
[MSR3620-ipsec-policy-template-1-1]dis this
#
ipsec policy-template 1 1
transform-set 3620
ike-profile 3620
#
return
[MSR3620-ipsec-policy-template-1-1]qu
[MSR3620]qu
<MSR3620>reset ike sa
<MSR3620>reset ipsec sa
MSR3020:
<H3C> reset ike sa
<H3C>reset ipsec sa
<H3C>ping -a2.2.2.2 1.1.1.1
PING 1.1.1.1: 56 data bytes, press CTRL_C to break
Request time out
Reply from 1.1.1.1: bytes=56 Sequence=1 ttl=255 time=2 ms
Reply from 1.1.1.1: bytes=56 Sequence=2 ttl=255 time=2 ms
Reply from 1.1.1.1: bytes=56 Sequence=3 ttl=255 time=3 ms
Reply from 1.1.1.1: bytes=56 Sequence=4 ttl=255 time=3 ms



---1.1.1.1 ping statistics ---
5 packet(s) transmitted
4 packet(s) received
20.00% packet loss

1. V5 REMRBEREXIBBREGEIER T, V7 REMLREREMGN, ARIPseciAmRg
s, MRBERIAE, HLBEX BRI,

2. TEV5IRBMVSIRSMEFRERN, FTLIARERANAGEZ, BRV7RIREHTEipsec policy
RICAEIPHEIE, IEXRE FARIER.

ipsec policy 3620 10 isakmp

transform-set 3620

security acl 3010

local-address 10.153.42.93

remote-address 3020

ike-profile 3620

3. HRRMIZ actElE, WREEREILERN, ZSHEREENER ~, BT 3FREER
P, B ES R ARIRIIACLIRE.
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