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authentication-mode scheme
user-role network-admin
user-role network-operator

protocol inbound ssh

domain default enable dji.com

role default-role enable

domain dji.com

authentication login hwtacacs-scheme dji.com

authorization login hwtacacs-scheme dji.com

accounting login hwtacacs-scheme dji.com

hwtacacs scheme dji.com primary authentication 10.10.1.195

primary authorization 10.10.1.195

primary accounting 10.10.1.195 key authentication cipher $c$3$8FWvi1 AEOTP+DNy3/iqs7K48i9Wz
Q6ipBg==

key authorization cipher $c$3$7x0J91M/Cu/WX/hn3/WznfkfVU4GKu1zyQ==
key accounting cipher $c$3$Rw9gTyrrm/MrHjP6QnEskvTlygColtkgBQ==
user-name-format without-domain

nas-ip 10.61.244.13
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*Jul 3 09:35:00:186 2018 H3C TACACS/7/EVENT: PAM_TACACS: Dispatching request, Primitive: a
uthentication.

*Jul 3 09:35:00:186 2018 H3C TACACS/7/EVENT: PAM_TACACS: Creating request data, data type:
START

*Jul 3 09:35:00:187 2018 H3C TACACS/7/EVENT: PAM_TACACS: Session successfully created.
*Jul 309:35:00:187 2018 H3C TACACS/7/EVENT: PAM_TACACS: Getting available server, server-i
p=10.10.1.195, server-port=49, VPN instance=--(public).

*Jul 309:35:00:188 2018 H3C TACACS/7/EVENT: PAM_TACACS: Connecting to server...

*Jul 309:35:05:633 2018 H3C TACACS/7/EVENT: PAM_TACACS: Connection timed out.

%Jul 3 09:35:05:635 2018 H3C SSHS/6/SSHS_LOG: Authentication failed for user rui.chen from 10.
61.130.1 port 52841 because of invalid username or wrong password.

*Jul 309:35:05:634 2018 H3C TACACS/7/ERROR: PAM_TACACS: Failed to get available server.
*Jul 3 09:35:05:634 2018 H3C TACACS/7/EVENT: PAM_TACACS: Reply message successfully sen
t.

*Jul 3 09:35:05:635 2018 H3C TACACS/7/EVENT: PAM_TACACS: Processed authentication reply
message, resultCode: 5.

*Jul 3 09:35:05:636 2018 H3C TACACS/7/EVENT: PAM_TACACS: Set status of server to block suc
cessfully. serverlP: 10.10.1.195, serverPort: 49.
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https://zhiliao.h3c.com/questions/catesDis/124
https://zhiliao.h3c.com/questions/catesDis/135
https://zhiliao.h3c.com/User/other/22897
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