(1 V7BAKIEFNERIACS SLHradiustAIE
AAA  Z=fB 2018-09-17 k%

BRI Rz iER

ACSHhRA 5.3

EELR

b &IPS =l

#

radius scheme radius

primary authentication xx.xx.xx.xx

primary accounting XX.XX.XX.XX

key authentication cipher $c$3$kd0dGV7u/GaWnACIib940/kGLgJdmbCbeg==
key accounting cipher $c$3$YzwlejGtggKC1vIOcyH2ePj+aehv5Tkx7Q==
user-name-format without-domain

#

domain radius

authentication login radius-scheme radius local

authorization login radius-scheme radius local

accounting login none

#
domain default enable radius
#
ACSHRFSEEMIftE :
System Administration>Configuration>Dictionaries>Protocols>RADIUS>RADIUS VSATIE FEEIEh
3c.
jon > D > RADIUS > RADIUS VSA
Fier: - Match if - [co] *
[ Vendor +  Vendor ID Description
1 Ascend 529
= System Administration ity 0
2 [l Cisco Airespace 14179
] Cisco Aironet 5842
] Cisco BBSM 5263
] Cisco VPN 3000/ASAPIX 7x 3076
1 Cisco VPN 5000 265
hdc 25506
—
hillstone 28557
Juniper 2635
] Microsoh 31
[]  Horel (Bay) 1584
£ BedCreek 1958
] US Rabotics 429

Vendor ID925506,

2 Name: h3c
Description:
» Vendor ID: 25506
Attribute Prefix:
» Use Advanced Vendor Options
o= BEFH

System Administration>Configuration>Dictionaries>Protocols>RADIUS>RADIUS VSA>h3c FEEN
JBiEUser-Roles


https://zhiliao.h3c.com/questions/catesDis/245
https://zhiliao.h3c.com/User/other/547
Javascript:doInlineEdit('VendorSpecificAttributeLPActionForm','1000011');

Filter: = Match i - 'Sc ot

1 Awibute < 1D Type Direction Multiple Allawed
B fwPair 210 String BOTH false
£ UserRoles 156 String BOTH false

System Administration

IDA9155, TypeIString:

General
< Attribute:  Mser-Roles

Description:
RADIUS Configuration
% Vendor Attribute ID: A
Direction: W
Muttiple Allowed: False ~

Include attribute in log
Attribute Type
Attribute Type: String -

Attribute Configuration
Add Policy Condition

Policy Condition Display Name: |
o= LETH

Network Resources>Network Devices and AAA ClientsiiIMi&%s :
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Duscripion:
 Wentity Group: Al Grougs

Accoun Disabla
1] Disable Account # Date Excesds: 201880v13  WlyyyyMmmdd)

Policy Elements>Authorization and Permissions>Network Access>Authorization Profilesi&ii— Prof
ile



Filter: = Match if: - E b d
Name ~  Description
[ Permit Access

Policy Elements

Name

| General | Common Tasks | RADIUS Attributes |
= Name: |h3-::—rde| |

Description:

= LEFR

AttributesiZiE 2 BitlZAIUser-Roles :

General | Common Tasks | RADIUS Antributes |

Common Tasks Attributas
Attribute Type Value

[ Addn |[ Edtv |[Replace || Delete |

Dictionary Type: RADIUS-h3c -
@ RADIUS Attribute:  User-Roles | Select |
o Attribute Type: Sllm
Attribute Value: Static -
= G — -
o= ERFR

shell:roles=network-admin
Access Policies>Access Services>Default Network Access>Authorization, Policy FEIEII— M rule

= [Cloar Fiter | [Ga] »

Conditicns Results
e e N Time And Date Aborizaton Profles oot
ErEs

feZlocation, Profilei&iZ 2 gitliEAIh3c-role,
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General
Name: Rule-1 Status: Enabled -0 I

The Customize button in the lower right area of the policy rules screen controls which policy
conditions and results are available here for use in policy rules.

Conditions.
7] NDG:Location: in ~ All Locations

[ Time And Date: -~ANY-

Resiilts
Authorization Profiles:

You may select multiple authonzation profiles. Aftributes
defined in multiple profiles will use the value from the first
profile defined.
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Save Changes
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