(i HSmAMSR3620FiAEAWindows =ikt A\L2TP VPNIMEZIGZEf)

L2TP VPN Fhg%s® 2018-09-24 K3

LELEYSEL

8 HIMSR3620, ECEL2TP VPN, {HAWindowsE 2 Fimik\,
[EIRRHEIA

fERAWindows BFEFImR NIIIRSE, FoiEEVPNESE,

1 MBEEFIRENESHVPNESEMHIL2TP VPNIREL2TP over IPsec, EAWindowsZFiHERIA
EL2TP over IPsec, HIEREEMARIL2TP VPN, EEEMWindowsiFAFEEE Psec,

B Win+R¥EEHEITFIETT, Hilregedit; {OREF
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\RasMan\Parameters, ##EDWOR
D{E, BFRJAIProhibitipSec, {BJ91; EFBENITEN, PsecHitINER. Rk, WRAEEAIPsec
. ERIERIDWORDEMIFR, ESTHEHEPA,

[ ———— N

I| S REE) SBV) WESEE) FEEH)

bl Pached || 28 wm ]
= (EFES)
48 DWORD (32 0 0x00000000 (0)

HiBEF o
FrohibitIpSec

AhiEdE o Eiir

1 @ -7 00
Sk y::su)]

RSP

. RasMan

| RasPppoc_|

| RasSstp

. rdbss

rdpbus

RDPCDD

. RDPDD

. RDPDR

. RDPENCD _
< m | b

T EFI\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\services\RasAcd\Parameters

LR R e R R |

23N EL2TP over IPsec, MHEAWIndowsHIIKESIPsecl RS F RS, BUTEESE &i2IPsec
g, EEFEERINodeZRiIRIEAL2TP over IPsecZ [BiXFAMRSZS S ETNEH,
EWin+RYBSEITFHET, BiAservices.msc, KEITEFE MRS,

=2 b7 wE EEEEE BEs
£51KE and AuthlP IPsec Keying Modu... IKEEXT B Internet ZAZHA(IKEFISHIT Intern... =5 FinFEs
£ TmbDisk Virtual Disk Driver Helner Helner service for TmDisk Virtual Disk Nriver. PE= 53 EHaEE
=R o BE  mEdEn | ERA |
£ IPsec Policy Agent Internet HHNZRE(IPSec) = FFIBRAIFISSMEIE. & =B FIERE
CE KtmBem far Nistribited Tranca, inn  HHESERT b il MEMTEE: KT ZEzh =R

ARE, BENREKAE, RRRENA, BREEA, WTE.

:IKE and AuthlP IPsec Keying Modules SIS E) l = ]1

0 (23 [wE | #EEz
AR =Fn: IEEEXT

FRaakn: IKE and AuthTP IFzec Keying Modules
. FEENT IRSTEE Internet WiAzil (IKE)HN
e i AR TN e 1l
BT R TE:
C:'\Windowshsystem32hswehost. exe -k netswes
=TT -|
EA AR

BRE A (=4Il
|l B || #miEm || EEE® || BE® |
Y teahBENRRE AT B TSERTIE AR BEhEd -

BEhZE M)

[ #e | Ba || ERW |

3.Windows B FikBAARFIE B EASHIDESN. INRRENERENSMLZRELL, FE
ARVPNERZEN, ARRRTERRMESATHEZRFASHIESH. EZX/ RIPsechifltt


https://zhiliao.h3c.com/questions/catesDis/515
https://zhiliao.h3c.com/User/other/9049

=250, FEL2TPHIBHESS.

® g ensmEe x
ENEREER R EER rtual
|| v m@: =
il =
[Egj] v] ua
a [CamaEs | |
HHBNIE 0):
(E=hE dnR RS SR ) -]

FE%EEE_-'----.

LETE IKEwZ

©@ ERE SR ES (leE )
TR E):

O HIEPRTRREIE ©)
ISIEARS SEPRY “ B3R 0 AT Bl o)

4.Windows B EFimIKESIPseclILZ £IRINBE .
RWin+RESEFTFHEIT, BWAwf.msc, mEWindowsBh)iEmEit,

@ windons FRAIBEERA-
© PSRN RIS
G Fei SR A -

B vindows B

A

UL B0 535 i

Wumﬁm Internet thidgeit (esepfit WUl 2 BRNERTRIBGTMEIEY

B EaEsan
FEERAOG ER BRI

e e

4

W EREE Windows PR =8
HHE EER) EEY  EEH)
«= @ BEE
@ s s v [ Ty N+~
I ARy - | AN LERES Windows B &
Y SRR ‘ WiEE Tindows FRAIEA Tindors HRNEHFERS & S :
K EEEERl .
= em 5 B
2 . R
R AN R
@ Yindows PRAIGEEA.
© M SHNFIRA RS- i L
O FiFSANTIRLSEES - | W
LRERR B &
@ Vindows BRAIEEEMA H ==
© IS BN I SR - "
G st O SAE R
£ PR

I IPseciREEINR, REBENX.

(stmzze Windows [rkis - 2, B

=

| [ EmERE | TRmETE | AREEL | e BE |

IPzec BfAE

@E':J {fE e RTRUT2ERNG

IPSec HF

| N EA TPSec BREH 10N SICLE S TR
i @g‘l;', %E‘]E&o =
\ I TPSec %05 ITE®): [ @HAE) -
| IFSec [EEEHT

NSRS SN Trsee RESEENAS
|| ol EFERRSH
I
| © £W

O ERO BEX ).

I
I

[ we || BE Fifd () ﬁ

RRTENGERERM (IKE) SRR (IPsec) WENSR. FEIENREATAIGEEIES
HESNETEN, BRI EEREERETLL.




| BfEM IPsec IB2E @1

gﬁﬁ%ﬂi&%i%ﬂmﬂﬁs IPzec BEARERERUTEE

FEFRBHAEDRRT . BER oP0 il EREEmTERE-

AR (AR

O EHME g @

© BHW [(BEXO... |
HHBRIP OHREE )

) BHAME G L
SHARIERE

© FiAE ®
O WEYIHE A Kerberos V5 K)
) HEA, Kerberos ¥V5) (R)
7 [ A (Herberos VS (U
O akwm

% IPsec 3% 1 ==

[ w= | ma |

b

REZATREENEEY, AEREFNREKERSIRIL,

(oxzvss=mmass 3 |
TEHE
HER R TEERE . BRETER LTRSS MR-
FEHE C):
FE i ERRE R
SHA-1 AES-CEC 128 Diffie-Hellman Group 2 (EFA)
SHA-1 3DES Diffie-Hellman Group 2
BT EHRAR © \
15 TS ARIAT i) IBERTIRER ik Di £fi e-Hellman F3 TS558
R e RS
I 5 Windows Vista HESARE
P
4802
0
e |
i [ wm= |[ mE ||
|

REHERFEENEEN, ARRERABAFINREIPsecReRN (HFHRINIREN—REENZ
ESPINZ:, RIRENREHIETEMMME) .

S VEERAEE — - ) s |

—— e — PR — .

EEEEANERIHERMEE RIS -
[ EFERRERERRARE S EERNE @ -

smmm SEERRE
5 TSR BT L L atiR - I TS YA A LTS L B R R
o Sl * B R R T
HESENEE O SR T )
B R ARG B S W EEEERC
ESP SHA-1 &0/100, 000 ESP SHA-1 KES-CE. B0/100, 000
AH SHA-1 B0/100, 000 ESP SHA-1 3DES B0/100, 000

5.Windows BT Z it RSISERIER, FiRIPseckIRNEBNRFER, EigEMldebug i
ke allJLABEEIWindows RIS RAEIEEN IR, BIIRINAHEESZ, IPsec SAIHELN,




*Sep 16 14:54:30:194 2018 LNS IKE/7/PACKET: vrf = 0, src = 192.168.56.10, dst =
192.168.56.1/500
Encapsulation mode is Transport.
*Sep 16 14:54:30:194 2018 LNS IKE/7/PACKET: vrf = 0, src = 192.168.56.10, dst =
192.168.56.1/500
The proposal is unacceptable.
*Sep 16 14:54:30:194 2018 LNS IKE/7/ERROR:vrf = 0, src = 192.168.56.10, dst = 192.168.56.1/500
Failed to negotiate IPsec SA.
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*Sep 16 15:12:30:805 2018 LNS L2TPV2/7/ERROR:

Parsed Challenge-Response AVPtunnel password is wrong.

*Sep 16 15:12:30:805 2018 LNS L2TPV2/7/EVENT:

TunnellD=51450: Processed invalid SCCCN packet in Wait-connect state, sent StopCCN packet to t
he peer and deleted the local tunnel.
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*Sep 24 14:40:10:822 2018 LNS L2TPV2/7/EVENT:

TunnellD=22554: Processed invalid SCCCN packet in Wait-connect state, sent StopCCN packet to t
he peer and deleted the local tunnel.
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