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1. BEERE

ipsec policy-template 1 1
transform-set 1234 5

ike-profile 1

# IEhNRYECENHE

ipsec policy-template 1 10
transform-set 10

security acl 3501

ike-profile xiaosunzhuang

#

ipsec policy-template 1 20
transform-set 10

security acl 3502

ike-profile dasi

#

ipsec policy 1 1 isakmp template 1
#

12tp-group 1 mode Ins

allow [2tp virtual-template 1

undo tunnel authentication

tunnel name Ins

#

12tp enable

#

ike identity fqdn center

#

ike profile 1

keychain 1

match remote identity address 0.0.0.0 0.0.0.0
proposal 1

#

ike profile dasi

keychain dasi

exchange-mode aggressive
local-identity address 111.33.100.18
match remote identity fqdn dasi
proposal 10

#

ike profile xiaosunzhuang
keychain xiaosunzhuang
exchange-mode aggressive
local-identity address 111.33.100.18
match remote identity fqdn xiaosunzhuang
proposal 10

#

ike proposal 1
encryption-algorithm 3des-cbc

dh group2
authentication-algorithm md5


https://zhiliao.h3c.com/questions/catesDis/724
https://zhiliao.h3c.com/User/other/21503

#

ike proposal 10

encryption-algorithm 3des-cbc

dh group2

#

ike keychain 1

pre-shared-key address 0.0.0.0 0.0.0.0 key cipher $c$3$L/cA6KnS3tVQGOhuQjfUGtY+H+W1UAxw9
#

ike keychain dasi

pre-shared-key hostname dasi key cipher $¢$3$rO1mOi4cuiz6 YyHD6LFHbr+dwpwZTyfvs4Tx
#

ike keychain xiaosunzhuang

pre-shared-key hostname xiaosunzhuang key cipher $c$3$GofP6Rc+I+ZkROdlaEDGqvq10WM
O/PltyCFL

#

2, HpERtdebug ke alfSEIRR

*Sep 18 12:16:24:052 2018 JingWu IKE/7/ERROR: vrf = 0, local = 111.33.100.18, remote =
106.47.103.91/21227

Failed to find proposal 10 in profile 1.

*Sep 18 12:16:27:258 2018 JingWu IKE/7/ERROR: 2th byte of the structure ISAKMP
Identification Payload must be 0.

*Sep 18 12:16:27:258 2018 JingWu IKE/7/ERROR: vrf = 0, local = 111.33.100.18, remote =
106.47.103.91/21227

Failed to parse phase 1 packet. Reason INVALID_PAYLOAD_TYPE.

HaAIiFike proposal 1F110i8EES, ike profile 15ike profile 10, 20 localflremote thFRBAIA—HE
, FHike keychain 1092358123456, SFEHiHEEEE—0.

*Sep 18 12:16:23:981 2018 JingWu IKE/7/PACKET: vrf = 0, local = 111.33.100.18, remote =
106.47.103.91/21227

Encryption algorithm is 3DES-CBC.
*Sep 18 12:16:23:981 2018 JingWu IKE/7/PACKET: vrf = 0, local = 111.33.100.18, remote =
106.47.103.91/21227

Authentication method is Pre-shared key.
*Sep 18 12:16:23:981 2018 JingWu IKE/7/PACKET: vrf = 0, local = 111.33.100.18, remote =
106.47.103.91/21227

HASH algorithm is HMAC-SHA1.
*Sep 18 12:16:23:981 2018 JingWu IKE/7/PACKET: vrf = 0, local = 111.33.100.18, remote =
106.47.103.91/21227

DH group is 2.
FHUDEREHE—RIER T13MER, DERABRNEEAMN, X131 hiEELRRE EEX L
fsPproposal 10, FTLAMENFHImEAKENARAREK, BRI RBpeoposal 1, LIRSER
oI
DUAEEAINT #HERER/S, proposal 107ERIERMRILES, SERMEEHKike profilefl RIEBE T proposal
1, FIMTARECEE, ike profileshZkRproposal 1898 S/EIRE.
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