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ssh server acl 2097

#

acl basic 2097

description TELNET-SSH-control

rule 0 permit source 172.31.229.160 0.0.0.15
rule 10 permit source 172.31.230.0 0.0.0.255
rule 11 permit source 10.184.0.197 0

rule 20 permit source 100.100.100.2 0

rule 30 permit source 172.31.236.0 0.0.0.255
rule 999 deny
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https://zhiliao.h3c.com/questions/catesDis/405
https://zhiliao.h3c.com/questions/catesDis/728
https://zhiliao.h3c.com/User/other/19238

1. U TFlogEserveriisziFaiFlFzERssh-rsa,ssh-dss, ERifxziFHFIREecdsa-sha2-nistp256,ss
h-dss,ssh-rsa, R&ENFEERIIEssh-dss, tBFiREdsa, HFEW

*Sep 3 13:15:36:505 2018 GDSG-NCK-S7604X-2 SSHS/7/EVENT: -MDC=1; Kex strings(0): ecdh-s
ha2-nistp256,ecdh-sha2-nistp384,diffie-hellman-group-exchange-shat diffie-hellman-group14-shat,di
ffie-hellman-group1-shai

*Sep 3 13:15:36:505 2018 GDSG-NCK-S7604X-2 SSHS/7/EVENT: -MDC=1; Kex strings(1): ssh-rsa,
ssh-dss

*Sep 3 13:15:36:507 2018 GDSG-NCK-S7604X-2 SSHS/7/EVENT: -MDC=1; Peer proposal kex:
*Sep 3 13:15:36:507 2018 GDSG-NCK-S7604X-2 SSHS/7/EVENT: -MDC=1; Kex strings(0): diffie-
hellman-group-exchange-shat,diffie-hellman-group14-shat,diffie-hellman-group1-sha1l

*Sep 3 13:15:36:507 2018 GDSG-NCK-S7604X-2 SSHS/7/EVENT: -MDC=1; Kex strings(1): ecdsa-s
ha2-nistp256,ssh-dss,ssh-rsa

*Sep 3 13:15:36:512 2018 GDSG-NCK-S7604X-2 SSHS/7/EVENT: -MDC=1; Received SSH2_MSG
_KEX_DH_GEX_REQUEST.

*Sep 3 13:15:36:513 2018 GDSG-NCK-S7604X-2 SSHS/7/MESSAGE: -MDC=1; Prepare packet[31].
*Sep 3 13:15:36:530 2018 GDSG-NCK-S7604X-2 SSHS/7/EVENT: -MDC=1; Expecting packet type
32.

*Sep 3 13:15:36:530 2018 GDSG-NCK-S7604X-2 SSHS/7/MESSAGE: -MDC=1; Received packet ty
pe 32.

*Sep 3 13:15:36:556 2018 GDSG-NCK-S7604X-2 SSHS/7/ERROR: -MDC=1; Fatal error occurs: une

xpected internal error.

2, LA TFlogEserverin3ziFa7IREssh-rsa, FPinziFATIFTREecdsa-sha2-nistp256,ssh-dss,ss
h-rsa, REMNEERMREssh-rsa, BRI,

*Sep 3 13:13:45:501 2018 GDSG-NCK-S7604X-1 SSHS/7/EVENT: -MDC=1; My proposal kex:

*Sep 3 13:13:45:501 2018 GDSG-NCK-S7604X-1 SSHS/7/EVENT: -MDC=1; Kex strings(0): ecdh-s
ha2-nistp256,ecdh-sha2-nistp384,diffie-hell

an-group-exchange-sha1,diffie-hellman-group14-sha1 diffie-hellman-group1-shat

*Sep 3 13:13:45:501 2018 GDSG-NCK-S7604X-1 SSHS/7/EVENT: -MDC=1; Kex strings(1): ssh-rsa
*Sep 3 13:13:45:502 2018 GDSG-NCK-S7604X-1 SSHS/7/EVENT: -MDC=1; Peer proposal kex:
*Sep 3 13:13:45:502 2018 GDSG-NCK-S7604X-1 SSHS/7/EVENT: -MDC=1; Kex strings(0): diffie-
hellman-group-exchange-shat,diffie-hellman-group14-shat,diffie-hellman-group1-sha1l

*Sep 3 13:13:45:502 2018 GDSG-NCK-S7604X-1 SSHS/7/EVENT: -MDC=1; Kex strings(1): ecdsa-s
ha2-nistp256,ssh-dss,ssh-rsa
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1. dsafeEfEIR, MREFIHIIRSEEHIVdsaZBPBEENIE, RSeHTEZFinPadsalHEAR.,
EEERTITHES

SSHIXZFFEIAZTRAIAIMEDSA, ECDSASKRSAZSARY, AIFHEEZRAAMDSA, ECDSAZKRSAZSH
3, KFBEWERBOHEINBIEE N ZEHSSE T QPERE,

AERDSAZAME, ERMANZIHEHIKEYZNTF2048L015.

SSHARSEEE S i secp256r1F1secp384r125EUAIECDSAZRSART,

WNRARS BRI ERASFRIVAIRSAZSARY, MITERRSS 2RimHITSSHIRSS 2REX M S1TRT (BIEFSStel
net/SFTP/SCP/NETCONF over SSHiRSS 28, BCESSHAF. LUNEESSHIRSSIRIISIRINAS) |, 5
B — M EOABTRIAIBRSAZEERT,

BRIEITFFIPSIERAT, IRSERIHINGTIFECDSA, RSAZHAYY, EINIEAE4MAMAIDSAZEARS, B
SHBFINERM.

Bz PimERisLfEfdsa, thEBERSHBER I dsa, G TIEXMMENIRS SR Hrsa, LATEMEzEF
InfitocEfdsa, EERIKARsa,

*Sep 3 13:13:45:501 2018 GDSG-NCK-S7604X-1 SSHS/7/EVENT: -MDC=1; My proposal kex:

*Sep 3 13:13:45:501 2018 GDSG-NCK-S7604X-1 SSHS/7/EVENT: -MDC=1; Kex strings(0): ecdh-sha2-nist



p256,ecdh-sha2-nistp384,diffie-hellman-group-exchange-sha1,diffie-hellma-group14-shat diffie-hellman-gro
up1-shai

*Sep 3 13:13:45:501 2018 GDSG-NCK-S7604X-1 SSHS/7/EVENT: -MDC=1; Kex strings(1): ssh-rsa

*Sep 3 13:13:45:502 2018 GDSG-NCK-S7604X-1 SSHS/7/EVENT: -MDC=1; Peer proposal kex:

*Sep 3 13:13:45:502 2018 GDSG-NCK-S7604X-1 SSHS/7/EVENT: -MDC=1; Kex strings(0): diffie-hellman-
group-exchange-sha1,diffie-hellman-group14-sha1i,diffie-hellman-group1-sha1i

*Sep 3 13:13:45:502 2018 GDSG-NCK-S7604X-1 SSHS/7/EVENT: -MDC=1; Kex strings(1): ecdsa-sha2-ni
stp256,ssh-dss,ssh-rsa

{&%ssh2 algorithm public-key rsa dsa, {fi5cf#frsafg, REERIER
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