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1.1.1 REREAG (NEXHRIKACIRE)

(1) BEREMAEBACentral AC

#EZWBAC, EiELocal ACIEIRIZEREHCentral AC

<AC> system-view

[AC]wlan local-ac name localac1 model WX2540H

#RiRE ALocal ACHE, KfFERELocal AC, EiELocal ACKEMRIIIEFE ICentral AC
<AC> system-view

[AC]

[AC]undo wlan local-ac enable

This operation will delete AC hierarchy settings for the local AC. Continue? [Y/
NJ:y

[AC]wlan local-ac name localac1 model WX2540H

(2) WEREBE Local AC

#ZIBAC, fikELocal ACTIREIZE A ILocal AC

[AC]wlan local-ac enable

#FRIRE HCentral ACAE, MIBRFFBLocal ACEHR, fE#ELocal ACTHEEIRFAEEHLocal AC
[AC]undo wlan local-ac name localac1

[AC]wlan local-ac enable

1.1.2 FRISAPECE 14

# RN ASOERIEAPRIBCE X4, BEE X HaEAmap.ixt, FHEEEN A LIEZIACTHEN R L.
B EXHABIIEAI T :

system-view

interface GigabitEthernet1/0/1

port link-type trunk

port trunk permit vian all

interface GigabitEthernet1/0/2

port link-type trunk

port trunk permit vian all

1.1.3 BgE&Central AC

(1) EEEO

# BIEVLANT RESEO, FskSlocal ACEIEIREE.,


https://zhiliao.h3c.com/questions/catesDis/191
https://zhiliao.h3c.com/questions/catesDis/204
https://zhiliao.h3c.com/User/other/109

<Central AC> system-view
[Central AC] vlan 11
[Central AC-vlan11] quit
[Central AC] interface vlan-interface 11
[Central AC-Vlan-interface11] ip address 11.1.1.3 16
[Central AC-Vlan-interface11] quit
(2) EcECentral ACEIEfILocal AC
# BEEFR/93510n-18Local AC, FiFtALocal ACHIE.
[Central AC] wlan local-ac name 3510h-1 model WX3510H
# Fi&Local ACHIFSIE,
[Central AC-wlan-local-ac-3510h-1] serial-id 210235A1JNB166000078
[Central AC-wlan-local-ac-3510h-1] quit
() EBEXEEFHIIDOTIXIAIELRE

ECERADIUSHE
# BIEERADIUS 5 EimcHHH NEIE,
[Central AC] radius scheme imc
#18EEIANERADIUSHRSS28A0IPHBAES.1.1.231,
[Central AC-radius-imc] primary authentication 8.1.1.231
#1RETITZRRADIUSHRSS28AYIPHENES.1.1.231,
[Central AC-radius-imc] primary accounting 8.1.1.231
#IRERFSINIERADIUSRSS 2R3 EIR AT AIH = 255H7912345678.
[Central AC-radius-imc] key authentication simple 12345678
# IRERF T BERADIUSIRSS S BRI ATHIL=207912345678,
[Central AC-radius-imc] key accounting simple 12345678
#IRERIXERADIUSIRS BRI AFP B NMETIE,
[Central AC-radius-imc] user-name-format without-domain
# 18 B RIZRADIUSIR AT EFAYIRIPHEAES.183.1.61,
[Central AC-radius-imc] nas-ip 8.183.1.61
[Central AC-radius-imc] quit

ECEIANIES,
# QUM FHENEE.,
[Central AC] domain imc
# ADOTIXFAFBMEINEARARADIUSHE, HERAIMC,
[Central AC-isp-imc] authentication lan-access radius-scheme imc
# 7ADOTIXFF B BRI R NRADIUS R, HEENImC.
[Central AC-isp-imc] authorization lan-access radius-scheme imc
# ADOTIXFAF R EITESZRARADIUSHER, HEEAImC,
[Central AC-isp-imc] accounting lan-access radius-scheme imc
[Central AC-isp-imc] quit
(4) ECE802.1XGAIEAT
#ELEB02. 1 XIAMES T IEAP
[Central AC]dot1x authentication-method eap

(5) ECEDot1 xIRE R
#HEBTCE AR SS IR,

[Central AC]wlan service-template
1

[Central AC -wlan-st-1]ssid qucf-dot1x

#ECEDOT1XINIESMAICentral AC, HEKENAP

[Central AC -wlan-st-1]client-security authentication-location central-ac
[Central AC -wlan-st-1]client forwarding-location ap

#EERFIAEAT/802.1X, ISP gime, AKMIE/9802.1X, MIEEHHCCMP, LEIEARSN
[Central AC -wlan-st-1]akm mode dot1x

[Central AC -wlan-st-1]cipher-suite ccmp

[Central AC -wlan-st-1]security-ie rsn

[Central AC -wlan-st-1]client-security authentication-mode dot1x

[Central AC -wlan-st-1]dot1x domain imc

#HEREARSS AR

[Central AC -wlan-st-1]service-template enable



(6) ECEAPEIR

#QIEFTAP, BffNapl, EERFIS/9210235A1SVC15C000028,
[Central AC] wlan ap ap1 model WA5620i-ACN

[Central AC-wlan-ap-ap 1] serial-id 210235A1SVC15C000028
# IEEAPRIBECE .

[Central AC-wlan-ap-ap 1] map-configuration cfa0:/map.txt

# FBRRIVACIIRE,

[Central AC-wlan-ap-ap 1] control-address enable

# FrffgzELocal ACHIIPHBE,

[Central AC-wlan-ap-ap 1] control-address ip 11.1.1.104

# BFEIRSSIENR 1 4BERRadio 130,

[Central AC-wlan-ap-ap1] radio 1

[Central AC-wlan-ap-ap1-radio-1] radio enable

[Central AC-wlan-ap-ap1-radio-1] service-template 1 vian 20
[Central AC-wlan-ap-ap1-radio-1] quit

1.1.4 BgELocal AC

(1)  FFfSLocal ACIhEE

# FFiELocal ACIH&E,

<Local AC> system-view

[Local AC] wlan local-ac enable

# ¥g7ECentral ACHIIPHbALL,

[Local AC] wlan central-ac ip 11.1.1.3

#3185 Central ACEN EIEIBERIVLAN,

[Local AC] wlan local-ac capwap source-vlan 11

(2) EcEMbD

# FFISDHCPRRSS .

[Local AC] dhcp enable

# BCENIEE, AP ECIPHEIE,

[Local AC] dhcp server ip-pool ap

[Local AC-dhcp-pool-ap] gateway-list 12.0.0.1

[Local AC-dhcp-pool-ap] network 12.0.0.0 mask 255.255.0.0
# @iToption4IEITUEEACHELES9Central ACHBIE,

[Local AC-dhcp-pool-ap] option 43 hex 800700000100010101
[Local AC-dhcp-pool-ap] quit

# BB, A= Fino EeIPibit,

[Local AC] dhcp server ip-pool client

[Local AC-dhcp-pool-ap] gateway-list 20.0.0.1

[Local AC-dhcp-pool-ap] network 20.0.0.0 mask 255.255.0.0
[Local AC-dhcp-pool-ap] quit

(3 EEEO

# BIEVLANT1 R ESEO, Local ACIEIZItEN L4 ICentral AC,
Local AC] vlan 11

Local AC-vlan11] quit

Local AC-Vlan-interface11] ip address 11.1.1.104 255.255.0.0
Local AC-Vlan-interface11] quit

# BEEVLANT 2R ELi% M, RTFAPLEL,

Local AC] vlan 12

Local AC-vlan12] quit

Local AC] interface Vlan-interface12

Local AC-Vlan-interface12] ip address 12.0.0.1 255.255.0.0
Local AC-Vlan-interface12] dhcp server apply ip-pool ap

[
[
[Local AC] interface Vlan-interface11
[
[

[
[
[
[
[
[

Local AC-Vlan-interface12] quit

# BIBRVLAN20R EHEL, AT REEFin E4.

[Local AC] vlan 20

[Local AC-vlan20] quit

[Local AC] interface Vlan-interface20

[Local AC-Vlan-interface20] ip address 20.0.0.1 255.255.0.0
[Local AC-Vlan-interface20] dhcp server apply ip-pool client
[Local AC-Vlan-interface20] quit

Lo Tih=H
# #ECentral AC_EEJLAEEZILocal ACER/MIAZ, itBALocal ACE#ECentral AC_E%:,
[Central AC]display wlan local-ac name 3510h-1



Local AC Information
State : I =Idle, J =Join, JA = JoinAck, IL =ImagelLoad
C = Config, DC = DataCheck, R = Run
AC name ACID State Model Serial ID
3510h-1 1 R/M WX3510H 210235A1JNB166000078
# fECentral AC_EAJLABERIAPER/MIRE, iBBLocal ACEZIEIT XA SCentral ACE &R
JEIER
[Central AC]display wlan ap all
Total number of APs: 1
Total number of connected APs: 1
Total number of connected manual APs: 1
Total number of connected auto APs: 0
Total number of connected common APs: 1
Total number of connected WTUs: 0
Total number of inside APs: 0
Maximum supported APs: 6144
Remaining APs: 6143
Total AP licenses: 128
Local AP licenses: 128
Server AP licenses: 0
Remaining Local AP licenses: 127
Sync AP licenses: 0

AP information
State : I =Idle, J =Join, JA = JoinAck, IL =ImagelLoad
C = Config, DC = DataCheck, R = Run, M = Master, B = Backup

AP name APID State Model Serial ID

apl 4 R/M WA5620i-ACN 210235A1SVC15C000028
# f£Central AC_ LRI LIEFEIAPE L ERE]Local AC,

[Central AC]display wlan ap-distribution all

Central AC Slot 1 Total Number of APs: 0
Local AC 3510h-1 Total Number of APs: 1
AP name AP ID AP IP AC IP

ap1 4 12.0.0.2 12.00.1

# fECentral AC_ERILIBBRILLEFIHEE ik,
[Central AC]display wlan client
Total number of clients: 1

MAC address User name AP name RID IP address  VLAN
e49a-dc71-a162 N/A ap1 1 20.0.0.2 20

# fECentral AC_ERILIEEZIAFEBEDOTI XIAIER.

[Central AC] dis dot1x connection

Total connections: 1

User MAC address :e49a-dc71-a162
AP name rapl

Radio ID 1

SSID : qucf-dot1x
BSSID : 3891-d59a-7960
Username :quef-1x
Authentication domain  :imc

IPv4 address :20.0.0.2
Authentication method  : EAP

Initial VLAN 120
Authorization VLAN 120

Authorization ACL number : 3000
Authorization user profile : N/A
Termination action : Default

Session timeout period  : 86400 s

Online from 12018/10/22 11:31:18
Online duration :0h2m12s

BCE RN



ECEAPHIFS SRTEHRRIZFFISSAPHE—IIR, APHFFISAILUBITAPRESHERIRES
IREX,
. Local AC_ EABEFFIEEGIAPINAE, X FFEEECentral ACLA—EIERIAP, B ARE ELocal
AC_LFEEEIAPIER,

BImACINZ FiCentral ACAE, {IHACIZZIFHLocal ACFIE, HimACHMAGIISIFE
M AEERAERNGFE. RiRACEIREGSIERAE, Wil Local ACEIRIZREREHCent
ral AC; BidfEgELocal ACIREFE ALocal AC, JEEABIIREHSITHAFRIERS.
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