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(1) &kEREAEHCentral AC

#EBACELELocal ACKIRIZE R ICentral AC

<AC> system-view

[AC]wlan local-ac name localac1 model WX2540H

#FiREE ALocal ACHfE, ZffERELocal AC, EiELocal ACIEIRIIHFAEICentral AC
<AC> system-view

[AC]

[AC]undo wlan local-ac enable

This operation will delete AC hierarchy settings for the local AC. Continue? [Y/
Ny

[AC]wlan local-ac name localac1 model WX2540H

(2) REIREMEBHLocal AC

#EBACIERELocal ACTHREIR E A ALocal AC

[AC]wlan local-ac enable

#RIZEF NCentral ACFE, MFRFFELocal ACIEHR, {FaELocal ACIHEEIHRMAE ILocal AC
[ACJundo wlan local-ac name localac1

[AC]wlan local-ac enable

1.1.2 BEEECentral AC

(1) EEEO

# BIEVLANT R ESE, Fk5Local ACEY EIHEE,

<Central AC> system-view

[Central AC] vlan 1

[Central AC-vlan1] quit
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[Central AC] interface vlan-interface 1

[Central AC-Vlan-interface1] ip address 1.1.1.41 16
[Central AC-Vlan-interface1] quit

(2) BECentral ACEHERILocal AC

# B FR/93510h-1fLocal AC, FiHALocal ACHRE.
[Central AC] wlan local-ac name 3510h-1 model WX3510H
# FiELocal ACHUFSIE,

[Central AC-wlan-local-ac-3510h-1] serial-id 210235A1JNB166000078
[Central AC-wlan-local-ac-3510h-1] quit

(3) ECEDot1xIRSBHER

#ER B Dot xBRSZ IR

[Central AC]wlan service-template 1
[Central AC -wlan-st-1]ssid qucf-dot1x

#EEERFIAEAT802.1X, ISPiAime, AKMIEZ(/9802.1X, INEZEEMHACCMP, ZLIEARSN
[Central AC -wlan-st-1]akm mode dot1x

[Central AC -wlan-st-1]cipher-suite ccmp

[Central AC -wlan-st-1]security-ie rsn

[Central AC -wlan-st-1]client-security authentication-mode dot1x
[Central AC -wlan-st-1]dot1x domain imc

#HERERRSS AR

[H3C-wlan-st-1]service-template enable

(4) ECEAPEIR

#BIEFTAP, BffNapl, EERFIS/9210235A1SVC15C000028,
[Central AC] wlan ap ap1 model WA4320-ACN-SI

[Central AC-wlan-ap-ap 1] serial-id 219801A0T6815CE00462
# FFERRIMACIIRE.

[Central AC-wlan-ap-ap 1] control-address enable

# FniigELocal ACHIIPHBLLE,

[Central AC-wlan-ap-ap1] control-address ip 12.0.0.1

# BT RS 1R 1 4BE R Radio 130,

[Central AC-wlan-ap-ap1] radio 1

[Central AC-wlan-ap-ap1-radio-1] radio enable

[Central AC-wlan-ap-ap1-radio-1] service-template 1 vlan 2000
[Central AC-wlan-ap-ap1-radio-1] quit

1.1.3 fe&ELocal AC

(1)  FFELocal ACIHAE

# FFELocal ACIHEE,

<Local AC> system-view

[Local AC] wlan local-ac enable

# 18%ECentral ACHYIPHELE,

[Local AC] wlan central-ac ip 1.1.1.41

# I8 5Central ACE EIRIBEAIVLAN,

[Local AC] wlan local-ac capwap source-vlan 6

(2) EcEibbh

# FFISDHCPRRSS.,

[Local AC] dhcp enable

# ECEhbt, J9APSECIPHELL,

[Local AC] dhcp server ip-pool ap

[Local AC-dhcp-pool-ap] gateway-list 12.0.0.1

[Local AC-dhcp-pool-ap] network 12.0.0.0 mask 255.255.0.0
# i@id option43iETHEEACHELE /Central ACHBAIE,

[Local AC-dhcp-pool-ap] option 43 hex 800700000101010129
[Local AC-dhcp-pool-ap] quit

# BN, AEFimoEIPBiL,

[Local AC] dhcp server ip-pool client

[Local AC-dhcp-pool-ap] gateway-list 183.1.1.111

[Local AC-dhcp-pool-ap] network 183.1.0.0 mask 255.255.0.0
[Local AC-dhcp-pool-ap] quit

(@) E&EEO

# BUEVLANGR EHE, Local ACHE T It 4% Central AC,
[Local AC] vlan 6

[Local AC-vlan6] quit



[Local AC] interface Vlan-interface6
[Local AC-Vlan-interface6] ip address 10.77.182.22 255.255.255.192
[Local AC-Vlan-interface6] quit
# BBVLANTI2 R EHEC], FFAP L,
[Local AC] vlan 12
[Local AC-vlan12] quit
[Local AC] interface Vlan-interface12
[Local AC-Vlan-interface12] ip address 12.0.0.1 255.255.0.0
[Local AC-Vlan-interface12] dhcp server apply ip-pool ap
[Local AC-Vlan-interface12] quit
# BFEEVLAN2000K E O, AT REEFin L
[Local AC] vlan 2000
[Local AC-vlan2000] quit
[Local AC] interface Vlan-interface2000
[Local AC-Vlan-interface2000] ip address 183.1.1.111 255.255.0.0
[Local AC-Vlan-interface2000] dhcp server apply ip-pool client
[Local AC-Vlan-interface2000] quit
(4) ECE802.1XANIEAT
#ERE802. 1A/ IEAP
[Local AC]dot1x authentication-method eap
(65) EEXTHEFIAIDOTIXIAIELAE

ECERADIUSHZE
# BUEERADIUS S Eimc1 FENEME,
[Local AC] radius scheme imci
#REFEINIERADIUSIRSS2RATIPIHENES.1.1.231,
[Local AC-radius-imc1] primary authentication 8.1.1.231
#1REFTTHZERADIUSHRSS28AYIPHEIES.1.1.231,
[Local AC-radius-imc1] primary accounting 8.1.1.231
#1IRBERFSINERADIUSIRS 253 EIR AT AU =255 /912345678,
[Local AC-radius-imc1] key authentication simple 12345678
#IRERFSITERADIUSIRSS 2R BRI ATHIL=2$07912345678,
[Local AC-radius-imc1] key accounting simple 12345678
#IRERIXLARADIUSIRS BRI B AETIEE,
[Local AC-radius-imc1] user-name-format without-domain
# IR ERTRIXRADIUSIR RIS FRYRIPHEES. 183.1.111,
[Local AC-radius-imc1] nas-ip 8.183.1.111
[Local AC-radius-imc1] quit

ECETAIES
# BIEimc 1 FHE NELE,
[Local AC] domain imc1
# ADOTIXFFEEIMEAZREARADIUSHZE, AEZAIMCI,
[Local AC-isp-imc1] authentication lan-access radius-scheme imc1
# ADOTIXFAFER BN RARADIUSHR, HEEAIMC,
[Local AC-isp-imc1] authorization lan-access radius-scheme imc1
# ADOTIXFAFEEIT#HZRARADIUSHR, HEEAImC,
[Local AC-isp-imc1] accounting lan-access radius-scheme imc1
[Local AC-isp-imc1] quit

ISR E :
# 1ECentral AC_EAJLIEER|Local ACER/MIAZ, iBALocal ACEfECentral AC 4%,
[Central AC]display wlan local-ac name 3510h-1
Local AC Information

State : I =Idle, J =Join, JA = JoinAck, IL =ImagelLoad

C = Config, DC = DataCheck, R =Run
AC name ACID State Model Serial ID
3510h-1 1 R/M WX3510H 210235A1JNB166000078

# 7ECentral AC_FAJLIEEFIAPER/MIRZ, iitfHLocal ACB&EIE Zix &I SCentral ACEEIETR

SEIER

[Central AC]display wlan ap all

Total number of APs: 1

Total number of connected APs: 1

Total number of connected manual APs: 1
Total number of connected auto APs: 0
Total number of connected common APs: 1



Total number of connected WTUs: 0
Total number of inside APs: 0
Maximum supported APs: 6144
Remaining APs: 6143

Total AP licenses: 128

Local AP licenses: 128

Server AP licenses: 0

Remaining Local AP licenses: 127
Sync AP licenses: 0

AP information
State : I =Idle, J =Join, JA = JoinAck, IL =ImagelLoad
C = Config, DC = DataCheck, R = Run, M = Master, B = Backup

AP name APID State Model Serial ID

api 4 R/M WA4320-ACN-SI 219801A0T6815CE00462
# f£Central AC_ LRI LIEEFEIAPE L ERE]Local AC,

[Central AC]display wlan ap-distribution all

Central AC Slot 1 Total Number of APs: 0
Local AC 3510h-1 Total Number of APs: 1
AP name AP ID AP IP AC IP

ap1 4 12.0.0.2 12.0

# fECentral AC_ERILIBBRILLEFIHEE ik,
[Central AC]display wlan client
Total number of clients: 1

MAC address User name AP name RID IP address  VLAN
e49a-dc71-a162 N/A apl 1 183.1.0.1 2000

#

[H3C]

#ECentral AC_ERILAERZIRFE4DOTIXIAIERY.
[Central AC] dis dot1x connection
Total connections: 1

User MAC address :e49a-dc71-a162
AP name T ap1i

Radio ID 1

SSID : qucf-dot1x
BSSID : 3891-d59a-7960
Username :qucf-1x
Authentication domain  :imc

IPv4 address :183.1.0.1
Authentication method ~ : EAP

Initial VLAN 12000
Authorization VLAN : 2000

Authorization ACL number : 3000
Authorization user profile : N/A
Termination action : Default

Session timeout period  : 86400 s

Online from :2018/10/22 15:27:18
Online duration :0h Om 42s

BCEXHER
BCEAPRIFRS [ SENBMRRIZFIIS SAPHE—IIN, APRIFRSISTEILIBTAPIREBHANRE

FREX,

Sz Local AC_EMIAIEESradius, domainZEe&ELocal ACIZE L,

Local AC_EREEFFEERIAPINAE, X TFEEECentral ACLE—EIERIAP, tBAREELocal
AC FECELLAPIEHR,

BIRACISZFCentral ACHIEE, {RIRACINSZIFiLocal ACHE, HIRACTHMAEIISIFE
M REERFERRFE. FRACEIREMSIEAE, BdtliELocal ACERIZERAEICent
ral AC; iBidf#aELocal ACIRERE Alocal AC, TEAEIIMEHSITHAFPRIELRSE.
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