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[EIRR R
ELZeFBNEESH, FEHERimport interface, {BEHBALUimportip, EMEEREETNERT,
FEROZAREN P SISt TINES, (IREEER —LE BN T, SYSRKREEZFsecurity-zone i
ntra-zone default permitiX£&ap S HITCELLICHR N2 EFERY?
SRS
1. B15545192.168.1.0/245192.168.2.0/24 RN E—"MaEids, FHEUBERES, ARBRSEANZEONMA
BE— L Untrust, HUBEEIREE, FRBRIZEENGS (security-zone intra-zone default
permit) . ECEIIT:
#
security-zone intra-zone default permit
#
object-group ip address PC1
0 network subnet 192.168.1.0 255.255.255.0
#
object-group ip address PC2
0 network subnet 192.168.2.0 255.255.255.0
#
interface GigabitEthernet1/0/1
port link-mode route
ip address 192.168.2.1 255.255.255.0
#
interface GigabitEthernet1/0/12
port link-mode route
ip address 192.168.1.1 255.255.255.0
#
object-policy ip PC2-PC1
rule 0 pass source-ip PC2 destination-ip PC1
rule 100 pass logging counting
#
security-zone name ds
import ip 192.168.1.0 24
import ip 192.168.2.0 24
#

security-zone name untrust

import interface GigabitEthernet1/0/1

#

security-zone name untrust

import interface GigabitEthernet1/0/12

#

acl advanced 3010

rule 0 permit icmp source 192.168.2.2 0 destination 192.168.1.2 0
rule 5 permit icmp source 192.168.1.2 0 destination 192.168.2.2 0
#

zone-pair security source ds destination ds

object-policy apply ip PC2-PC1

#

zone-pair security source Untrust destination Untrust

object-policy apply ip PC2-PC1


https://zhiliao.h3c.com/questions/catesDis/248
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SCIGZEERYNT:  (debug object-policy)
[H3C]*Nov 2 07:59:21:960 2018 H3C FILTER/7/PACKET: -COntext=1; The packet is permitted. Src-
ZOne=ds, Dst-ZOne=ds;|f-In=GigabitEthernet1/0/1(2), If-Out=GigabitEthernet1/0/12(13); Packet Info:
Src-IP=192.168.2.2, Dst-IP=192.168.1.2, VPN-Instance=,Src-Port=8, Dst-Port=0, Protocol=ICMP(1),
Application=ICMP(22742), ObjectPolicy=PC2-PC1, Rule-ID=0.
AR R L2 -Rimport ipfIgEISRAE .
2. L2t import ipAIEXRECEZ G, SCIREEICANT:  (debug object-policy)
[H3C-security-zone-ds]Jundo import ip 192.168.1.0 24
[H3C-security-zone-ds]Jundo import ip 192.168.2.0 24
<H3C>*Nov 2 08:16:37:869 2018 H3C FILTER/7/PACKET: -COntext=1; The packet is permitted. Src
-ZOne=untrust, Dst-ZOne=untrust;|f-In=GigabitEthernet1/0/1(2), If-Out=GigabitEthernet1/0/12(13); Pa
cket Info:Src-IP=192.168.2.2, Dst-1IP=192.168.1.2, VPN-Instance=,Src-Port=8, Dst-Port=0, Protocol=I
CMP(1), Application=ICMP(22742), ObjectPolicy=PC2-PC1, Rule-ID=0.
ZtEFimport ipHECEMIRZ E A SR Z £l Frimport interface YIS EIZRE.
3. MprimZ et rRimport interfaceRItEIARRAE, SLIREESRIIT:
TREICRE: MRiaiZESiEsREE, PJLpingl®, {BRdebuglfiiEZRAEICHIED, BiARILEE LHYZ security-
zone intra-zone default permit
[H3C]Jundo zone-pair security source untrust destination untrust
<H3C>debugging object-policy packet ip
This command is CPU intensive and might affect ongoing services. Are you sure you want to
continue? [Y/N]:y
<H3C>terminal monitor
The current terminal is enabled to display logs.
<H3C>terminal debugging
The current terminal is enabled to display debugging logs.
C:\Users\ds>ping 192.168.1.2
1F7E Ping 192.168.1.2 BB 32 =TAEURE:
£H 192.168.1.2 (EIS: F15=32 Af[El<1ms TTL=128
kE 192.168.1.2 fEIS: =15=32 BJiA)l<1ms TTL=128
kB 192.168.1.2 fEIE: =15=32 AJiAl<1ms TTL=128
SkE 192.168.1.2 YEIS: = 15=32 AfE<1ms TTL=128
192.168.1.2 B9 Ping FiH=A:
HiEE: BRX =4, BEK=4, EX=0(0%XEX),
FERITIZRYL B R (LAZERD 9 B LR):
=555 = 0ms, &I =0ms, Y =0ms
ZEGAE: Lfidimport ipHERg (Fif) SFZLLidimport interface (i) SF security-zone i
ntra-zone default permit
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