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1.1 ERNERES

AREHIEARTFUNF1000-AK180, F1000-AK1702F1000-AKZRFIRIBHNIE,

1.2 BEER R EEMAIHR
SEMDESE AN EREEERMEN, ESEERGANEEREIVPNERRE. 1Pt

RO R
WNEER | 2 PAHBEAERD YNTITES AIRIEEO [SPEhehlvgiere)
BEB 1/0/3 101.88.26.34/30 101.88.26.33 1/0/4 192.168.10.0/24
2ED 1/0/3 PPPOERE ERIENTES 1/0/4 192.168.20.0/24
2 HIE
Internet
H&R 101.88.26.34 =

,'\éf;‘ﬁp\—”ﬁl :
192.168.10.0.24

PRI
192.168.20.0/24

3 FiRpAKIE EMERE

Pk S EECERE, ANSRETXTIPSEC VPNECEHITNEA.

3.1 SERUHEFRIPSECI R AINAT

#Blli2acl 3888YAFTEI NN AT HEBRIPSECSKERAEINAT,

[H3CJacl advanced 3888

[H3C-acl-ipv4-adv-3888]rule deny ip source 192.168.10.0 0.0.0.255 destination 192.168.20.0
0.0.0.255

[H3C-acl-ipv4-adv-3888]rule permit ip source any

[H3C-acl-ipv4-adv-3888]quit

3.2 BEPMEIERIPSECE 2RIV

#INBRAUG B Naes-cbe-128, TAEREUGE fshal.,

[H3Clipsec transform-set GE1/0/3_IPv4_1
[H3C-ipsec-transform-set-1] esp encryption-algorithm aes-cbc-128
[H3C-ipsec-transform-set-1] esp authentication-algorithm shat
[H3C-ipsec-transform-set-1]quit

3.3 SEBUEERIKERZ 4RI

HIKELR2IRINBVARTAIEER Jgshat, INEEZEEIHDES-CBC, DHAADH1, FRUASERBHEFE
[H3Clike proposal 1

[H3C-ike-proposal-1]quit

3.4 BEMERIKER2EA

#EURIKERSE, H#BUHES0.0.0.0/0, HHBIRE 123456,

[H3Clike keychain 1

[H3C-ike-keychain-1]pre-shared-key address 0.0.0.0 0.0.0.0 key simple 123456
[H3C-ike-keychain-1]quit


https://zhiliao.h3c.com/questions/catesDis/722
https://zhiliao.h3c.com/User/other/28887

3.5 BEPUEIRIKERZ 2ESR

#EBIKERSIESE, hisRlAR A RGN, RMnSHIREIcenter, HEBEMHIRF branch,
[H3C]ike profile 1

[H3C-ike-profile-1]keychain 1

[H3C-ike-profile-1] exchange-mode aggressive

[H3C-ike-profile-1] local-identity fqdn center

[H3C-ike-profile-1]match remote identity address 0.0.0.0 0.0.0.0

[H3C-ike-profile-1]match remote identity fqdn branch

[H3C-ike-profile-1]proposal 1

[H3C-ike-profile-1]quit

3.6 BEPMEIRIPSECE 2 RIEIER

[H3Clipsec policy-template GE1/0/3 1

[H3C-ipsec-policy- template-GE1/0/3-1]transform-set GE1/0/3_IPv4_1
[H3C-ipsec-policy- template-GE1/0/3-1]local-address 101.88.26.34
[H3C-ipsec-policy- template-GE1/0/3-1]ike-profile 1
[H3C-ipsec-policy- template-GE1/0/3-1]quit

3.7 BEPMEIRIPSECR LR
#EEIKER 2 RIZGE1/0/315 R 2 RIEIRFNIR £ RIS E.
[H3Clipsec policy GE1/0/3 1 isakmp template GE1/0/3

3.8 SERMSMIECEBIPSECHRASHINATEISEEHEERAR
[H3Clinterface GigabitEthernet 1/0/3
[H3C-GigabitEthernet1/0/3lipsec apply policy GE1/0/3
[H3C-GigabitEthernet1/0/3]nat outbound 3888
[H3C-GigabitEthernet1/0/3]quit

3.9 S EBMIEYRIPSEC BT ITEZ] 2 APRIENRE

#EIEZIPSECRIRSEN, FAFILECIPSECEUR.

system

[H3Clacl advanced 3999

[H3C-acl-ipv4-adv-3999]rule permit ip source 192.168.20.0 0.0.0.255 destination 192.168.10.0 0.0.0.
255

[H3C-acl-ipv4-adv-3999]quit

#Bll72acl 3888YAFTE/ N FATHEBRIPSECIERAMMNAT,

[H3CJacl advanced 3888

[H3C-acl-ipv4-adv-3888]rule deny ip source 192.168.20.0 0.0.0.255 destination 192.168.10.0
0.0.0.255

[H3C-acl-ipv4-adv-3888]rule permit ip source any

[H3C-acl-ipv4-adv-3888]quit

3.10 SERMIBIZIPSECR24RIN

HINBRENZE Faes-cbe-128, INEREIZE fyshal,

[H3Clipsec transform-set GE1/0/3_IPv4_1
[H3C-ipsec-transform-set-1] esp encryption-algorithm aes-cbc-128
[H3C-ipsec-transform-set-1] esp authentication-algorithm shat
[H3C-ipsec-transform-set-1]quit

3.11 SEUEBRIKER £1RIN

HIKELR2IRINBNARTAIESERE Jgshat, INEEZEEIHDES-CBC, DHAADH1, FRUAEERBHEFE
[H3Clike proposal 1

[H3C-ike-proposal-1]quit

3.12 FEMUIERIKER £ %5

#ERBIKEZE, WIHESSEMIRENARWIP, BiEiRE /9123456,

[H3Clike keychain 1

[H3C-ike-keychain-1] pre-shared-key address 101.88.26.34 255.255.255.255 key simple 123456
[H3C-ike-keychain-1]quit

3.13 SEFMIRIKER £ESS
#EFZEIKELZ2HELE, PUftkeychain 1%2% R, WAERNEREATEER. AHS1HIRBIbranch,



DEBE IR Acenter, FFHIEXTURIELEASERMI KL,
H3Clike profile 1

H3C-ike-profile-1]keychain 1
H3C-ike-profile-1]exchange-mode aggressive
H3C-ike-profile-1] local-identity fqdn branch

[

[

[

[

[H3C-ike-profile-1] match remote identity fqdn center

[H3C-ike-profile-1] match remote identity address 101.88.26.34 255.255.255.255
[H3C-ike-profile-1]proposal 1

[H3C-ike-profile-1]quit

3.14 3 ERMEIEIPSECE L3RR

#ERERIKEL L HRARGE1/0/3/Gtransform-set, acl. ike-profile, it IFimibikEiEsE,
[H3Clipsec policy GE1/0/3 1 isakmp

[H3C-ipsec-policy-isakmp-GE1/0/3-1] transform-set GE1/0/3_IPv4_1
[H3C-ipsec-policy-isakmp-GE1/0/3-1]security acl 3999
[H3C-ipsec-policy-isakmp-GE1/0/3-1] remote-address 101.88.26.34
[H3C-ipsec-policy-isakmp-GE1/0/3-1]ike-profile 1
[H3C-ipsec-policy-isakmp-GE1/0/3-1]quit

3.15 S ERMSMRIE IR FIPSECERREFINATENSAE R SRS
[H3Clinterface GigabitEthernet 1/0/3
[H3C-GigabitEthernet1/0/3lipsec apply policy GE1/0/3
[H3C-GigabitEthernet1/0/3]nat outbound 3888
[H3C-GigabitEthernet1/0/3]quit

4 (RIFECE

[H3C]save force

5 BEEISIE
#oEREE A S1TERdisplay ike sar]LABEIBKEIRS HRDIKSFRRKeEI 5T
ziEiddisplay ipsec saf] LAEZFIIPSEC SARAIRE.,

{H3C>display ike =a

Connection—ID Remote Flag DOI
69 101. 88. 26. 34 RD IPsec
Flags:

RD--READY RL--REPLACED FD-FADING RK-REKEY

#HAEREIT Ap S ITE R display ike sar] L AERIBHERS HRDIRESF Rike 55
<HiC>display ipsec sa .

Interface: GigabitEthernetl/O/Sl

IPzec policy: GE1/0/3
Sequence mumber: 1
Mode: ISAEMP

Tunnel id: O
Encapsulation mode: tunmel
Perfect Forward Secrecy:
Inside VPN:
Extended Sequence Mumbersz enable: N
Traffic Flow Confidentiality enable: N
Path MTU: 1428
Tunnel:
local address: 218.76. 28,33
remote address: 101,88, 26. 34
Flow:
sour addr: 192, 168. 20, 0/266. 255, 266.0 port: O protocol: ip
dest addr: 192.168.10,0/265. 255, 266.0 port: O protocol: ip

[Inbound ESP Sis]
SPI: 584061864 (0x22d013a8)
Connection ID: 519691042817
Transform set: ESP-ENCRYPT-AES-CEC—128 ESP-AUTH-5HAL
54 duration (kilebytes/sec): 1843200/3600
S4 remaining duration (kilobytes/sec): 1843199/3493
Max received sequence—number:
Anti-replay check enable: T
nti-replay window size: 64
TDF encapsulation used for WNAT trawerszal: N
Status: Active

[outhound ESP Sis]
SPI: 1559583925 (0xSedT26os)
Connection ID: S8E00B8230272
Transform zet: ESP-ENCRYPT-AES—CBC-128 ESP—AUTH-SHAL
S4 duration (kilobytes/zec): 1843200/3800
S4 remaining duration (kilobytes/sec): 1543199/3403
Max =zent sequencenumbex:
TDF encapsulation used for WNAT trawerszal: N
Status: Active



#5532 i@ddisplay ipsec sarJLABEIIPSEC SARARIRTE.

<H3Crdisplay ike =a

Connection—ID Remote Flag oI
19 218. TH. 28, 33 ED IPsec
Flags:

ED——READY EL-—REPLACED FD-FADING RE-REKEY

ATTEAN

BRI
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