(% F1000-AKZRFIRAAMEEMIE T TEEZIPSEC VPNECEZRAI (E&dp
1TEE)

IPSec VPN zhiliao_8mkdB 2018-11-24 &3

4B Rzi5iAE

1 B ER KRR

1.1 ERNERES

AREHIEARTFUNF1000-AK180, F1000-AK1702F1000-AKZRFIRIBHNIE,

1.2 BEER R EEMAIHR
SEMDESE AN EREEERMEN, ESEERGANEEREIVPNERRE. 1Pt

RO R
NEER SRz N Thichivg it YNTIZES AkEC IRt A4 RS
EEB 1/0/3 101.88.26.34/30 101.88.26.33 1/0/4 192.168.10.0/24
5B 1/0/3 198.76.26.90/30 198.76.26.89 1/0/4 192.168.20.0/24
2 AR
Internet
HER: 101.8826.34

750: 198.76.26.90
3

;é\ﬁmm :
192.168.10.0.24

T EPPIR
192.168.20.0124

BELER

3 FRimBAKIS ERIECE

FookiE EMECERE, AXRERTIPSEC VPNECERHITNA.

3.1 SEBUENEIPSECHBiT ILHLE] 2 ERAYERE

#BIEZIPSECRIRSKENR, FAFILECIPSECEUR.

system-view

[H3CJacl advanced 3999

[H3C-acl-ipv4-adv-3999]rule permit ip source 192.168.10.0 0.0.0.255 destination 192.168.20.0 0.0.0.
255

[H3C-acl-ipv4-adv-3999]quit

#BlE2acl 38881EFFE/NMEO AT HEBRIPSECIERAMHNAT,

[H3Clacl advanced 3888

[H3C-acl-ipv4-adv-3888]rule deny ip source 192.168.10.0 0.0.0.255 destination 192.168.20.0 0.0.0.2
55

[H3C-acl-ipv4-adv-3888]rule permit ip source any

[H3C-acl-ipv4-adv-3888]quit

|

3.2 BEPMEIERIPSECE 2RIV

#INZFEBNRE Jaes-cbe-128, INFEEIGE shal,

[H3Clipsec transform-set 1

[H3C-ipsec-transform-set-1]esp encryption-algorithm aes-cbc-128
[H3C-ipsec-transform-set-1]esp authentication-algorithm shat
[H3C-ipsec-transform-set-1]quit

3.3 SEMULIRIKER 2RIV
HIKELZLIRINENARIAIEZRE gshal, INESEELADES-CBC, DHAADH1, FLAZEREREFE
[H3Clike proposal 1


https://zhiliao.h3c.com/questions/catesDis/722
https://zhiliao.h3c.com/User/other/28887

[H3C-ike-proposal-1]quit

3.4 BEUEEIKER2E5H

#RBIKERRSE, MIHES S MRS ARMIP, HiEiRE/9123456,

[H3Clike keychain 1

[H3C-ike-keychain-1]pre-shared-key address 198.76.26.90 key simple 123456
[H3C-ike-keychain-1]quit

3.5 SEPUERIKER 2HESR

#ERBIKERSHESE, BAImitbit, Xinkithlit. keychain, proposalsKEXESE.
H3Clike profile 1

H3C-ike-profile-1]keychain 1

H3C-ike-profile-1]local-identity address 101.88.26.34
H3C-ike-profile-1]match remote identity address 198.76.26.90
H3C-ike-profile-1]proposal 1

H3C-ike-profile-1]quit

3.6 BERMIBIZRIPSECR 25N

#OIRIKER 2 HEREGE1/0/3%transform-set, acl. ike-profile, Zsimitiiit, St KBRS,
[H3Clipsec policy GE1/0/3 1 isakmp

[H3C-ipsec-policy-isakmp-GE1/0/3-1]transform-set 1
[H3C-ipsec-policy-isakmp-GE1/0/3-1]security acl 3999
[H3C-ipsec-policy-isakmp-GE1/0/3-1]local-address 101.88.26.34
[H3C-ipsec-policy-isakmp-GE1/0/3-1]remote-address 198.76.26.90
[H3C-ipsec-policy-isakmp-GE1/0/3-1]ike-profile 1

[H3C-ipsec-policy-isakmp-GE1/0/3-1]quit

3.7 BERMSMNRIE TR B IPSECERRSFINATENZS LR SRS
[H3Clinterface GigabitEthernet 1/0/3
[H3C-GigabitEthernet1/0/3]ipsec apply policy GE1/0/3
[H3C-GigabitEthernet1/0/3]nat outbound 3888
[H3C-GigabitEthernet1/0/3]quit

3.8 SEMNE B R 2 RIRMIEIPSECER

#EENISRE, HEFRAI192.168.10.0

[H3Clobject-group ip address 192.168.10.0

[H3C-obj-grp-ip-192.168.10.0]0 network subnet 192.168.10.0 255.255.255.0
[H3C-obj-grp-ip-192.168.10.0]quit

#EUENISRE, |FR/9192.168.20.0

[H3CJobject-group ip address 192.168.20.0

[H3C-obj-grp-ip-192.168.20.0]0 network subnet 192.168.20.0 255.255.255.0
[H3C-obj-grp-ip-192.168.20.0]quit

#OENISRARRE, HREEFBFRAAUntrust-Trust

[H3C]object-policy ip Untrust-Trust

[H3C-object-policy-ip- Untrust-Trust] rule 0 pass source-ip 192.168.20.0 destination-ip 192.168.10.0
[H3C-object-policy-ip- Untrust-Trust]quit
#BUERUntrustZl Tustif AV B SR BE A B Untrust-TrustskRg

[H3C]zone-pair security source Untrust destination Trust
[H3C-zone-pair-security-Untrust-Trust]object-policy apply ip Untrust-Trust
[H3C-zone-pair-security-Untrust-Trust]quit

3.9 BEpME B R LSRR, BiEUntrustElLocal, AR Local@|UtrustiYsERg, FAFEIZIPSEC fEE
#HEUBEXISRRE, SRAEEFRA9Untrust-Local

[H3CJobject-policy ip Untrust-Local

[H3C-object-policy-ip-Untrust-Local] rule 0 pass
[H3C-object-policy-ip-Untrust-Local]quit

#8172 Untrust®Localiaifi9is 8 SR EZ B Untrust- Localskhg

[H3C]zone-pair security source Untrust destination Local
[H3C-zone-pair-security-Untrust-Local]object-policy apply ip Untrust-Local
[H3C-zone-pair-security-Untrust-Local]quit

#HOUEEXISRRE, ZRAEEFR/9Local-Untrust

[H3CJobject-policy ip Local-Untrust

[H3C-object-policy-ip-Local-Untrust] rule 0 pass
[H3C-object-policy-ip-Local-Untrust]quit



#EliELocalEUntrustiaifivisy B Sk i&iE R Local-Untrust SRl

[H3C]zone-pair security source Local destination Untrust
[H3C-zone-pair-security-Local-Untrust]object-policy apply ip Local-Untrust
[H3C-zone-pair-security-Local-Untrust]quit

3.10 SERMIPSECEE %
#SEERMIEBEAIER, IPSECRRGBREERNREE,

4 (RiFEE

[H3C]save force

5 BHEISIE
HBEIApSITEAdisplay ike san] LAEZRIBFEIRS HRDIRSE Rike R L 7Tk,

<H3C>d€;51£§ ike sa

Connection-ID  Remote Flag DOI
1 198.76.26.90 RD IPsec
Flags:

RD--READY RL--REPLACED FD-FADING RK-REKEY
#@iddisplay ipsec sarJLABEIIPSEC SARARRTE.

<H3c>dispTay ipsec sa

IPsec policy: GE1/0/3
Sequence number: 1
Mode: ISAKMP
Tunnel id: 0
Encapsulation mode: tunnel
Perfect Forward Secrecy:
Inside VPN:
Extended Sequence Numbers enable: N
Traffic Flow Confidentiality enable: N
Path MTU: 1428
Tunnel:
local address: 101.88.26.34
remote address: 198.76.26.90
Flow:
sour addr: 192.168.10.0/255.255.255.0 port: 0 protocol: 1ip
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