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3.1 UZBIPSECE 21BN

#INEFEENGE H3des-cbe, INERENGE fyshal,
[H3Clipsec transform-set 1

[H3C-ipsec-transform-set-1]esp encryption-algorithm 3des-cbc
[H3C-ipsec-transform-set-1]esp authentication-algorithm shat
[H3C-ipsec-transform-set-1]quit

3.2 BERIKER RN

HEEBIKERSIRINBIARNAIESEE fashat, I8 43DES-CBC, DHAIDH2
[H3Clike proposal 1

[H3C-ike-proposal-1] encryption-algorithm 3des-cbc

[H3C-ike-proposal-1] authentication-algorithm sha1

[H3C-ike-proposal-1] dh group2

[H3C-ike-proposal-1]quit

3.3 SIIKER £%4A

#RIBIKERE, DEMIRENARMIPHIEAEE, XOibitFHES790.0.0.0, HiEiRE/123456,
[H3Clike keychain 1

[H3C-ike-keychain-1]pre-shared-key address 0.0.0.0 key simple 123456
[H3C-ike-keychain-1]quit

R EIRRAFIRSHIIFQDNEZTR

[H3C] ike identity fqdn F100

3.4 BIFEIKER HELE

#OFRIKERSIESR, BARBFR. IHZFR. keychain, proposalXEARCK.
[H3Clike profile 1

[H3C-ike-profile-1]keychain 1

[H3C-ike-profile-1]exchange-mode aggressive


https://zhiliao.h3c.com/questions/catesDis/722
https://zhiliao.h3c.com/User/other/28887

[H3C-ike-profile-1] local-identity fqdn F100

[H3C-ike-profile-1] match remote identity fqdn ER
[H3C-ike-profile-1]proposal 1

[H3C-ike-profile-1]quit

3.5 GJERIPSECR 2RISR

#EFBIKEZ LRI IEIRGE 1/0/3%5transform-set, ike-profile XBAFESR,
[H3Clipsec policy-template GE1/0/3 1
[H3C-ipsec-policy-template-GE1/0/3-1]transform-set 1
[H3C-ipsec-policy-template-GE1/0/3-1]ike-profile 1
[H3C-ipsec-policy-template-GE1/0/3-1]quit

#RUE—MPsecR RIS S | RIS IEIR

[H3Clipsec policy GE1/0/3 1 isakmp template GE1/0/3

Bl ACLIEAIPSECSHBRAYELE

#BU2acl 388813 FITE/MNNEE ] FITHEFRIPSECGEIRRAMHNAT,
[H3CJacl advanced 3888

[H3C-acl-ipv4-adv-3888]rule deny ip source 192.168.10.0 0.0.0.255 destination 192.168.20.0
0.0.0.255

[H3C-acl-ipv4-adv-3888]rule permit ip source any
[H3C-acl-ipv4-adv-3888]quit

3.6 JMRIECTiFAFIPSECERIEFINATRN SRR SRR
[H3Clinterface GigabitEthernet 1/0/3
[H3C-GigabitEthernet1/0/3lipsec apply policy GE1/0/3
[H3C-GigabitEthernet1/0/3]nat outbound 3888
[H3C-GigabitEthernet1/0/3]quit

3.7 BEER 2 RIRAIEIPSECEE

#OUEENISRAE, “HEF7/9192.168.10.0

[H3C]object-group ip address 192.168.10.0

[H3C-obj-grp-ip-192.168.10.0]0 network subnet 192.168.10.0 255.255.255.0
[H3C-obj-grp-ip-192.168.10.0]quit

#EIENISRE, HFRI9192.168.20.0

[H3CJobject-group ip address 192.168.20.0

[H3C-obj-grp-ip-192.168.20.0]0 network subnet 192.168.20.0 255.255.255.0
[H3C-obj-grp-ip-192.168.20.0]quit

#HEUENISIREY, RERBFRAUntrust-Trust

[H3Clobject-policy ip Untrust-Trust

[H3C-object-policy-ip- Untrust-Trust] rule 0 pass source-ip 192.168.20.0 destination-ip 192.168.10.0
[H3C-object-policy-ip- Untrust-Trust]quit
#EIERUntrustE TustziAYig SR IS VA AR Untrust-TrustEskEg

[H3C]zone-pair security source Untrust destination Trust
[H3C-zone-pair-security-Untrust-Trust]object-policy apply ip Untrust-Trust
[H3C-zone-pair-security-Untrust-Trust]quit

3.8 BiER2HKAE, MiBUntrustZlLocal, AR LocalZ|Utrustiskig, FAFEZIPSEC B
#HOUBEXISRRE, SRAEEFRAIUntrust-Local

[H3Clobject-policy ip Untrust-Local

[H3C-object-policy-ip-Untrust-Local] rule 0 pass
[H3C-object-policy-ip-Untrust-Local]quit

#BlJ7E UntrustZl] LocaligAdiEk B SEB& R FAUntrust- LocalSEBg

[H3C]zone-pair security source Untrust destination Local
[H3C-zone-pair-security-Untrust-Local]object-policy apply ip Untrust-Local
[H3C-zone-pair-security-Untrust-Local]quit

#HEUEXISRRE, SREEEFRJ9Local-Untrust

[H3CJobject-policy ip Local-Untrust

[H3C-object-policy-ip-Local-Untrust] rule 0 pass
[H3C-object-policy-ip-Local-Untrust]quit
#BUE2LocalEUntrustiay A9tk a5 Rg A A Local-UntrustskRg

[H3C]zone-pair security source Local destination Untrust
[H3C-zone-pair-security-Local-Untrust]object-policy apply ip Local-Untrust
[H3C-zone-pair-security-Local-Untrust]quit

3.9 RIFEE



[H3C]save force
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[H3Cldis ike sa

Cormection-ID Remote Flag Dol
29 198, 76, 26, 90 FD IPsec
Flazs:

RD--READY RL--REPLACED FD-FADING RE-REEEY
#V7RKEEE S display ipsec sar]LAERIPSEC SARZAIRT.

[HaCldis ibsec za

Interface: GigabitEthernetl/0/3

IPsec policy: GE1/0/3
Sequence number: 1
Node: Template

Turmel id: 0
Fncapsulation mode: tunnel
Perfect Forward Secrecy:
Inside VFN:
Extended Sequence Numbers enable: N
Traffic Flow Confidentiality enable: N
Path NTU: 1444
Turmel :
local address: 101. 88. 26. 34
remote address: 198, T6. 26, 90
Flow:
sour addr: 192, 168.10,0/255, 255, 255, 0 port: 0 protocol: ip
dest addr: 192,168, 20. 0/255, 255, 255.0 port: 0 protocol: ip

[Inbound ESP SAs]
SPI: 4032357769 (0xf0E8=589)
Connection ID: 158913789952
Transform set: ESP-ENCEYPT-3DES—CBC ESP-AUTH-SHAL
SA duration (kilobwtes/sec): 1843200/3600
Sk remaining duration (kilobytes/sec): 1843199/3545
Nax recelved sequence—number: 8
Anti-replay check enakle: ¥
Anti-replay window size: 64
DF encapsulation used for NAT traversal: N
Status: Actiwve

[Outbound ESP Shs]
SPI: 1786751150 (0x6affalac)
Connection ID: 64424509441
Transform set: ESP-ENCEYPT-3DES—CBC ESP-AUTH-SHAL
S duration (kilobwtes/sec): 1843200/3600
Sk remaining duration (kilobytes/sec): 1843199/3545
Max sent sequence-rumber: 2
ULF encapsulation used for NAT traversal: N
Status: Actiwve
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