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3.1 SERUENEIPSEC BT ILHLEI 2 ERAYEE

#B2IPSECRIBENR, FAFILACIPSECEIR.

system-view

[H3CJacl advanced 3999

[H3C-acl-ipv4-adv-3999]rule permit ip source 192.168.10.0 0.0.0.255 destination 192.168.20.0 0.0.0.
255

[H3C-acl-ipv4-adv-3999]quit

#BlE2acl 388818 FAFE/NMEO AT HEBRIPSECIEIRAMHNAT,

[H3Clacl advanced 3888

[H3C-acl-ipv4-adv-3888]rule deny ip source 192.168.10.0 0.0.0.255 destination 192.168.20.0 0.0.0.2
55

[H3C-acl-ipv4-adv-3888]rule permit ip source any

[H3C-acl-ipv4-adv-3888]quit

3.2 BEPMEIERIPSECE 2RIV

HINBRENZE F9aes-cbe-128, INEREIZE fshal,

[H3Clipsec transform-set 1

[H3C-ipsec-transform-set-1]esp encryption-algorithm aes-cbc-128
[H3C-ipsec-transform-set-1]esp authentication-algorithm shat
[H3C-ipsec-transform-set-1]quit

3.3 BEMUEBRIKER 21N
HIKELZ2IRINEVARTAIEERE Jgshat, INEZEIADES-CBC, DHAADH1, FRUASEREHEFE


https://zhiliao.h3c.com/questions/catesDis/722
https://zhiliao.h3c.com/User/other/28887

[H3Clike proposal 1
[H3C-ike-proposal-1]quit

3.4 BEMMENEIKERLESH

#ERBIKEZE, WIHES S EHMIRENARWIP, BiEiRE/I123456,

[H3Clike keychain 1

[H3C-ike-keychain-1]pre-shared-key address 198.76.26.90 key simple 123456
[H3C-ike-keychain-1]quit

3.5 SEBUERIKERZ 2ESR

#EBIKERSHELE, KBAImithiE, Xinmithlit. keychain, proposalKEREESE.
[H3Clike profile 1

[H3C-ike-profile-1]keychain 1

[H3C-ike-profile-1]local-identity address 101.88.26.34
[H3C-ike-profile-1]match remote identity address 198.76.26.90
[H3C-ike-profile-1]proposal 1
[H3C-ike-profile-1]quit

3.6 EEE2[IKE DPDIIAE

#BZike dpd, IKE SAEMINZ /G 10 AIHmEZEDPDIRINES, FHEFREIDPDEIFIRI, BA
IHfE10FIRBUEIDPDREIRAR S, MEE IRKRIEDPDIRIRSL, HitIFEHEHERIX=RDPD
RIRSZ, EFE=IRDPDIRMRIIR HE10FM5 2 ZIDPDEIRGR S, MISMBRARZEDPDERMRSZAII
KE SAREXIMAIFTEIPsec SA, EFEIITFEFULEI T DPDEIFHRI, NSERF10FIEIRARIEDPDIR
MRS

[H3Clike dpd interval 10 retry 10 periodic

3.7 BEPMEIEIPSECE 2RI

#OIFRIKER S HEMEGE1/0/3 5 transform-set, acl. ike-profile, ittt Yumitbh EEEESE,
[H3Clipsec policy GE1/0/3 1 isakmp

[H3C-ipsec-policy-isakmp-GE1/0/3-1]transform-set 1
[H3C-ipsec-policy-isakmp-GE1/0/3-1]security acl 3999
[H3C-ipsec-policy-isakmp-GE1/0/3-1]local-address 101.88.26.34
[H3C-ipsec-policy-isakmp-GE1/0/3-1]remote-address 198.76.26.90
[H3C-ipsec-policy-isakmp-GE1/0/3-1]ike-profile 1

[H3C-ipsec-policy-isakmp-GE1/0/3-1]quit

3.8 BERMSMRETEBIPSECHEISHINATEN SR EENE
[H3Clinterface GigabitEthernet 1/0/3
[H3C-GigabitEthernet1/0/3]ipsec apply policy GE1/0/3
[H3C-GigabitEthernet1/0/3]nat outbound 3888
[H3C-GigabitEthernet1/0/3]quit

3.9 BERMIEC B L £ RARAIEIPSECEE

#EENISRE, HEFRA192.168.10.0

[H3Clobject-group ip address 192.168.10.0

[H3C-obj-grp-ip-192.168.10.0]0 network subnet 192.168.10.0 255.255.255.0
[H3C-obj-grp-ip-192.168.10.0]quit

#EIEXISRAE, BFR/9192.168.20.0

[H3CJobject-group ip address 192.168.20.0

[H3C-obj-grp-ip-192.168.20.0]0 network subnet 192.168.20.0 255.255.255.0
[H3C-obj-grp-ip-192.168.20.0]quit

#HEUERISIRRE, SREBEZARAIUntrust-Trust

[H3C]object-policy ip Untrust-Trust

[H3C-object-policy-ip- Untrust-Trust] rule 0 pass source-ip 192.168.20.0 destination-ip 192.168.10.0
[H3C-object-policy-ip- Untrust-Trust]quit
#BUE2UntrustEI TustisOis B SRS AR Untrust- TrusteRg

[H3C]zone-pair security source Untrust destination Trust
[H3C-zone-pair-security-Untrust-Trust]object-policy apply ip Untrust-Trust
[H3C-zone-pair-security-Untrust-Trust]quit

3.10 BEMIERERLERE, HiBUntrustElLocal, IARLocalE|UntrusthysElg, FAFEIIIPSEC BEE
#HEUBEXISRRE, SREEEFR9Untrust-Local
[H3CJobject-policy ip Untrust-Local



[H3C-object-policy-ip-Untrust-Local] rule 0 pass
[H3C-object-policy-ip-Untrust-Local]quit

#8172 Untrust®Localigif9is; 8 5k BZ B Untrust- Localskhg

[H3C]zone-pair security source Untrust destination Local
[H3C-zone-pair-security-Untrust-Local]object-policy apply ip Untrust-Local
[H3C-zone-pair-security-Untrust-Local]quit

#HEIEXISRRE, SRAREFR/ILocal-Untrust

[H3C]object-policy ip Local-Untrust
[H3C-object-policy-ip-Local-Untrust]rule 0 pass
[H3C-object-policy-ip-Local-Untrust]quit

#6172 LocalZl|Untrustiaig9isl 8l 55 R& & A Local-Untrust SR A%

[H3C]zone-pair security source Local destination Untrust
[H3C-zone-pair-security-Local-Untrust]object-policy apply ip Local-Untrust
[H3C-zone-pair-security-Local-Untrust]quit

3.11 BEENQA, BFFFEIPSEC VPNEIE,

BIFEICMP-echoZBUHINQATIIRAR (EIER admin, BIEIFEtest!) , HEERURZHIB I
B4 EBERG2AIMATIp: 192.168.20.1, JFip2EEBAIMAdp: 192.168.10.1,

system-view

[H3C] nga entry admin test1

[H3C-nga-admin-test1] type icmp-echo

[H3C-nga-admin-test1-icmp-echo] destination ip 192.168.20.1

[H3C-nga-admin-test1-icmp-echo] source ip 192.168.10.1

# BB T™—HYtE/9101.88.26.33, LAEMIHIR L& Mipsec vpnbiE kLG5 BhiE.
[H3C-nga-admin-test1-icmp-echo] next-hop ip 101.88.26.33

# BEBEANESEH: —ANQATRK FERIANRE910, RUATERIETEA500=F), MiEELRRNIE
FHARS BRI EE)RE /9500027,

[H3C-nga-admin-test1-icmp-echo] probe count 10

[H3C-nga-admin-test1-icmp-echo] probe timeout 500

[H3C-nga-admin-test1-icmp-echo] frequency 5000

# IERNICMP-echolUifiE, H—EFHTUIE.

[H3C] nga schedule admin test1 start-time now lifetime forever
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5.1 V7RI

B iSiTERdisplay ike sar]LABRIBFER S ARDIRSRRike 2 5Tk,

[H3C]dis ike sa

Connection-ID  Remote Flag DOI
29 198, 76. 26. 90 ED IPsec
Flazs:

RD--FEADY RL--FREPLACED FD-FADING RE-REEEY
#V7RKEEEId display ipsec sam]LAERIPSEC SARZAIRT.

[HaCldis ibsec za

Interface: GigabitEthernetl/0/3

IPsec policy: GE1/0/3
Sequence number: 1
Mode: Template

Turmel id: 0
Encapsulation mode: tunnel
Perfect Forward Secrecy:
Inside VPHN:
Extended Sequence Numbers enable: N
Traffic Flow Confidentiality enable: N
Path NTU: 1444
Turmel :
local  address: 101. 58, 26. 34
remote address: 198. T6. 26. 90
Flow:

[Inbound ESP Sis]
SPI: 4032357769 (0xf053e589)
Connection ID: 158913789952
Transform set: ESP-ENCEYPT-3DES—CBC ESP-AUTH-SHAL
S duration (kilobwtes/sec): 1843200/3600
Sk remaining duration (kilobytes/sec): 1843199/3545
Nax received sequence—rumber: 2
Anti-replay check enable: T
Anti-replay window size: 64
ILF encapsulation used for NAT traversal: N
Status: Actiwve

[Outbound ESF SAs]
SFI: 1786751150 (0xBaTfalae)
Connection ID: 64424509441
Transform set: ESP-ENCEYPT-3DES—CBC ESP-AUTH-SHAL
Sk duration (kilobwvtes/sec): 1843200/3600
SA remaining duration (kilobytes/sec): 1843199/3545
Max sent sequence-rumber: 2
DF encapsulation used for NAT traversal: N
Status: Actiwve

5.2 ERG21:

sour addr: 192,168, 10.0/255, 255, 255, 0 port: 0 protocol:
dest addr: 192,168, 20. 0/255, 255, 255. 0 port: 0 protocol:

ip
ip
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