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1.1 EAFEmRET

AEHHZZIFIMSR vEF A EEHEERiEComware V5 ZIFFEMSR WiNetZRFIERHES, FIMSR830-Wi

Net . MSR 830-10-WiNet . MSR 930-WiNet . MSR 930-10-WiNet . MSR 930-WiNet-W . MSR 26
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AREHHRFIFIMSR V7SI EEComware V7EZAHRIMSRS30-WiNetRFIIRHEE, WMSR830-10
BEI-WiNet . MSR830-6EI-WiNet . MSR830-5BEI-WiNet . MSR830-6BHI-WiNet . MSR830-10BHI-
WiNet&s

1.2 EEBERRREMATHE

MSR V5EEHEERFAPPPoEIRSA LM, IPHEUEARERE, MSR V7ESHES/MROGO/1 At
52222 (RILZEEAMEEIEIAE) . BLHXIMSR VSEFERIARN (192.168.1.0/24) 5M
SR V7ERERESFRTERIAIM (172.16.1.0/24) ZEINEIRRHTREMRIP, UMM MLLiHEITIPsec
VPN B&E#H TR,
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A GoN GO/ /\

— Internet —————————
PPPOEIES 2222
192.168.1.0/24 172.16.1.0/24
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3.1 B EIRMEEEAS LR

#IREHESEA FMECE SRS, MSR VSEEHEEH ENEMZELSEESE 2.1.1 IRASEIIMNERES £
MECE A E T “MSR830[930][2600|RFIBEHEEEA LM (PPPoEIRES) mdfTEE (V5) "Zfl
, MSR V7RSI EMNEMREELTESE2.1.2 BH2E/MNEREEI P FMELE A =15
MSR830-WiNetRFIBSHESEA L/ (578IP) mfTiE (V7) "=l

3.2 igEMSR V5EEHESIPSEC VPN

# BEE—MAEEHIFIZR3000, EXHFM192.168.1.0/24KFK172.16.1.0/24098HE .
system-view

[H3CJacl number 3000

[H3C-acl-adv-3000]rule 0 permit ip source 192.168.1.0 0.0.0.255 destination 172.16.1.0 0.0.0.255
[H3C-acl-adv-3000]quit

HEEEAMONATEXELAIACI 3001, VERBEIEIPSecBBETMNATEE AR idenys, BhLEIPSe
CEURIMNATI i

[H3Clacl number 3001

[H3C-acl-adv-3001]rule 0 deny ip source 192.168.1.0 0.0.0.255 destination 172.16.1.0 0.0.0.255
[H3C-acl-adv-3001]rule 1 permit ip

[H3C-acl-adv-3001]quit

HRLBERRZEMKINEF

[H3Clike local-name v5

# QIE—SRIKERRIN 1, BB IKERRNERRTAEEILZIMDS, I1& &% /93des-cbe

[H3Clike proposal 1

[H3C-ike-proposal-1]authentication-algorithm md5

[H3C-ike-proposal-1]encryption-algorithm 3des-cbc

[H3C-ike-proposal-1]quit

# ECEIPSecR2IRINV5, ECBEESPIMCRARIMNEEILH3des, REAPAIEEZEMS
[H3Clipsec transform-set v5


https://zhiliao.h3c.com/questions/catesDis/514
https://zhiliao.h3c.com/User/other/23007

H3C-ipsec-transform-set-v5]encapsulation-mode tunnel
H3C-ipsec-transform-set-v5]transform esp
H3C-ipsec-transform-set-v5]esp encryption-algorithm 3des

H3C-ipsec-transform-set-v5]esp authentication-algorithm md5

[H3C-ipsec-transform-set-v5]quit

# QIBIKEXSS AV, BLBEIKESE—MNERAEIEN IR, ML= /9123456, 5IAZAIGIE
HIKEZR2RI, ISEIKEE—M R ISR ERIDRIZEE Aname, ECEXJimiiE X im A MIEE
Oiete.2.2.2, EEENHEZEMXNEFAV, BERNGZEMXIEFIVE

H3Clike peer v5

H3C-ike-peer-v5]lexchange-mode aggressive

H3C-ike-peer-v5]pre-shared-key 123456

H3C-ike-peer-v5]proposal 1

[

[

[

[

[H3C-ike-peer-v5lid-type name

[H3C-ike-peer-v5]remote-address 2.2.2.2

[H3C-ike-peer-v5]remote-name v7

[H3C-ike-peer-v5]local-name v5

[H3C-ike-peer-v5]quit

# BE—45:IPSeck2%lgv5, R Aisakmp, 5|FAZAIBIEAIBSEBEURRACL3000, 5IFEZAT
BIEAIRSE(AVS, SIFZRIRIPSecREIRINVE

[H3Clipsec policy v5 1 isakmp

[H3C-ipsec-policy-isakmp-v5-1]security acl 3000
[H3C-ipsec-policy-isakmp-v5-1]Jike-peer v5
[H3C-ipsec-policy-isakmp-v5-1]transform-set v5

[H3C-ipsec-policy-isakmp-v5-1]quit

HEEINNO (FEAFIPRIRIL SO 9Dialer 10) MINATHEEAIRHRFEELACL 3001 (WIRZBIEE
SMNEECE T nat outbound, FEESTundod®) , FGIPSecReREEvVEM FIFENNIEL
[H3Clinterface Dialer 10

[H3C-Dialer10]undo nat outbound

[H3C-Dialer10]nat outbound 3001

[H3C-Dialer10]ipsec policy v5

[H3C-Dialer10]quit

3.3 igBMSR V7IEHZEIPSEC VPN

# BE—MpEESFIR, EXHFR172.16.1.0/24KFM192.168.1.0/24H5ER R,

system-view

[H3CJacl advanced 3000

[H3C-acl-ipv4-adv-3000]rule 0 permit ip source 172.16.1.0 0.0.0.255 destination 192.168.1.0 0.0.0.25
5

[H3C-acl-ipv4-adv-3000]quit

HECB AMONATERXELAIACI 3001, EFARIEIPSecRGHmMNATE AR Rdenyis, FLEIPSe
CEEMAENATIL T

[H3CJacl advanced 3001

[H3C-acl-ipv4-adv-3001]rule 0 deny ip source 172.16.1.0 0.0.0.255 destination 192.168.1.0 0.0.0.255
[H3C-acl-ipv4-adv-3001]rule 1 permit ip

[H3C-acl-adv-3001]quit

# QIE—RIKEIRINT, 1SEIKEIRIERAAIEEILAMDS, INZE%/93des-cbe

[H3Clike proposal 1

[H3C-ike-proposal-1]authentication-algorithm md5

[H3C-ike-proposal-1]encryption-algorithm 3des-cbc

[H3C-ike-proposal-1]quit

#ELE A IRFQDNEFR V7

[H3Clike identity fqdn v7

#OIFEFHECBIKE keychain, EFRAVT,

[H3Clike keychain v7

#ECEXIRIPitbE)90.0.0.0 (AT XimiIEARERE, ArAECEN S initit)90.0.0.0, HEAIRICEREM
i), GEFRRITR = EEYE 9RA 123456

[H3C-ike-keychain-v7]pre-shared-key address 0.0.0.0 0.0.0.0 key simple 123456
[H3C-ike-keychain-v7]quit

# QIEHECEIKE profile, &FRJAIv7, S| LMEECERkeychain v7, ECEIKEE—MERAIMNEIEHEF
/g, NinSMHEENFODNERENV?, IEERELEmS 8 9FQDNEEYAYS, SIFEZAT
ECEIKEFRIY

[H3Clike profile v7

[H3C-ike-profile-v7]keychain v7

[H3C-ike-profile-v7]exchange-mode aggressive



[H3C-ike-profile-v7]local-identity fqdn v7

[H3C-ike-profile-v7]match remote identity fqdn v5

[H3C-ike-profile-v7]proposal 1

[H3C-ike-profile-v7]quit

# BCEIPsecRLIRINV7, ESPHMRBRININZEEL93des-cbe, TAFELEAIMAS
[H3Clipsec transform-set v7

[H3C-ipsec-transform-set-v7]encapsulation-mode tunnel
[H3C-ipsec-transform-set-v7]esp encryption-algorithm 3des-cbc
[H3C-ipsec-transform-set-v7]esp authentication-algorithm md5
[H3C-ipsec-transform-set-v5]quit

# RE—MEREF N, INFSHINRERIEENR, 5IFZRIEEIACLI000, 5IFEZAIBEAIKE
profile v7, B|FAZHIHIIPSecL IRV

[H3Clipsec policy-template 1 1

[H3C-ipsec-policy-template-1-1]transform-set v7
[H3C-ipsec-policy-template-1-1]security acl 3000
[H3C-ipsec-policy-template-1-1]ike-profile v7
[H3C-ipsec-policy-template-1-1]quit

# 5|FIPSectREg &R, BlEEF Apolicy v7, IMFSH1RIIPsecRe kg
[H3C] ipsec policy v7 1 isakmp template 1

HR BN ONATEARRIATZREXACL 3001 (MIRZAIEEEINWOESE T nat outbound, FFESE
undois) , FHEIPSeceRREY7 M FATEINNEED]

[H3Clinterface GigabitEthernet 0/1

[H3C-GigabitEthernet0/1]Jundo nat outbound

[H3C-GigabitEthernet0/1]nat outbound 3001

[H3C-GigabitEthernet0/1]ipsec apply policy v7

[H3C-GigabitEthernet0/1]quit

3.4 INIFERELER
#ILESRZ G, BRSHENRERE, MAETZIPSechE, fEMSR V5IEHER EH5iRping MSR V7
R =R AR IR

[H3C]ping -a 192.168.1.1 172.16.1.1
PING 172.16.1.1: 56 data bytes, press CTRL_C to break
Reply from 172.16.1.1: bytes=56 Sequence=0 tt1=255 time=1 ms
Reply from 172.16.1.1: bytes=56 Sequence=1l tt1=255 time=1l ms
Reply from 172.16.1.1: bytes=56 Secuence=2 ttl1=255 time=1 ms
Reply from 172.16.1.1: bytes=56 Sequence=3 tt1=255 time=1 ms
Reply from 172.16.1.1: bytes=56 Sequence=4 tt1=255 time=1 ms

--- 172.16.1.1 ping statistics ---

5 packet(s) transmitted

5 packet(s) received

0.00% packet Toss

round-trip min/avg/max = 1/1/1 ms
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