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1 BeE BRIk

1.1 EBN=ERERT

AEGNERTFRIGFEComware V7EFIFGKEE: F100-X-G2, F1000-X-G2, F100-X-WiNet, F100
0-AK. F10X0%,

1.2 BeBERREEEMATHE

B XS BEE B OBETFL2TP VPNRMX, BRIFEZRS (Android) \E8 (10S) FHUERR
S EHHILTPE FURIEREV PN AR,

[/NOIR] BFR2MER, Android 4.0LAGHIRRAFIIOSRAEL2TPER AN EFRMIL2TP OVER |
PSECHT., FrLABKIERECEL2TP VPNFNEIHRTLERN, BEEHXESEINIPSECHEE.
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i BEkIESNEEOEE/910.0.0.1,
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3.1 BAXIE EMEE

B (ESEHXIE ENEEEFHTES)

3.2 L2TP VPNELE

3.2.1 BHAL2TP VPN
HANRGREEFHSL2TPIIEE
<H3C>system-view

[H3C]I2tp enable

3.2.2 EEiltittAFRL2TPRAR T &L
BIEEL2TPiBIE T ML TP FAMEIL, FTEIRL2TP FAMEREESAMMELHZE,
[H3Clip pool 1 172.16.1.2 172.16.1.254

3.2.3 EERIRIR

HERIERTHESE T EAIL2TPIbIE D, BRSIEIR TRIIp address/9L2TP VPNAFHIMK, FEH
bt I ER—RIER.,

[H3Clinterface Virtual-Template 1

[H3C-Virtual-Template1]ppp authentication-mode chap pap

[H3C-Virtual-Template1]remote address pool 1

[H3C-Virtual-Template1]ip address 172.16.1.1 24

[H3C-Virtual-Template1]quit

3.2.4 eIEL2TPRARA
BIEEL2TPESPERRIR
[H3CJI2tp-group 1 mode Ins
[H3C-I12tp1]undo tunnel authentication
[H3C-I12tp1]allow I2tp virtual-template 1
[H3C-12tp1]quit


https://zhiliao.h3c.com/questions/catesDis/723
https://zhiliao.h3c.com/User/other/24679

3.25 BlEAR

BIERILLTPIKS oz, BEAz,
[H3C]local-user z class network
[H3C-luser-network-z]service-type ppp
[H3C-luser-network-z]password simple z
[H3C-luser-network-z]quit

3.2.6 1§Virtual-TemplateiZOMA B Z2IHHMER 2 5HHE

#BVirtual-Template HEONIATrustXis;, SNRAIMZEOHEETrustXIREEMERIKIENLZ S HREE.
[H3C]security-zone name Trust
[H3C-security-zone-Trust]import interface Virtual-Template 1
[H3C-security-zone-Trust]quit

[

H3C]security-zone intra-zone default permit

3.3 IPSEC VPNEZE

3.3.1 BEHZMA

EEH=EN123

[H3Clike keychain 1

[H3C-ike-keychain-1]pre-shared-key address 0.0.0.0 0 key simple 123
[H3C-ike-keychain-1]quit

3.3.2 EEIKERDIRN

BEZ N LR AT ERARNELH AR INEEE,
H3Clike proposal 1
H3C-ike-proposal-1]encryption-algorithm aes-cbc-128
H3C-ike-proposal-1]dh group2
H3C-ike-proposal-1]authentication-algorithm md5
H3C-ike-proposal-1]quit

H3Clike proposal 2
H3C-ike-proposal-2]encryption-algorithm 3des-cbc
H3C-ike-proposal-2]dh group2
H3C-ike-proposal-2]authentication-algorithm md5
H3C-ike-proposal-2]quit

H3Clike proposal 3
H3C-ike-proposal-3]encryption-algorithm 3des-cbc
H3C-ike-proposal-3]dh group2
H3C-ike-proposal-3]authentication-algorithm sha
H3C-ike-proposal-3]quit

H3Clike proposal 4
H3C-ike-proposal-4]encryption-algorithm aes-cbc-256
H3C-ike-proposal-4]dh group2
H3C-ike-proposal-4]authentication-algorithm sha
H3C-ike-proposal-4]quit

H3Clike proposal 5
H3C-ike-proposal-5]encryption-algorithm DES-CBC
H3C-ike-proposal-5]dh group2
H3C-ike-proposal-5]authentication-algorithm sha
H3C-ike-proposal-5]quit

H3Clike proposal 6
H3C-ike-proposal-6]encryption-algorithm aes-cbc-192
H3C-ike-proposal-6]dh group2
H3C-ike-proposal-6]authentication-algorithm sha
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H3C-ike-proposal-6]quit

3.3.3 BLEIKEZ21ELS

B EIKEZ21ESEEALIZN6 MR

[H3Clike profile 1

[H3C-ike-profile-1]keychain 1

[H3C-ike-profile-1]match remote identity address 0.0.0.0 0
[H3C-ike-profile-1]proposal 123456
[H3C-ike-profile-1]quit

3.3.4 EREIPSECELIRIN



H3Clipsec transform-set 1
H3C-ipsec-transform-set-1]encapsulation-mode transport
H3C-ipsec-transform-set-1]esp encryption-algorithm 3des-cbc

H3C-ipsec-transform-set-1]esp authentication-algorithm MD5

]

]

]
H3C-ipsec-transform-set-1]quit
H3Clipsec transform-set 2
H3C-ipsec-transform-set-2]encapsulation-mode transport
H3C-ipsec-transform-set-2]esp encryption-algorithm aes-cbc-128
H3C-ipsec-transform-set-2]esp authentication-algorithm shai
H3C-ipsec-transform-set-2]quit

H3Clipsec transform-set 3
H3C-ipsec-transform-set-3]encapsulation-mode transport
H3C-ipsec-transform-set-3]esp encryption-algorithm aes-cbc-256

H3C-ipsec-transform-set-3]esp authentication-algorithm sha1

]

]

]
H3C-ipsec-transform-set-3]quit
H3Clipsec transform-set 4
H3C-ipsec-transform-set-4]encapsulation-mode transport
H3C-ipsec-transform-set-4]esp encryption-algorithm des-cbc
H3C-ipsec-transform-set-4]esp authentication-algorithm shat
H3C-ipsec-transform-set-4]quit

H3Clipsec transform-set 5
H3C-ipsec-transform-set-5]encapsulation-mode transport
H3C-ipsec-transform-set-5]esp encryption-algorithm 3des-cbc

H3C-ipsec-transform-set-5]esp authentication-algorithm sha

H3C-ipsec-transform-set-5]quit

H3Clipsec transform-set 6
H3C-ipsec-transform-set-6]encapsulation-mode transport
H3C-ipsec-transform-set-6]esp encryption-algorithm aes-cbc-192

H3C-ipsec-transform-set-6]esp authentication-algorithm shat
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]
H3C-ipsec-transform-set-6]quit

3.3.5 BEEIPSECIEIR

B EIPSECHEMRFF B ZAIEIZEATI6 MER

[H3Clipsec policy-template z 1
[H3C-ipsec-policy-template-z-1]transform-set 1 23456
[H3C-ipsec-policy-template-z-1]ike-profile 1
[H3C-ipsec-policy-template-z-1]quit

3.3.6 ECEIPSECHRRE
[H3Clipsec policy a 10 isakmp template z

3.3.7 15IPSECEREETES MR CIIEF
[H3Clinterface GigabitEthernet 2/0/1
[H3C-GigabitEthernet2/0/1]ipsec apply policy a
[H3C-GigabitEthernet2/0/1]quit

3.3.8 %M?%EINAﬂFi%ﬂJI]ACLiEéEﬁLZTPﬁ!EﬁEMiMH&?ﬁ

E AR KIS RIS E RS TNATEH/TIPSEC VPN, WSRO o TPEEERS S
BIEICERIPSECRE,

[H3Clacl advanced 3000

[H3C-acl-ipv4-adv-3000]rule deny udp destination-port 1701

[H3C-acl-ipv4-adv-3000]rule permit ip source any

[H3C-acl-ipv4-adv-3000]quit

[H3Clinterface GigabitEthernet 2/0/1

[H3C-GigabitEthernet2/0/1]nat outbound 3000

[H3C-GigabitEthernet2/0/1]quit

34 FERE
[H3C]quit
<H3C>save force

3.5 SERRISIE
3.5.1 {ERRSEFHIEAVPN
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3.6 FEER
3.6.1 thigtEst
REFNEFNEFIHREAAERER, FIKEERNIDE.

3.6.2 XFIKERLIZN
REFNIKEE—NERINENINEE OIS, REEHSFRaRESHASH, KRS
Bl eFAESES MRS TS,

Transform ID: KEY_IKE (1)
Transform IKE Attribute Type (t=11,7=2) Life-Type : Seconds
Transform IKE Attribute Type (t=12,1-2) Life-Duration : 28800
Transform IKE Attribute Type (t=1,1=2) Encryption-Algorithm : 3DES-CBC
Transform IKE Attribute Type (t=3,1=2) Authentication-Method : P3K
Transform IKE Attribute Type (t=2,1=2) Hash-Algorithm : SHA
i Transform IKE Attribute Type (t=4,7=2) Group-Description : Alternate 1024-bit MODP group
Type Payload: Transfors (3) & 2

Kext payload: Transform (3)

Payload Tength: 32

Transform number: 2

Transform 10: KEY_IKE (1)
@ Transform IKE Attribute Type (t=11,1=2) Life-Type : Seconds
& Transform IKE Attribute Type (£=12,7=2) Life-Duration : 28500
Transform IKE Attribute Type (t=1,1=2) Encryption-Algorithm : 3DES-CEC
# Transform IKE Attribute Type (t=3,1=2) Authentication-Method : PSK
& Transform IKE Attribute Type (t=2,1=2) Hash-Algoritha : MD5
@ Transform IKE Attribute Type (t=4,1=2) Group-Description : Alternate 1024-bit MODP group
Type Payload: Transfors (3) # 3
Mext payload: Transform (3)
Payload length: 32
Transform number: 3
Transform 10: KEY_IKE (1)
Transform IKE Attribute Type (t=11,1=2) Life-Type : Seconds
Transform IKE Attribute Type (t=12,1=2) Life-Duration : 28800
Transform IKE Attribute Type (t=1,1=2) Encryption-Algorithm : DES-CBC
Transform IKE Attribute Type (t=3,1=2) Authentication-Method : PSK
Transform IKE Attribute Type (t=2,1=2) Hash-Algorithm : SHA
& Transform IKE Attribute Type (t=4,1=2) Group-Description : Alternate 1024-bit MODP group
= Type Payload: Transfors (3) £ 4
Next payload: Transform (3)
Payload length: 32
Transform number: 4
Transform ID: KEY_IKE (1)
Transform IKE Attribute Type (t=11,1=2) Life-Type : Seconds
Transform IKE Attribute Type (t=12,1-2) Life-Duration : 28800
Transform IKE Attribute Type (t=1,1=2) Encryption-Algorithm : DES-CBC
Transform IKE Attribute Type (t=3,1-2) Authentication-Method : P3K
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Transform nusber: 5
Transform ID: KEY_IKE (1)
# Transform IKE Attribute Type (t=11,1=2) Life-Type : Seconds
@ Transform IKE Attribute Type (t=12,1=2) Life-Duration : 28500
# Transform IKE Attribute Type (t=1,1=2) Encrypticn-Algoriths : AES-CBC
# Transform IKE Attribute Type (t=14,1=2) Key-Length : 128
@ Transform IKE Attribute Type (t=3,1=2) Authentication-Method : PSK
@ Transform IKE Attribute Type (t=2,1=2) Hash-Algoriths : SHA
# Transform IKE Attribute Type (t=4,1=2) Group-Description : Altermate 1024-bit MODP group
= Type Payload: Transform (3) # &
Kext payload: Transfors (3)
Payload Tength: 36
Transform number: 6
Transform ID: KEY.IKE (1)
# Transform IKE Attribute Type (t=11,1=2) Life-Type : Seconds
@ Transform IKE Attribute Type (t=12.1=2) Life-furation : 28800
@ Transform IKE Attribute Type (t=1,1=2) Emcryption-Algorithe : AES-CEC
% Transform IKE Attribute Type (t=14,1=2) Key-Length : 125
@ Transform IKE Attribute Type (t=3,1s2) Authentication-Method : PSK
@ Transform IKE Attribute Type (t=2,1=2) Hash-Algoriths : MDS
# Transform IKE Attribute Type (t=4,1=2) Group-Description : Alternate 1024-bit MODP group
= Type Payload: Transform (3) 2 7
Mext payload: Transfors (3)
Payload Tength: 36
Transform nusber: 7
Transform ID: KEV_IKE (1)
# Transform IKE Attribute Type (t=11,1s2) Life-Type : Seconds
@ Transform IKE Attribute Type (t=12,1=2) Life-Duration : 28500
@ Transform IKE Attribute Type (t=1,1=2) Encrypticn-Algeriths : AES-CEC
# Transform IKE Attribute Type (t=14.1=2) Key-Length : 256
@ Transform IKE Attribute Type (t=3,1s2) Authentication-Method : PSK
@ Transform IKE Attribute Type (t=2,1s2) Hash-Algoriths : SHA
@ Transform IKE Attribute Type (t=4,1=2) Group-Description : Alternate 1024-bit MODP group
= Type Payload: Transform (1) # &
Mext payload: NONE / Mo Next Payload (0)
Payload length: 36
Transform number: &
Transform ID: KEY_IKE (1)
# Transform IKE Attribute Type (£=11,1=2) Life-Type : Seconds

3.6.3 XFIPSECELRIRIN

LR FH OIS RN ASDESINEES., SHAIIRIEE X, tBSISAES-CBC-256/NZE %
FISHATIGIEEE CERFNBESIFXD) . MRFERFNFERN, REHIEIN— Mransform-set
BB e HitETAES-CBC-256 NZ & AFNISHA 1 IIFE %,
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