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3.2 EERMEIEIPSEC BT ILELE & ERRIEIIE

#BUZIPSECRIBX IR, FATILACIPSECEE.

<H3C>system-view

[H3CJacl advanced 3999

[H3C-acl-ipv4-adv-3999]rule permit ip source 192.168.10.0 0.0.0.255 destination 192.168.20.0 0.0.0.
255

[H3C-acl-ipv4-adv-3999]quit

#BliZacl 3888TEFRTES NN FEFHEFRIPSECKELRAMHMNAT,

[H3CJacl advanced 3888

[H3C-acl-ipv4-adv-3888]rule deny ip source 192.168.10.0 0.0.0.255 destination 192.168.20.0
0.0.0.255

[H3C-acl-ipv4-adv-3888]rule permit ip source any

[H3C-acl-ipv4-adv-3888]quit

3.3 EERMENRIPSECELIRIN

HINZHEANRE Saes-cbe-128, INFEAIZE fshal,

[H3Clipsec transform-set 1

[H3C-ipsec-transform-set-1]esp encryption-algorithm aes-cbc-128
[H3C-ipsec-transform-set-1]esp authentication-algorithm sha1
[H3C-ipsec-transform-set-1]quit

3.4 EBERMENRIKERSIRIN
HIKERZ2IRINBVARIAIEZERE Jgshal, INEFZEEIADES-CBC, DHEADH1, FALUAEEREHREFE


https://zhiliao.h3c.com/questions/catesDis/722
https://zhiliao.h3c.com/User/other/24679

[H3Clike proposal 1
[H3C-ike-proposal-1]quit

3.5 SEMUCIRIKERLEA

#OURRIKERRTH, HHUHESSEMMIRENANIP, BiEIRE 9123456,

[H3Clike keychain 1

[H3C-ike-keychain-1]pre-shared-key address 198.76.26.90 key simple 123456
[H3C-ike-keychain-1]quit

3.6 SEBMIEIEIKERZLIESR

HOURIKERSELE, BAImitE, Ximitit, keychain, proposalZKEXEESK.
H3Clike profile 1

H3C-ike-profile-1]keychain 1

H3C-ike-profile-1]local-identity address 101.88.26.34
H3C-ike-profile-1]Jmatch remote identity address 198.76.26.90
H3C-ike-profile-1]proposal 1

H3C-ike-profile-1]quit

3.7 BERUBIZRIPSECR MG

#OIBIKELZ 2 HRRRGE1/0/315transform-set, acl. ike-profile, Zimibil, X iRk,
[H3Clipsec policy GE1/0/3 1 isakmp

[H3C-ipsec-policy-isakmp-GE1/0/3-1]transform-set 1
[H3C-ipsec-policy-isakmp-GE1/0/3-1]security acl 3999
[H3C-ipsec-policy-isakmp-GE1/0/3-1]local-address 101.88.26.34
[H3C-ipsec-policy-isakmp-GE1/0/3-1]remote-address 198.76.26.90
[H3C-ipsec-policy-isakmp-GE1/0/3-1]ike-profile 1

[H3C-ipsec-policy-isakmp-GE1/0/3-1]quit

3.8 SEpMSMNIEOEBIPSECHRESTINATENS SRR
[H3Clinterface GigabitEthernet 1/0/3
[H3C-GigabitEthernet1/0/3]ipsec apply policy GE1/0/3
[H3C-GigabitEthernet1/0/3]nat outbound 3888
[H3C-GigabitEthernet1/0/3]quit

3.9 EEMIEERSRIREIPSECER

#EEENSRE, HEFR/192.168.10.0

[H3Clobject-group ip address 192.168.10.0

[H3C-obj-grp-ip-192.168.10.0]0 network subnet 192.168.10.0 255.255.255.0
[H3C-obj-grp-ip-192.168.10.0]quit

#EENISREE, |FR/9192.168.20.0

[H3C]object-group ip address 192.168.20.0

[H3C-obj-grp-ip-192.168.20.0]0 network subnet 192.168.20.0 255.255.255.0
[H3C-obj-grp-ip-192.168.20.0]quit

#HOUEERISRRE, SRAEEFRAIUntrust-Trust

[H3C]object-policy ip Untrust-Trust

[H3C-object-policy-ip- Untrust-Trust] rule 0 pass source-ip 192.168.20.0 destination-ip 192.168.10.0
[H3C-object-policy-ip- Untrust-Trust]quit

#BJ7E UntrustZ Tustialptsl a1 SR8 JE FAUntrust-TrustSeig

[H3C]zone-pair security source Untrust destination Trust
[H3C-zone-pair-security-Untrust-Trust]object-policy apply ip Untrust-Trust
[H3C-zone-pair-security-Untrust-Trust]quit

3.10 SEpMIEER SRS, B@UntrustElLocal, PAKLocalFlUtrustfisElg, FIFEIIPSEC &
#HEUBEXISIRRE, SRIBEZFRA9Untrust-Local

[H3C]object-policy ip Untrust-Local

[H3C-object-policy-ip-Untrust-Local] rule 0 pass
[H3C-object-policy-ip-Untrust-Locallquit

#El7Z2 Untrust®Localiaifi9is &) SR EZ B Untrust- Localskig

[H3C]zone-pair security source Untrust destination Local
[H3C-zone-pair-security-Untrust-Locallobject-policy apply ip Untrust-Local
[H3C-zone-pair-security-Untrust-Local]quit

#HOUEEXISRRE, ZRAEEFR/9Local-Untrust

[H3Clobject-policy ip Local-Untrust



[H3C-object-policy-ip-Local-Untrust] rule 0 pass
[H3C-object-policy-ip-Local-Untrust]quit

#BlEE LocalE)UntrustiaiAYizia 58 A A Local-Untrustskig

[H3C]zone-pair security source Local destination Untrust
[H3C-zone-pair-security-Local-Untrust]object-policy apply ip Local-Untrust
[H3C-zone-pair-security-Local-Untrust]quit

3.11 SEMIPSECEESi%
#EREMMESEAER, IPSECEEMEENRAS,

3.12 RFEE

[H3C]save force

3.13 FHELSIE
#HE i S{TERdisplay ke sar] LAERIBKERS HRDIRESF ke Z 5T

<H3C>display ike sa

Connection-ID  Remote Flag DOI
1 198.76.26.90 RD IPsec
Flags:

RD--READY RL--REPLACED FD-FADING RK-REKEY

#Biddisplay ipsec saAJLABZFIPSEC SARKIRTE.

<H3c>dispTay ipsec sa '

Interface: G1gab1tEthernetl/0/3

IPsec policy: GEL/0/3
Seguence number: 1
MO e: ISAKMP

Tunne1 id: O
Encapsulation mode: tunnel
pPerfect Forward Secrecy:
Inside VPN:
Extended Sequence Numbers enable: N
Traffic Flow Confidentiality enable: N
Path MTU:
Tunnel:
local address: 101.88.26.34
. remote address: 198.76.26.90
Flow:
sour addr: 192.168.10.0/255.255.255.0 port: O protocol: ip

BCE R
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