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1.1 EANERERT

ARZEHHIERTFAIF1000-A-G2, F1000-S-G2, F100-M-G2, F100-S-G2%:F1000-X-G2, F100-X-G2%
FURIRGKIE,

JE AEHS TEF100-C-G2EVersion 7.1.064, Release 9510P08kR 7, FEBEF1000-C-G2H9Versio
n 7.1.064, Release 9323P1801_Ei#{THLEHIIUEH,

1.2 BEEERFEECIMAIHER
REMO M E—E X EHREAERMEN, B SEEMminRNESRISVPNERGE. (Pt

REOMRN™RAR:

AT | SO | AFHEHEED N[t RRED | PR
=ET 1/0/3 101.88.26.34/30 | 101.88.26.33 1/0/4 192.168.10.0/24
EB 1/0/3 PPPOE#RS BT 1/0/4 192.168.20.0/24
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3.1 FiRBAAIE EMEE

ki MBS S & 2.3.2 Pk NS A EE Pl MBS TTE R 2.3.1 PiKIEI NSRS
FREEES R HTES, AXREIPSEC VPNEEEFHITNE.

3.2 SERMHEBRIPSECRBRARMNAT

#BU2acl 3888 FITE/MNNEE ] FATHEFRIPSECGEIRRAMHANAT,

[H3CJacl advanced 3888

[H3C-acl-ipv4-adv-3888]rule deny ip source 192.168.10.0 0.0.0.255 destination 192.168.20.0
0.0.0.255

[H3C-acl-ipv4-adv-3888]rule permit ip source any

[H3C-acl-ipv4-adv-3888]quit

3.3 BERMEIERIPSECER 4RIV

#INBRRELGE Jaes-cbe-128, TAEREUZE fshal,

[H3Clipsec transform-set GE1/0/3_IPv4_1
[H3C-ipsec-transform-set-1] esp encryption-algorithm aes-cbc-128
[H3C-ipsec-transform-set-1] esp authentication-algorithm shat
[H3C-ipsec-transform-set-1]quit

3.4 SENEBEIKERSRIN

HIKELZSIRINEIARSAIEZEE Ashal, INEZEEIADES-CBC, DHENDHT, FRLAAREEEEBGFE
[H3Clike proposal 1

[H3C-ike-proposal-1]quit

3.5 SEMUCRIKERLEA


https://zhiliao.h3c.com/questions/catesDis/722
https://zhiliao.h3c.com/User/other/24679

#BURIKERRSE, HBHES0.0.0.0/0, HBIRE 123456,

[H3Clike keychain 1

[H3C-ike-keychain-1]pre-shared-key address 0.0.0.0 0.0.0.0 key simple 123456
[H3C-ike-keychain-1]quit

3.6 SEMUCHRIKERZLIESR

#HOURIKERSIESE, thEEUREEAEERER. ARG HIREIScenter, H5EBSHIRBIgbranch,
[H3Clike profile 1

[H3C-ike-profile-1]keychain 1

[H3C-ike-profile-1] exchange-mode aggressive

[H3C-ike-profile-1] local-identity fqdn center

[H3C-ike-profile-1]match remote identity address 0.0.0.0 0.0.0.0
[H3C-ike-profile-1]match remote identity fqdn branch
[H3C-ike-profile-1]proposal 1

[H3C-ike-profile-1]quit

3.7 BERMENRIPSECE 2 RIEIER

[H3Clipsec policy-template GE1/0/3 1

[H3C-ipsec-policy- template-GE1/0/3-1]transform-set GE1/0/3_IPv4_1
[H3C-ipsec-policy- template-GE1/0/3-1]local-address 101.88.26.34
[H3C-ipsec-policy- template-GE1/0/3-1]ike-profile 1
[H3C-ipsec-policy- template-GE1/0/3-1]quit

3.8 BEFMEIRIPSECR LRI
#OIRIKER2RAKGE1/0/315 L & SRIEIEIRA 1L & RIS EEE.
[H3Clipsec policy GE1/0/3 1 isakmp template GE1/0/3

3.9 BERUSMRIECTRIPSECIHEIEHINATEIS SRR
[H3Clinterface GigabitEthernet 1/0/3
[H3C-GigabitEthernet1/0/3]ipsec apply policy GE1/0/3
[H3C-GigabitEthernet1/0/3]nat outbound 3888
[H3C-GigabitEthernet1/0/3]quit

3.10 (RFEE

[H3C]save force

3.11 SERMBUEIPSECS B ICEE) S ERRIENE

#OERIPSECHYREAR, FITFILECIPSECEUE.

<H3C>system

[H3CJacl advanced 3999

[H3C-acl-ipv4-adv-3999]rule permit ip source 192.168.20.0 0.0.0.255 destination 192.168.10.0 0.0.0.
255

[H3C-acl-ipv4-adv-3999]quit

#BliZacl 3888YAFRTES NN BT HERRIPSECKEURAMMNAT,

[H3CJacl advanced 3888

[H3C-acl-ipv4-adv-3888]rule deny ip source 192.168.20.0 0.0.0.255 destination 192.168.10.0
0.0.0.255

[H3C-acl-ipv4-adv-3888]rule permit ip source any

[H3C-acl-ipv4-adv-3888]quit

3.12 HEBUERIPSECEL1IRIN
#INEESEBNIR E Saes-che-128, INIFKEUGE Ashal,
[H3Clipsec transform-set GE1/0/3_IPv4._1
[H3C-ipsec-transform-set-1] esp encryption-algorithm aes-cbc-128
[H3C-ipsec-transform-set-1] esp authentication-algorithm shal

[

H3C-ipsec-transform-set-1]quit

3.13 SEBUEBIKERZLIRIY

HIKEZSIRYBNARPAIESE Ishat, NIZF2EEINDES-CBC, DHEANDHT, FRUREERELEE
[H3Clike proposal 1

[H3C-ike-proposal-1]quit

3.14 FEBUEBEIKERZ 2



#RURIKERSH, MHHESREMMRENANIP, BiHikE /9123456,

[H3Clike keychain 1

[H3C-ike-keychain-1] pre-shared-key address 101.88.26.34 255.255.255.255 key simple 123456
[H3C-ike-keychain-1]quit

3.15 SERUEBEIKERSIER

#EBIKERSHESE, PLfitkeychain 1R22%RE, EIENBENIFEERN. KimS{HIRE]Hbranch,
DEBSHDIRBIcenter, FFHIEXT IS BRI,

H3Clike profile 1

H3C-ike-profile-1]keychain 1

H3C-ike-profile-1]exchange-mode aggressive

[
[
[
[H3C-ike-profile-1] local-identity fqdn branch
[H3C-ike-profile-1] match remote identity fqdn center

[H3C-ike-profile-1] match remote identity address 101.88.26.34 255.255.255.255
[H3C-ike-profile-1]proposal 1

[H3C-ike-profile-1]quit

3.16 SEBUBIEIPSECRLHRAE

#OIFRIKER S HEMEGE1/0/3 5 transform-set, acl. ike-profile, ZNimitiiir, Yfumith EEEESE,
[H3Clipsec policy GE1/0/3 1 isakmp

[H3C-ipsec-policy-isakmp-GE1/0/3-1] transform-set GE1/0/3_IPv4_1
[H3C-ipsec-policy-isakmp-GE1/0/3-1]security acl 3999
[H3C-ipsec-policy-isakmp-GE1/0/3-1] remote-address 101.88.26.34
[H3C-ipsec-policy-isakmp-GE1/0/3-1]ike-profile 1

[H3C-ipsec-policy-isakmp-GE1/0/3-1]quit

3.17 HERUSMIEORAIPSECIHEIEHINATEN SRR
[H3Clinterface GigabitEthernet 1/0/3
[H3C-GigabitEthernet1/0/3]ipsec apply policy GE1/0/3
[H3C-GigabitEthernet1/0/3]nat outbound 3888
[H3C-GigabitEthernet1/0/3]quit

3.18 {RiFELE
[H3C]save force

3.19 RHEISIE
#OEREIT A ITEAdisplay ke saB] LABERIBHEIRS HRDIRSF keI 55K,

{H3C>displayv ike sa

Connection-ID Remote Flag DOI
69 101. 88. 26. 34 RD IPsec
Flags:

RD--READY RL--REPLACED FD-FADING RK-REKEY
oziEddisplay ipsec salJ LABZIIPSEC SARAKE.



<HiC>display ipsec sa |

|
Interface: GigabitEthernetl/0/3

IPsec policy: GE1/0/3
Sequence number: 1
Mode: ISAKMP

Tunnel id: 0
Encapsulation mode: tunnel
Perfect Forward Secrecy:
Inside VPH:
Extended Sequence Numbers enable: N
Traffic Flow Confidentiality enable: N
Path MTU: 1428
Tunnel:
local address: 218. 76.28.33
remote address: 101,38, 26. 34
Flow:
sour addr: 192.168. 20.0/255, 255.2556.0 port: 0 protocol: ip
dest addr: 192, 168.10.0/255, 255.255.0 poxt: 0 protocol: ip

[Inbound ESP Shs]
SPI: 584061864 (0x22d013a8)
Connection ID: 519691042817
Transform set: ESP-ENCRYFT-AES-CBC-128 ESP-AUTH-SHAL
SA duration (kilobytes/sec): 1843200/3600
S remaining duration (kilobytes/sec): 1843199/3493
Max received sequence-number: 4
Anti-replay check enable: T
Anti-replay window size: 64
IDF encapsulation used for NAT traversal: N
Status: Active

[Outbound ESP Sis]
SPI: 1859593926 (0x6ed726c6)
Connection ID: 889058230272
Transform set: ESP-ENCRYPT-AES-CBC-128 ESP-AUTH-SHAL
Sh duration (kilobytes/sec): 1843200/3600
S remaining duration (kilobytes/sec): 1843199/3493
Max sent sequence—numbexr: 4
UDP encapsulation used for NAT traversal: N
Status: Active

#EEPEI A S1TERdisplay ke saf] LABERIKERS IRDIREFR keI Z 5T

<H3C*display ike =a

Connection—ID Remote Flag oI
19 218. TH. 28, 33 ED IPsec
Flag=:

ED——READY EL-—REPLACED FD-FADING RE-REKEY

ATTEAN

#5532 i@ddisplay ipsec sarJLABEIIPSEC SARARIRTE.

<H3C>display ipsec sa

Interface: GigabitEthernetl/0/3

IPsec policy: GE1/0/3
Sequence mumber: 1
Mode: Template

Turmel id: O
Encapzulation mode: tunnel
Perfect Forward Secrecy:
Inside VPN:
Extended Sequence Mumbers enable: N
Traffic Flow Confidentiality enable: N
Path MTU: 1428
Tunnel:
local address: 101.88. 26.34
remote address: 218, 76. 28, 33
Flow:
sour addr: 192.168.10,0/265. 255, 266.0 port: O protocol: ip
dest addr: 192.168. 20, 0/266. 255, 266.0 port: O protocol: ip

[Inbound ESP Sis]
SPI: 1859593926 (0xBed726c6)
Connection ID: 30064771075
Transform set: ESP-ENCEYPT-AES—CHC-128 ESP-AUTH-5HAL
S4 duration (kilobytes/sec): 1843200/3600
SL remaining duration (kilebytes/sec): 1843199/3463
Max received sequence—number: 4
Anti-replay check enable: T
Anti-replay window size: 64
TDF encapsulation usged for HAT traverszal: N
Status: Active

[Outbound ESP Shs]
SPI: 534051864 (0x22d013a8)
Connection ID: 30064771074
Transform zet: ESP-ENCRYPT-AES-CBC-128 ESP-AUTH-SHAL
S4 duration (kilobytes/zec): 1843200/3500
S4 remaining duration (kilobytes/zec): 1843109/3463
Max sent sequence—number: 4
UDF encapsulation used for HNAT trawerszal: N
Status: Active
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