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1.1 ERAN~ERET

AZFIEFRATFIF1080, F1070, F5040, F50205F10X0. FS0X0ZRFIMIBANIE,

T REHH ZEF100-C-G2HVersion 7.1.064, Release 9510P08KRAE, AIEKEF1000-C-G2h4Versio
n 7.1.064, Release 9323P1801_Li# {77 EFIFIEHY],

1.2 BEEERFEECIAIBER
BEISSHEE—aESEEEHNHO, AU SEERHANESREISVPNERAE, Pt

B IEOMRIaN R~
KRB | ShREEO Nkl YNTITES ARIEEO PRI HBE/AER
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2 HEE
Internet
HiEh: 101.88.26.34 =

,'\é\%ﬁp\—”ﬂl :
192.168.10.0.24

TERIP -
192.168.20.0/24

BELER

SERESE

3.1 FiRBAAIE EMEE

FEX S _EWBCEIESE2.3.2 Bk iEsN B EIEIPHEIE EWECE 5L K 2.3.1 X IEINERIRS
BB R HTES, AXREIPSEC VPNEEEFHITNE.

3.2 EERMHEBRIPSECIBHAMNAT

#BU2acl 38881 FITE/MNNEE ] FITHEFRIPSECGEIRRAMHNAT,

[H3CJacl advanced 3888

[H3C-acl-ipv4-adv-3888]rule deny ip source 192.168.10.0 0.0.0.255 destination 192.168.20.0
0.0.0.255

[H3C-acl-ipv4-adv-3888]rule permit ip source any

[H3C-acl-ipv4-adv-3888]quit

3.3 EERMEIERIPSECER LSRN

#INZHEEIG B Faes-cbe-128, INEREIZE Sshal,

[H3Clipsec transform-set GE1/0/3_IPv4_1
[H3C-ipsec-transform-set-1] esp encryption-algorithm aes-cbc-128
[H3C-ipsec-transform-set-1] esp authentication-algorithm shat
[H3C-ipsec-transform-set-1]quit

3.4 EEMEBEIKERLRIN

HIKELZSIRINENARSAIEZEE shal, INEZEEIADES-CBC, DHENDHT, FRLAAEEEENGFE
[H3Clike proposal 1

[H3C-ike-proposal-1]quit

3.5 SEFMEEIKERZ224A
#BFRIKEZSE, #HHES0.0.0.0/0, ZHBiRE /9123456,


https://zhiliao.h3c.com/questions/catesDis/722
https://zhiliao.h3c.com/User/other/24679

[H3Clike keychain 1
[H3C-ike-keychain-1]pre-shared-key address 0.0.0.0 0.0.0.0 key simple 123456
[H3C-ike-keychain-1]quit

3.6 SEMUERIKERZLIESR

#HBIKERSIESE, RlBR AT RGN, FMnSMHIREIcenter, HEBSMHIRGIbranch,
[H3Clike profile 1

[H3C-ike-profile-1]keychain 1

[H3C-ike-profile-1] exchange-mode aggressive

[H3C-ike-profile-1] local-identity fqdn center

[H3C-ike-profile-1]match remote identity address 0.0.0.0 0.0.0.0

[H3C-ike-profile-1]match remote identity fqdn branch

[H3C-ike-profile-1]proposal 1

[H3C-ike-profile-1]quit

3.7 BERMeNRIPSECE 2 RIEIER

[H3Clipsec policy-template GE1/0/3 1

[H3C-ipsec-policy- template-GE1/0/3-1]transform-set GE1/0/3_IPv4_1
[H3C-ipsec-policy- template-GE1/0/3-1]local-address 101.88.26.34
[H3C-ipsec-policy- template-GE1/0/3-1]ike-profile 1
[H3C-ipsec-policy- template-GE1/0/3-1]quit

3.8 BERMEIRIPSECR LM

#IRRIKER LRI GE1/0/315 R £ RISIEIRFIR £ SRAREIE.
[H3Clipsec policy GE1/0/3 1 isakmp template GE1/0/3

3.9 SERUSMRIECIIRFIPSECEREEFINATRISAE R R
[H3Clinterface GigabitEthernet 1/0/3
[H3C-GigabitEthernet1/0/3lipsec apply policy GE1/0/3
[H3C-GigabitEthernet1/0/3]nat outbound 3888
[H3C-GigabitEthernet1/0/3]quit

3.10 RFEE

[H3C]save force

3.11 SEREIEIPSECS Gl ITHeE] S ERRIERE

#EUEIPSECRIB R, FATILACIPSECER.

<H3C>system

[H3Clacl advanced 3999

[H3C-acl-ipv4-adv-3999]rule permit ip source 192.168.20.0 0.0.0.255 destination 192.168.10.0 0.0.0.
255

[H3C-acl-ipv4-adv-3999]quit

#BU2acl 38883 FITE/MNNEE ] FITHEFRIPSECGEIRAMHNAT,

[H3CJacl advanced 3888

[H3C-acl-ipv4-adv-3888]rule deny ip source 192.168.20.0 0.0.0.255 destination 192.168.10.0
0.0.0.255

[H3C-acl-ipv4-adv-3888]rule permit ip source any

[H3C-acl-ipv4-adv-3888]quit

3.12 HERMBIRIPSECRLRIN

HINEFLEENGE Haes-cbe-128, INEREIZE fshal,

[H3Clipsec transform-set GE1/0/3_IPv4_1
[H3C-ipsec-transform-set-1] esp encryption-algorithm aes-cbc-128
[H3C-ipsec-transform-set-1] esp authentication-algorithm shat
[H3C-ipsec-transform-set-1]quit

3.13 SEMUBIRIKER£IRIY

HIKELZ IRV EIARTAIEZEE fshal, INEZEEIADES-CBC, DHLEANDHT, FRLUAEEEENFE
[H3Clike proposal 1

[H3C-ike-proposal-1]quit

3.14 SEMUEIEIKERZ 2R
#EURIKERTH, MHHESREMMIRENANIP, BiEiRE /9123456,
[H3Clike keychain 1



[H3C-ike-keychain-1] pre-shared-key address 101.88.26.34 255.255.255.255 key simple 123456
[H3C-ike-keychain-1]quit

3.15 SEMUBIBIKERSIER

#OIBIKERSHESE, PLfitkeychain 1Z2ZRE, HIENBARENITEER. KAimS{HIRE]Hbranch,
DEBEIRBIAcenter, FHIEXSimitHE /o SEBMIARIHEIE

H3Clike profile 1

H3C-ike-profile-1]keychain 1

H3C-ike-profile-1]exchange-mode aggressive

H3C-ike-profile-1] local-identity fqdn branch

[
[
[
[
[H3C-ike-profile-1] match remote identity fqdn center
[H3C-ike-profile-1] match remote identity address 101.88.26.34 255.255.255.255
[H3C-ike-profile-1]proposal 1

[

H3C-ike-profile-1]quit

3.16 HERMIEIERIPSECELHME

#OIRIKER S HREGE1/0/3transform-set, acl. ike-profile, Zsimitiiit, Simitbh B,
[H3Clipsec policy GE1/0/3 1 isakmp

[H3C-ipsec-policy-isakmp-GE1/0/3-1] transform-set GE1/0/3_IPv4_1
[H3C-ipsec-policy-isakmp-GE1/0/3-1]security acl 3999
[H3C-ipsec-policy-isakmp-GE1/0/3-1] remote-address 101.88.26.34
[H3C-ipsec-policy-isakmp-GE1/0/3-1]ike-profile 1

[H3C-ipsec-policy-isakmp-GE1/0/3-1]quit

3.17 SERUSMNEIEDIRAIPSECERREFINATEN SR SERE
[H3Clinterface GigabitEthernet 1/0/3
[H3C-GigabitEthernet1/0/3lipsec apply policy GE1/0/3
[H3C-GigabitEthernet1/0/3]nat outbound 3888
[H3C-GigabitEthernet1/0/3]quit

3.18 {FFELE
[H3C]save force

3.19 [REISE
#OER BT A S 1TE B display ike saR] LABZIBHEIRS IRDIRS R Rike I I5ThK.

{H3C>display ike sa

Connection-ID Remote Flag DOI
69 101. 88. 26. 34 RD IPsec
Flags:

RD--READY RL--REPLACED FD-FADING RK-REKEY
PxziEiddisplay ipsec saa] LAEZRIIPSEC SAEARIKE.



<HiC>display ipsec sa |

|
Interface: GigabitEthernetl/0/3

IPsec policy: GE1/0/3
Sequence number: 1
Mode: ISAKMP

Tunnel id: 0
Encapsulation mode: tunnel
Perfect Forward Secrecy:
Inside VPH:
Extended Sequence Numbers enable: N
Traffic Flow Confidentiality enable: N
Path MTU: 1428
Tunnel:
local address: 218. 76.28.33
remote address: 101,38, 26. 34
Flow:
sour addr: 192.168. 20.0/255, 255.2556.0 port: 0 protocol: ip
dest addr: 192, 168.10.0/255, 255.255.0 poxt: 0 protocol: ip

[Inbound ESP Shs]
SPI: 584061864 (0x22d013a8)
Connection ID: 519691042817
Transform set: ESP-ENCRYFT-AES-CBC-128 ESP-AUTH-SHAL
SA duration (kilobytes/sec): 1843200/3600
S remaining duration (kilobytes/sec): 1843199/3493
Max received sequence-number: 4
Anti-replay check enable: T
Anti-replay window size: 64
IDF encapsulation used for NAT traversal: N
Status: Active

[Outbound ESP Sis]
SPI: 1859593926 (0x6ed726c6)
Connection ID: 889058230272
Transform set: ESP-ENCRYPT-AES-CBC-128 ESP-AUTH-SHAL
Sh duration (kilobytes/sec): 1843200/3600
S remaining duration (kilobytes/sec): 1843199/3493
Max sent sequence—numbexr: 4
UDP encapsulation used for NAT traversal: N
Status: Active

#EEPEI A S1TERdisplay ke saf] LABERIKERS IRDIREFR keI Z 5T

<H3C*display ike =a

Connection—ID Remote Flag oI
19 218. TH. 28, 33 ED IPsec
Flag=:

ED——READY EL-—REPLACED FD-FADING RE-REKEY

ATTEAN

#5532 i@ddisplay ipsec sarJLABEIIPSEC SARARIRTE.

<H3C>display ipsec sa

Interface: GigabitEthernetl/0/3

IPsec policy: GE1/0/3
Sequence mumber: 1
Mode: Template

Turmel id: O
Encapzulation mode: tunnel
Perfect Forward Secrecy:
Inside VPN:
Extended Sequence Mumbers enable: N
Traffic Flow Confidentiality enable: N
Path MTU: 1428
Tunnel:
local address: 101.88. 26.34
remote address: 218, 76. 28, 33
Flow:
sour addr: 192.168.10,0/265. 255, 266.0 port: O protocol: ip
dest addr: 192.168. 20, 0/266. 255, 266.0 port: O protocol: ip

[Inbound ESP Sis]
SPI: 1859593926 (0xBed726c6)
Connection ID: 30064771075
Transform set: ESP-ENCEYPT-AES—CHC-128 ESP-AUTH-5HAL
S4 duration (kilobytes/sec): 1843200/3600
SL remaining duration (kilebytes/sec): 1843199/3463
Max received sequence—number: 4
Anti-replay check enable: T
Anti-replay window size: 64
TDF encapsulation usged for HAT traverszal: N
Status: Active

[Outbound ESP Shs]
SPI: 534051864 (0x22d013a8)
Connection ID: 30064771074
Transform zet: ESP-ENCRYPT-AES-CBC-128 ESP-AUTH-SHAL
S4 duration (kilobytes/zec): 1843200/3500
S4 remaining duration (kilobytes/zec): 1843109/3463
Max sent sequence—number: 4
UDF encapsulation used for HNAT trawerszal: N
Status: Active

BCE R



	F10X0/F50X0系列两台防火墙一端固定IP，一端PPPOE拨号搭建IPSEC VPN配置案例（野蛮模式命令行）
	组网及说明

	1 配置需求及说明
	1.1  适用的产品系列
	1.2  配置需求及实现的效果

	2 组网图
	配置步骤

	3 配置步骤
	3.1  两端防火墙上网配置
	3.2  总部侧排除IPSEC兴趣流不做NAT
	3.3  总部侧创建IPSEC安全提议
	3.4  总部侧创建IKE安全提议
	3.5  总部侧创建IKE安全密钥
	3.6  总部侧创建IKE安全框架
	3.7  总部侧创建IPSEC安全策略模板
	3.8  总部侧创建IPSEC安全策略
	3.9  总部侧外网接口调用IPSEC策略和NAT动态转换策略
	3.10  保存配置
	3.11  分部侧创建IPSEC兴趣流匹配到总部的数据
	3.12  分部侧创建IPSEC安全提议
	3.13  分部侧创建IKE安全提议
	3.14  分部侧创建IKE安全密钥
	3.15  分部侧创建IKE安全框架
	3.16  分部侧创建IPSEC安全策略
	3.17  分部侧外网接口调用IPSEC策略和NAT动态转换策略
	3.18  保存配置
	3.19  隧道验证
	配置关键点



