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1.1 ERAI~ERET

AZGIERTFAIF5080, F5060, F5030, F5000-MEZEF5000, F5000-XZREGIHIBE K,

1.2 EEEFRESIAER
FREKRIEE V7B EERIKEV2MYIGEEIPSEC VPN, IPHENE R O FRFR:

NEBWR | SO YNl ) UNTIZES AREO AR/ 4ERD
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3.1 FimpEAIE L MEE

Pk S ERMEREiSS%E2.3.2 Pk IEsNREFRERE P MBS S A HTES, AXREYIIPSEC
VPNECEFHTNEA.

3.2 SEBMIEIZEIPSECH Il LA R 53 ERAYEE

BIERIPSECHYEE, FAFILACIPSECEURE,

<H3C>system

[H3CJacl advanced 3000

[H3C-acl-ipv4-adv-3000]rule permit ip source 9.9.9.0 0.0.0.255 destination 8.8.8.0 0.0.0.255
[H3C-acl-ipv4-adv-3000]quit

Blacl 3001V RS MO FATHEFRIPSECIENRAMNAT,

[H3CJacl advanced 3001

[H3C-acl-ipv4-adv-3001]rule deny ip source 9.9.9.0 0.0.0.255 destination 8.8.8.0 0.0.0.255
[H3C-acl-ipv4-adv-3001]rule permit ip source any

[H3C-acl-ipv4-adv-3001]quit

3.3 SERMEIEIPSECELIRIN

NEZEELGE H3des-cbe, IAEEELZE FImds,

[H3Clipsec transform-set 1

[H3C-ipsec-transform-set-1] esp encryption-algorithm 3des-cbc
[H3C-ipsec-transform-set-1] esp authentication-algorithm md5
[H3C-ipsec-transform-set-1] quit

3.4 BEBMBIERIKEV2R 4RI
REGFERANNIKE V222 RN FTLAEEREHEFESHL
[H3Clikev2 proposal 1
[H3C-ikev2-proposal-1]quit
AT AIKE V2ERARINNE RINER .
<H3C>display ikev2 proposal
IKEv2 proposal : default
Encryption: AES-CBC-128 3DES-CBC
Integrity: SHA1 MD5
PRF: SHA1 MD5


https://zhiliao.h3c.com/questions/catesDis/722
https://zhiliao.h3c.com/User/other/24679

DH Group: MODP1536/Group5 MODP1024/Group2

3.5 SEUEIEIKE V2RZ2EiH

BIEIKE V2&1H, RS HERMIRERIAMIP, EiBigE 123,
[H3Clike keychain 1

[H3C-ike-keychain-1-peer2]peer 2

[H3C-ike-keychain-1-peer2] address 2.2.2.1 255.255.255.255
[H3C-ike-keychain-1-peer2] identity address 2.2.2.1
[H3C-ike-keychain-1-peer2] pre-shared-key plaintext 123
[H3C-ike-keychain-1-peer2]quit

3.6 SEMUENRIKERLIESR

BIRRIKERSESR, BxJumitlit, keychain, proposalXEKEESE,

[H3Clikev2 profile 1

[H3C-ikev2-profile-1]keychain 1

[H3C-ikev2-profile-1] authentication-method local pre-share
[H3C-ikev2-profile-1] authentication-method remote pre-share
[H3C-ikev2-profile-1] match remote identity address 2.2.2.1 255.255.255.255
[H3C-ikev2-profile-1]quit

3.7 EERMEIEIPSECR LKA

B IKER L HEREGEO/0fGransform-set, acl. ikev2-profile, Xt EEEAESE,
H3Clipsec policy GEO/0 1 isakmp

H3C-ipsec-policy-isakmp- GEO/0-1]transform-set 1

H3C-ipsec-policy-isakmp- GEO/0-1]security acl 3000

H3C-ipsec-policy-isakmp- GEO/0-1]remote-address 2.2.2.1
H3C-ipsec-policy-isakmp- GE0/0-1]ikev2-profile 1

H3C-ipsec-policy-isakmp- GE0/0-1]quit

3.8 SEMUTESMRIIZCIAMANATRIPSECHRRE
[H3Clinterface GigabitEthernet 0/0
[H3C-GigabitEthernet 0/0]ipsec apply policy GE0/0
[H3C-GigabitEthernet 0/0]nat outbound 3001
[H3C-GigabitEthernet 0/0]quit

3.9 PERMEIEIPSECH BT ITELE & SRRIEIE

BIEEIPSECAIRELR, FATFILACIPSECHER.

<H3C>system

[H3CJacl advanced 3000

[H3C-acl-ipv4-adv-3000]rule permit ip source 8.8.8.0 0.0.0.255 destination 9.9.9.0 0.0.0.255
[H3C-acl-ipv4-adv-3000]quit

BllE2acl 3001AFETEINMEE O AT HERIPSECERAMENAT,

[H3CJacl advanced 3001

[H3C-acl-ipv4-adv-3001]rule deny ip source 8.8.8.0 0.0.0.255 destination 9.9.9.0 0.0.0.255
[H3C-acl-ipv4-adv-3001]rule permit ip source any

[H3C-acl-ipv4-adv-3001]quit

3.10 HERMBIRIPSECRLRIN

PNBEEIZE H3des-cbe, AFEELGE JImdS,

[H3Clipsec transform-set 1

[H3C-ipsec-transform-set-1] esp encryption-algorithm 3des-cbc
[H3C-ipsec-transform-set-1] esp authentication-algorithm md5
[H3C-ipsec-transform-set-1] quit

3.11 SEMUEIRIKEV2RZ£1RIN
REBFEKANIKE V2222 A B EREHFTES .
[H3Clikev2 proposal 1
[H3C-ikev2-proposal-1]quit
PATAIKE VERIARINNE RIANIEELE.
<H3Cx>display ikev2 proposal
IKEv2 proposal : default
Encryption: AES-CBC-128 3DES-CBC
Integrity: SHA1 MD5
PRF: SHA1 MD5



DH Group: MODP1536/Group5 MODP1024/Group2

3.12 SEMUEIZIKE V2Z LA

BIEIKE V2&1H, RS HERMIRERIAMIP, EiBigE 123,
[H3Clike keychain 1

[H3C-ike-keychain-1-peeri]peer 1

[H3C-ike-keychain-1-peer1] address 1.1.1.1 255.255.255.255
[H3C-ike-keychain-1-peer1] identity address 1.1.1.1
[H3C-ike-keychain-1-peer1] pre-shared-key plaintext 123
[H3C-ike-keychain-1-peer1]quit

3.13 FERMUEEIKERSIER

BIRRIKERSIESR, B, Ximitk, keychain, proposalXKEXEEE,
[H3Clikev2 profile 1

[H3C-ikev2-profile-1]keychain 1

[H3C-ikev2-profile-1] authentication-method local pre-share
[H3C-ikev2-profile-1] authentication-method remote pre-share
[H3C-ikev2-profile-1] match remote identity address 1.1.1.1 255.255.255.255
[H3C-ikev2-profile-1]quit

3.14 $IEREIEIPSECELRAE

B IKER L HEREGEO/0fGransform-set, acl. ikev2-profile, Xt EEEAESE,
H3Clipsec policy GEO/0 1 isakmp

H3C-ipsec-policy-isakmp- GEO/0-1]transform-set 1

H3C-ipsec-policy-isakmp- GEO/0-1]security acl 3000

H3C-ipsec-policy-isakmp- GE0/0-1]remote-address 1.1.1.1
H3C-ipsec-policy-isakmp- GE0/0-1]ikev2-profile 1

H3C-ipsec-policy-isakmp- GE0/0-1]quit

3.15 SEBUESMNRIECIEANATRIPSECSEHE
[H3Clinterface GigabitEthernet 0/0
[H3C-GigabitEthernet 0/0]ipsec apply policy GE0/0
[H3C-GigabitEthernet 0/0]nat outbound 3001
[H3C-GigabitEthernet 0/0]quit

3.16 (RFEE
[H3C]quit
<H3C>save force

3.17 BHELSIE

BT T ENMEEEE RS SR L IKEV I AT EAE R AYIKEV2 SA,
[H3C] display ikev2 sa

Tunnel ID  Local Remote Status

1 1.1.1.1/500 2.2.2.1/500 EST
Bida<$1TEEdis ipsec saA] LB EIFHEIRSE LT,
<H3Cx>dis ipsec sa

Interface: GigabitEthernet0/0

IPsec policy: 1
Sequence number: 1
Mode: ISAKMP
Tunnel id: 0
Encapsulation mode: tunnel
Perfect Forward Secrecy:
Inside VPN:
Extended Sequence Numbers enable: N
Traffic Flow Confidentiality enable: N
Path MTU: 1444
Tunnel:



local address: 1.1.1.1
remote address: 2.2.2.1
Flow:
sour addr: 9.9.9.9/255.255.255.255 port: 0 protocol: ip
dest addr: 8.8.8.8/255.255.255.255 port: 0 protocol: ip

[Inbound ESP SAs]
SPI: 2831964167 (0xa8cc5807)
Connection ID: 12884901889
Transform set: ESP-ENCRYPT-3DES-CBC ESP-AUTH-MD5
SA duration (kilobytes/sec): 1843200/3600
SA remaining duration (kilobytes/sec): 1843199/1475
Max received sequence-number: 4
Anti-replay check enable: Y
Anti-replay window size: 64
UDP encapsulation used for NAT traversal: N
Status: Active

[Outbound ESP SAs]

SPI: 662015886 (0x27758f8e)

Connection ID: 55834574848

Transform set: ESP-ENCRYPT-3DES-CBC ESP-AUTH-MD5

SA duration (kilobytes/sec): 1843200/3600

SA remaining duration (kilobytes/sec): 1843199/1475

Max sent sequence-number: 4

UDP encapsulation used for NAT traversal: N

Status: Active
BN T EREEEEZSE EIKEV2IERIHEERAIIKEV2 SA,
[H3C] display ikev2 sa
Tunnel ID  Local Remote Status

1 2.2.2.1/500 1.1.1.1/500 EST
Bida<$1TEEdis ipsec saA] B EIFEIRSE L.
<H3Cx>dis ipse sa

Interface: GigabitEthernet0/0

IPsec policy: 1
Sequence number: 1
Mode: ISAKMP
Tunnel id: 0
Encapsulation mode: tunnel
Perfect Forward Secrecy:
Inside VPN:
Extended Sequence Numbers enable: N
Traffic Flow Confidentiality enable: N
Path MTU: 1444
Tunnel:
local address: 2.2.2.1
remote address: 1.1.1.1
Flow:
sour addr: 8.8.8.8/255.255.255.255 port: 0 protocol: ip
dest addr: 9.9.9.9/255.255.255.255 port: 0 protocol: ip

[Inbound ESP SAs]
SPI: 662015886 (0x27758f8e)
Connection ID: 12884901889
Transform set: ESP-ENCRYPT-3DES-CBC ESP-AUTH-MD5
SA duration (kilobytes/sec): 1843200/3600
SA remaining duration (kilobytes/sec): 1843199/1431
Max received sequence-number: 4



Anti-replay check enable: Y

Anti-replay window size: 64

UDP encapsulation used for NAT traversal: N
Status: Active

[Outbound ESP SAs]
SPI: 2831964167 (0xa8cc5807)
Connection ID: 12884901888
Transform set: ESP-ENCRYPT-3DES-CBC ESP-AUTH-MD5
SA duration (kilobytes/sec): 1843200/3600
SA remaining duration (kilobytes/sec): 1843199/1431
Max sent sequence-number: 4
UDP encapsulation used for NAT traversal: N
Status: Active

BLERHER
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