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1.1 ERAN~ERET

AZFERTFINF5080, F5060, F5030. F5000-MZEF5000, F5000-XZRFIRIB KL
EGG2Z5IBMHEE: ER5200G2, ER8300G2. ER3200G2%

T REHIEEF100-C-G2H9Version 7.1.064, Release 9510P08kR A i/ THD E-IF1EHT,

1.2 BEEERFEECIAIBER
DEREABERS200G2EEHES, SEE—AMXERBEERMHO, RUSHEERHENIMEESIEIVP
NIEEGE. IPHBIER ORI 2R

KEEIR | SO | 2RISR RIS RO | LSS
IS 1/0/3 101.88.26.34/30 | 101.88.26.33 1/0/3 192.168.10.0/24
PR Wan1 198.76.26.90/30 | 198.76.26.89 Lan1 192.168.20.0/24
2 ANE

/288 : 101.88.26.34 4388 : 198.76.26.90

Internet

BERAR
192.168.10.0/24 192.168.20.0/24

BRELE

3SEMESE

3.1 BAXIGFIERG2EEHIZE L MEE

Pk BB S % 2.3.2 P E/NREAEE Pl ERMEE A BHTEE, AN R4EIIPSEC

VPNEEE#TNEB.
ERG2RH%E FMAIEiS S % 2.2.2 RS EAHSI AR EREE A HIERE, AXRERTIPS
EC VPNECEHITNA.

3.2 SEBMIEUZEIPSEC BT ILEL R 5 ERAYEE

#B3ZIPSECRIBXEIR, FITIUACIPSECEE.

system-view

[H3CJacl advanced 3999

[H3C-acl-ipv4-adv-3999]rule permit ip source 192.168.10.0 0.0.0.255 destination 192.168.20.0 0.0.0.
255

[H3C-acl-ipv4-adv-3999]quit

#BEacl 3888YERIFESMNE I AT HEFRIPSECKELRAMHNAT,

[H3C]acl advanced 3888

[H3C-acl-ipv4-adv-3888]rule deny ip source 192.168.10.0 0.0.0.255 destination 192.168.20.0 0.0.0.2
55

[H3C-acl-ipv4-adv-3888]rule permit ip source any

[H3C-acl-ipv4-adv-3888]quit

3.3 EERMENEIPSECELIRIN

#INBFEBNRE Jaes-cbe-128, INIFEEIGE Ashal,

[H3Clipsec transform-set 1

[H3C-ipsec-transform-set-1]esp encryption-algorithm aes-cbc-128
[H3C-ipsec-transform-set-1]esp authentication-algorithm shat


https://zhiliao.h3c.com/questions/catesDis/722
https://zhiliao.h3c.com/User/other/24679

[H3C-ipsec-transform-set-1]quit

3.4 SEMEBEIKERLRIY

HIKELZSIRINBNARTAIEZER 9shat, INEZEEIHDES-CBC, DHAADH1, FRLUASERBHFE
[H3Clike proposal 1

[H3C-ike-proposal-1]quit

3.5 SRFMEBRIKERSEH

#ERBIKEZE, WIHES S EHMIRENARWIP, BiEIRE/I123456,

[H3Clike keychain 1

[H3C-ike-keychain-1]pre-shared-key address 198.76.26.90 key simple 123456
[H3C-ike-keychain-1]quit

3.6 SEUEERIKERZSIER

#EBIKERSHELE, KBAimithil, Ximitblit, keychain, proposalsKEXEE.
[H3Clike profile 1

[H3C-ike-profile-1]keychain 1

[H3C-ike-profile-1]local-identity address 101.88.26.34
[H3C-ike-profile-1]match remote identity address 198.76.26.90
[H3C-ike-profile-1]proposal 1
[H3C-ike-profile-1]quit

3.7 EEELRIKE DPDIAE

#0liEike dpd, IKE SAMEIRINZ R 10RAIHEKIEDPDIRIIRY, FHEFZDPDEINIRY. &4
IHfE10FIRBUEIDPDREIRAR S, MEE IRKRIEDPDIRIRSL, HEitIFEHEHERIX=RDPD
RIRSZ, EFE=IRDPDIRUIRIIR HE10FM5 2 ZIDPDEIRGR S, MISHBRARZEDPDERMRSZAII
KE SAREXIMAIFTEIPsec SA, EFEIITFEFULEI T DPDEIFHRI, NS 0FVEIRARIEDPDIR
FRSZ

[H3Clike dpd interval 10 retry 10 periodic

3.8 SERMICIRIPSECERHRAE

#OIFRIKER S HEMEGE1/0/3 5 transform-set, acl. ike-profile, ZNifitiiir, Yfumitih EEEESE,
[H3Clipsec policy GE1/0/3 1 isakmp

[H3C-ipsec-policy-isakmp-GE1/0/3-1]transform-set 1
[H3C-ipsec-policy-isakmp-GE1/0/3-1]security acl 3999
[H3C-ipsec-policy-isakmp-GE1/0/3-1]local-address 101.88.26.34
[H3C-ipsec-policy-isakmp-GE1/0/3-1]remote-address 198.76.26.90
[H3C-ipsec-policy-isakmp-GE1/0/3-1]ike-profile 1

[H3C-ipsec-policy-isakmp-GE1/0/3-1]quit

3.9 BERMISMRIECTRIPSECHEIEHINATEIS SRR
[H3Clinterface GigabitEthernet 1/0/3
[H3C-GigabitEthernet1/0/3]ipsec apply policy GE1/0/3
[H3C-GigabitEthernet1/0/3]nat outbound 3888
[H3C-GigabitEthernet1/0/3]quit

3.10 SRR ER L RIRIEIPSECEIR

#EIEEXISRE, HEFR79192.168.10.0

[H3Clobject-group ip address 192.168.10.0

[H3C-obj-grp-ip-192.168.10.0]0 network subnet 192.168.10.0 255.255.255.0
[H3C-obj-grp-ip-192.168.10.0]quit

#EUENISREE, |FR/9192.168.20.0

[H3CJobject-group ip address 192.168.20.0

[H3C-obj-grp-ip-192.168.20.0]0 network subnet 192.168.20.0 255.255.255.0
[H3C-obj-grp-ip-192.168.20.0]quit

#HEUEERISIRRE, SREBZFRAIUntrust-Trust

[H3C]object-policy ip Untrust-Trust

[H3C-object-policy-ip- Untrust-Trust] rule 0 pass source-ip 192.168.20.0 destination-ip 192.168.10.0
[H3C-object-policy-ip- Untrust-Trust]quit
#BUEEUntrustEl TustifiAYIE B SR BE A BB Untrust-TrustskRg

[H3C]zone-pair security source Untrust destination Trust
[H3C-zone-pair-security-Untrust-Trust]object-policy apply ip Untrust-Trust
[H3C-zone-pair-security-Untrust-Trust]quit



311 BEEERLERE, MiBUntrustBLocal, AR Local®|UntrustfiISEng, FAFEZIPSEC [
B

#OUEERISRRE, SRASEFRAIUntrust-Local

[H3C]object-policy ip Untrust-Local

[H3C-object-policy-ip-Untrust-Local] rule 0 pass
[H3C-object-policy-ip-Untrust-Locallquit
#BUEEUntrustZlLocallfiAiE B SR A A Untrust- Localselg

[H3C]zone-pair security source Untrust destination Local
[H3C-zone-pair-security-Untrust-Local]object-policy apply ip Untrust-Local
[H3C-zone-pair-security-Untrust-Local]quit

#EUENISREY, RERBFRALocal-Untrust

[H3CJobject-policy ip Local-Untrust
[H3C-object-policy-ip-Local-Untrust]rule 0 pass
[H3C-object-policy-ip-Local-Untrust]quit
#BlELocalRUntrustisiYis Bl 5B A A Local-Untrustselg

[H3C]zone-pair security source Local destination Untrust
[H3C-zone-pair-security-Local-Untrust]object-policy apply ip Local-Untrust
[H3C-zone-pair-security-Local-Untrust]quit

3.12 BEENQA, AF{RiEIPSEC VPNIEE,

BUEICMP-echoBUHINQATIIKAE (EIERgadmin, BIFIREAtest!) , FHEERNUIRXAIBRIHE
A5 EBERG2ARIMIATp: 192.168.20.1, JRip2EEBAMATP: 192.168.10.1,

system-view

[H3C] nga entry admin test1

[H3C-nga-admin-test1] type icmp-echo

[H3C-nga-admin-test1-icmp-echo] destination ip 192.168.20.1

[H3C-nga-admin-test1-icmp-echo] source ip 192.168.10.1

#ECE Bkt /9101.88.26.33, LUENIRRSE ipsec vpniiBRIAS ERIRE.
[H3C-nga-admin-test1-icmp-echo] next-hop ip 101.88.26.33

# EEIESEH: —ANQATKFHRNAYRE/10, FRUAERATEA5002F, MIXEESFRNI
FroABEIRE B /E)PR /95000270,

[H3C-nga-admin-test1-icmp-echo] probe count 10

[H3C-nga-admin-test1-icmp-echo] probe timeout 500

[H3C-nga-admin-test1-icmp-echo] frequency 5000

# J2aICMP-echolUiflig(F, H—EHTIUIK.

[H3C] nga schedule admin test1 start-time now lifetime forever

3.13 SEREURIPSECEIENO
#EVPN">“IPSEC VPN">“EBiEO" P, PE2oMEEOWAN1

RERD  EED KEFREWR  KENEHE  PSecH2EW  IPSeckLHE -

500 o O )

EROER:
fpE#O:
fif -

3.14 DECIEIKERZLIRIY
#EVPN">“IPSEC VPN">“IKEZz &2 sk i
IKEZSIZVARAIEEEASHAT, INZEEIADES, DHAERDH1,



| KEFRRW IKEHFHE  IPSecHRiER  IPSeckRHR

HIMIKER 248

wefeh: tiyi  (EEI~164)
IKERIFH % :
IKEME R : DES v

IKE DHER : DH! modp768 w

3.15 SERCIRRIKERIZE

HEVPN’>“IPSEC VPN">“IKEXSE(R R i sh e

STHHHLER DI AKIP, SRR BEFNIKERZRSIRIYN, FREERX, BAIKE =%, F/EDPD
, FNEEBHH{TICAL,

ZERD GO0 KCRIEN  IKEHSH  PSeckReBN | BSecHeME ||

HRIKEH %

HEHER: peer (B 1~ 1605T)
EEO: ipsec) ¥
il : 101.88. 26. 34 (1P & i)
L @ izt O IFEiEE
wE—: tiyi v
BBz WiEE v
wEHW=: WEfE -
weium: WEE -
HHFER(PSK): 123456 (G 1~128455)

s 28300 HOEE:60~6048001, F&{l:28800)
DFD: ORR CEA

DPDENY: 10 HEE: 1~60%", FE(E:10)
DPDBEETE : EL P (EE: 1~ 3008, PEil:30)
) FEL)

3.16 HERIEIPSECR LRIV
#E“VPN">“IPSEC VPN">“IPSECZEIZN hathiiE
HINEEEBNGE Naes128, IAIFERNGE fyshal,

ELWM  EED KERREW | IKEHEE | IPSecRLBR | IPSecH WM -

WRIPSECE SR W

wEiRE: esp

EEhnE: DAH QESP (D AH+ESP
ESPISIEM SHAL w

ESPINEHE: AESI28 -

(EEEE)
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#E“VPN">“IPSEC VPN">“IPSEC R %RE e

iy 7RI P /AN 7 22 e VP NI RItE, im0 S BB EE VPNRYIEE, AR ZRIeIEAYIKEXS
ZRFNIPSECHIL 21N,



B IKEM®H  PSecHLEW  IPSecH2ME

WRMIPSECE S NG

TR R ipsec B 1~ 16127)
AT EM: BE -
EMFRIP/RB: 192,168.20.0  ; 255, 265.265.0
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R OIKENF O Fehizt
& peer ¥
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3.18 [ZHIPSECERLERRINEE

R0 KERSBW  IKEUSH  PSecERBW  IPSeckLNM

PSecit i

¥ gRIPSecHit

3.19 SEREIEEMESEPIENSIEH
HEBRRE > BHRRE" > HSIEE P REnE
B —SERSIRH. BRIMBUIAXIRAIVPNIER, HIEOMRIPSECHEEN.

BWIEWM | EmEMH
HPBERMIE
=ikl 192, 168. 10,0
FRER: 258, 255, 266, 0
To— ik : | |
H#EQ: ipzecl -
ik (@i, e 1 15

3.20 BHELSIE
V7RI :

B A< TERdisplay ike sal] LIBZIEIRSIRDIREZR keI TEhK,

[H3CIdis ike sa

Cormection-ID Remote Flag Dol
29 198, T6. 26, 90 ED IPsec
Flazs:

RD-——READY RL—REPLACED FD-FADING RE-REEEY
#V7Bh K i@ display ipsec saR]LABZIIPSEC SAEAIRE.



[H3C]dis ipsec sa

Interface: GigabitEthernetl1/0/3

IPsec policy: GEL/0/3
Sequence number: 1
Mode: Template

Tunnel id: 0

Encapsulation mode: tunnel

Perfect Forward Secrecy:

Inside VFN:

Extended Sequence Numbers enable: N
Traffic Flow Confidentiality enable: N
Path NTU: 1444

Tunnel:

local address: 101.88. 26. 34
remote address: 198, 76. 26. 90

Flow:
sour addr: 192.168.10.0/255, 255, 255.0 port: 0 protocol: ip
dest addr: 192,168, 20, 0/255, 255, 255.0 port: 0 protocol: ip

[Inbound ESP Shs]
SPI: 4032357769 (0xf058e589)
Connection ID: 158913789952
Transform set: ESP-ENCRYFT-3DES-CBC ESP-AUTH-SHAL
Sk duration (kilobytes/sec): 1843200/3600
S& remaining duration (kilobytes/sec): 1843199/3545
Nax received sequence-number: 8
Anti-replay check enable: Y
Anti-replay window size: 64
UDP encapsulation used for NAT traversal: N
Status: Active

[Outbound ESP SAs]
SPI: 1786751150 (0x6a7fafae)
Connection ID: £4424509441
Transform set: ESP-ENCRYPT-3DES-CBC ESP-AUTH-SHAL
S& duration (kilobytes/sec): 1843200/3600
S& remaining duration (kilobytes/sec): 1843199/3545
Hax sent sequence-number:
UDP encapsulation used for NAT traversal: N
Status: Active

ERG2{1:
7£ [VPN] - [VPNIRE] -- [IPSeckeRig] - [R2HE] BEEREEBER

BRWE  GED  eEREE | KEHFE | PSecHIRW  IPSecHRNE |

wRUBsA
i &P IR SREE. TEESE L TR
[
il e Al | AnsPl AH Wik | ESP SP1 ESP Wik oL
100682634 | I | | | mreste0ns
oo B omraes 5 SutaMiabee | SDESBHAL | 00 1oy 30,004
198, 762690 TR 1SS 200/ 24
oy bl SRR o Oufosteses | JESSHAL | o100, 448100024

LR RS-R hE U A

BCERHER



	F5000-X系列防火墙和ERG2采用公网固定地址方式搭建IPSEC VPN配置案例（主模式命令行配置、NQA保活VPN隧道）
	组网及说明

	1 配置需求及说明
	1.1  适用的产品系列
	1.2  配置需求及实现的效果

	2 组网图
	配置步骤

	3 配置步骤
	3.1  防火墙和ERG2路由器上网配置
	3.2  总部侧创建IPSEC兴趣流匹配到分部的数据
	3.3  总部侧创建IPSEC安全提议
	3.4  总部侧创建IKE安全提议
	3.5  总部侧创建IKE安全密钥
	3.6  总部侧创建IKE安全框架
	3.7  配置全局IKE DPD功能
	3.8  总部侧创建IPSEC安全策略
	3.9  总部侧外网接口调用IPSEC策略和NAT动态转换策略
	3.10  总部侧配置安全策略放通IPSEC数据
	3.11  总部侧配置安全策略，放通Untrust到Local，以及Local到Untrust的策略，用于建立IPSEC 隧道
	3.12  配置NQA，用于保活IPSEC VPN隧道。
	3.13  分部创建IPSEC虚接口
	3.14  分部创建IKE安全提议
	3.15  分部创建IKE对等体
	3.16  分部创建IPSEC安全提议
	3.17  分部创建IPSEC 安全策略
	3.18  启用IPSEC安全策略功能
	3.19  分部创建去往总部的静态路由
	3.20  隧道验证
	配置关键点



