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1.1 ERAI~ERET

AZGIERTFIIF5080, F5060, F5030, F5000-MEZEF5000, F5000-XZEFIRIBE K
ERG2 PR RFIEHSE . ER8300G2-X, ER6300G2. ER3260G2, ER3200G2%,

Mt AEBEFF100-C-G2F9Version 7.1.064, Release 9510P08KT A i1 TEREFIFFHY,

1.2 BEEERFEECIMAHER
BEE—aXIE, PXE—SERGISHESEEEHMHA, R SEERmHANEEEIVP
NHEEGE, IPHEUERIE ORI R

AFER | HMEA N Gl G UNZIZES AmEA PRI /447D
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EB WAN1 BNIREX LANT 192.168.20.0/24
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SEMESE

3.1 BERBANIENIERES

3.1.1 GUERIPSECERIRIN

H#HINBFLEENGE H3des-cbe, INEREIZE fshal,

[H3Clipsec transform-set 1

[H3C-ipsec-transform-set-1]esp encryption-algorithm 3des-cbc
[H3C-ipsec-transform-set-1]esp authentication-algorithm shat
[H3C-ipsec-transform-set-1]quit

3.1.2 BUEBIKEZ24RIN

L EIKERSIRINENARNAIEZEE foshat, INEEEEH3DES-CBC, DHZEJIDH2
[H3Clike proposal 1

[H3C-ike-proposal-1] encryption-algorithm 3des-cbc

[H3C-ike-proposal-1] authentication-algorithm shat

[H3C-ike-proposal-1] dh group2

[H3C-ike-proposal-1]quit

3.1.3 BIIBIKERLHR

#RURIKERTH, DEBUNKERIAMIPHIIAERE, XIBANEIFEE/90.0.0.0, Zi3iRE /9123456,
[H3Clike keychain 1

[H3C-ike-keychain-1]pre-shared-key address 0.0.0.0 key simple 123456
[H3C-ike-keychain-1]quit

3.1.4 BEEIRRAFRSHIFQDNZIR
[H3C] ike identity fqdn F100

3.1.5 BIERIKERSIELR
HORIKERZSIELE, BARBFR. XHEFR. keychain, proposalKEATER,


https://zhiliao.h3c.com/questions/catesDis/722
https://zhiliao.h3c.com/User/other/24679

[H3Clike profile 1

[H3C-ike-profile-1]keychain 1
[H3C-ike-profile-1]exchange-mode aggressive
[H3C-ike-profile-1] local-identity fgdn F100
[H3C-ike-profile-1] match remote identity fqdn ER
[H3C-ike-profile-1]proposal 1
[H3C-ike-profile-1]quit

3.1.6 QUIEBIPSECRLFIISR

#BlZ IKER 2 RIZEIRGE1/0/3¥Gtransform-set, ike-profileXELEE3E,
[H3Clipsec policy-template GE1/0/3 1
[H3C-ipsec-policy-template-GE1/0/3-1]transform-set 1
[H3C-ipsec-policy-template-GE1/0/3-1]ike-profile 1
[H3C-ipsec-policy-template-GE1/0/3-1]quit

#RUE—MPsecR RIS S | FIRASIEIR

[H3Clipsec policy GE1/0/3 1 isakmp template GE1/0/3

3.1.7 EUFEACLIELIPSECIBRAYENE

#BliZacl 3888YAFRFES NN BT HEFRIPSECKELRAMMNAT,

[H3CJacl advanced 3888

[H3C-acl-ipv4-adv-3888]rule deny ip source 192.168.10.0 0.0.0.255 destination 192.168.20.0
0.0.0.255

[H3C-acl-ipv4-adv-3888]rule permit ip source any

[H3C-acl-ipv4-adv-3888]quit

3.1.8 SMRIECIEARIPSECRIEFINATEIZSEIRRRE
[H3Clinterface GigabitEthernet 1/0/3
[H3C-GigabitEthernet1/0/3]ipsec apply policy GE1/0/3
[H3C-GigabitEthernet1/0/3]nat outbound 3888
[H3C-GigabitEthernet1/0/3]quit

3.1.9 EERLRIRHIEIPSECEIR

#OUEEXISRAE, HEFR/I192.168.10.0

[H3C]object-group ip address 192.168.10.0

[H3C-obj-grp-ip-192.168.10.0]0 network subnet 192.168.10.0 255.255.255.0
[H3C-obj-grp-ip-192.168.10.0]quit

#EIEXISRAE, BFR/9192.168.20.0

[H3Clobject-group ip address 192.168.20.0

[H3C-obj-grp-ip-192.168.20.0]0 network subnet 192.168.20.0 255.255.255.0
[H3C-obj-grp-ip-192.168.20.0]quit

HOEXI SRR, SREREFRAUntrust-Trust

[H3CJobject-policy ip Untrust-Trust

[H3C-object-policy-ip- Untrust-Trust] rule 0 pass source-ip 192.168.20.0 destination-ip 192.168.10.0
[H3C-object-policy-ip- Untrust-Trust]quit
#BUERUntrustBl TustifiAYIE B SR IS BB Untrust-TrustskRg

[H3C]zone-pair security source Untrust destination Trust
[H3C-zone-pair-security-Untrust-Trust]object-policy apply ip Untrust-Trust
[H3C-zone-pair-security-Untrust-Trust]quit

3.1.10 FeERLHRAE, HiBUntrust®llLocal, PARLocalFUtrustfIzkRg, FTFEIZIPSEC BiE
#EUENISRER, REREFRJIUntrust-Local

[H3Clobject-policy ip Untrust-Local

[H3C-object-policy-ip-Untrust-Local] rule 0 pass
[H3C-object-policy-ip-Untrust-Local]quit

#BlEE UntrustBlLocaligifisia k8 A A Untrust- LocalZkig

[H3C]zone-pair security source Untrust destination Local
[H3C-zone-pair-security-Untrust-Local]object-policy apply ip Untrust-Local
[H3C-zone-pair-security-Untrust-Local]quit

#EENISRARRE, HRERFBFRAILocal-Untrust

[H3C]object-policy ip Local-Untrust

[H3C-object-policy-ip-Local-Untrust] rule 0 pass
[H3C-object-policy-ip-Local-Untrust]quit

#8lJ7E Local B Untrustigidie 8 e i& A A Local-UntrustSe g

[H3C]zone-pair security source Local destination Untrust



[H3C-zone-pair-security-Local-Untrust]object-policy apply ip Local-Untrust
[H3C-zone-pair-security-Local-Untrust]quit

3.1.11 REEE
[H3C]save force
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3.3 UiVPNETEE

3.3.1 HELIEARIPseckEs

EDEBAMPEEK— &S B INhEXHRE SR,

B0 EDZMELKping/SEPMIERIK, IPSECHIAENATEET-2MY, BV EBSES.

IC:~UserssaefwlBB81>ping 192.168.18.3

(IF7F Ping 192.168.18.3 BF 32 =

TTL=255
TTL=255

3.3.2 BEIPSECHIZ(ER
#VTBKEEBEIE S TERdisplay ike saFTLIBEIBERS HRDIREF keI TR,

[H3C]dis ike sa

Connection-ID  Remote Flag DoOI
29 198, 76. 26. 90 ED IPszec
Flags:

RD—READY RL--REPLACED FD-FADING RE-REKEY
#V7R K EE IS display ipsec samR]LAERIPSEC SAEARE,



[H3C]dis ipsec sa

Interface: GigabitEthernetl1/0/3

IPsec policy: GEL/0/3
Sequence number: 1
Mode: Template

Tunnel id: 0

Encapsulation mode: tunnel

Perfect Forward Secrecy:

Inside VFN:

Extended Sequence Numbers enable: N
Traffic Flow Confidentiality enable: N
Path NTU: 1444

Tunnel:

local address: 101.88. 26. 34
remote address: 198, 76. 26. 90

Flow:
sour addr: 192.168.10.0/255, 255, 255.0 port: 0 protocol: ip
dest addr: 192,168, 20, 0/255, 255, 255.0 port: 0 protocol: ip

[Inbound ESP Shs]
SPI: 4032357769 (0xf058e589)
Connection ID: 158913789952
Transform set: ESP-ENCRYFT-3DES-CBC ESP-AUTH-SHAL
Sk duration (kilobytes/sec): 1843200/3600
S& remaining duration (kilobytes/sec): 1843199/3545
Nax received sequence-number: 8
Anti-replay check enable: Y
Anti-replay window size: 64
UDP encapsulation used for NAT traversal: N
Status: Active

[Outbound ESP SAs]
SPI: 1786751150 (0x6a7fafae)
Connection ID: £4424509441
Transform set: ESP-ENCRYPT-3DES-CBC ESP-AUTH-SHAL
S& duration (kilobytes/sec): 1843200/3600
S& remaining duration (kilobytes/sec): 1843199/3545
Hax sent sequence-number:
UDP encapsulation used for NAT traversal: N
Status: Active
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