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BHEACES:
#

radius scheme h3cimc

server-type extended

primary authentication 192.168.0.161

primary accounting 192.168.0.161

user-name-format without-domain

nas-ip 192.168.0.151

accounting-on enable

#

domain system

authentication portal radius-scheme h3cimc

authorization portal radius-scheme h3cimc

accounting portal radius-scheme h3cimc

access-limit disable

state active

idle-cut disable

self-service-url disable

#

#

portal server CESHI ip 10.63.101.20 url http://10.63.101.20:8088/wifi/login server-type cmcc
portal free-rule 1 source ip any destination ip 10.65.1.1 mask 255.255.255.255
portal free-rule 2 source ip any destination ip 10.65.50.1 mask 255.255.255.255
portal free-rule 3 source ip any destination ip 192.168.0.0 mask 255.255.255.0
portal free-rule 4 source ip any destination ip 219.235.1.2 mask 255.255.255.255
portal free-rule 5 source ip 10.63.101.20 mask 255.255.255.255 destination ip any
portal mac-trigger server ip 192.168.0.161

portal url-param include user-mac

portal url-param include nas-ip

portal url-param include ap-mac

portal url-param include user-url

portal url-param include user-ip

portal url-param include ac-name
#

BEIER, BiZACENESFERMETEEHITHANEN, ZAEEIMCIIFER, BfEEN
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debugging portal packet interface xxx
debugging portal error

debugging portal tcp-cheat
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debugging portal acl interface xxx
debugging radius packet
TR :

IfName=Vlan-interface55, PortName=WLAN-DBSS0:60, SrclP=10.63.55.120, DstIP=123.125.125.86,
Flow=-1415335965!

*Jun 30 17:30:50:897 2015 XXJS-AC PORTAL/7/PORTAL_DEBUG: Mac trigger permit HTTP-Redire
ct MAC:9C4E-3672-8A70, IP:0xa3f3778.

*Jun 30 17:30:50:898 2015 XXJS-AC TCPCHEAT/7/TCPCHEAT_DEBUG: Source MAC = 9c4e-367
2-8a70 VLAN = 55

4500 00 34 7e a1 40 00 40 06 81 98 0a 3f 37 78
7b 7d 7d 56 dd 79 00 50 fd 56 11 9¢ 00 00 00 00
80 02 20 00 27 cf 00 00 02 04 05 b4 01 03 03 02

0101 04 02

*Jun 30 17:30:50:898 2015 XXJS-AC TCPCHEAT/7/TCPCHEAT_DEBUG: A connection of 10.63.55.
120 added!

*Jun 30 17:30:50:898 2015 XXJS-AC TCPCHEAT/7/TCPCHEAT_DEBUG: State of connection with s
ource IP 10.63.55.120 is LISTEN!

*Jun 30 17:30:50:898 2015 XXJS-AC DPPORTAL/7/DP_PORTAL_DEBUG:
Info: Find the freerule result (1)

*Jun 30 17:30:50:898 2015 XXJS-AC TCPCHEAT/7/TCPCHEAT_DEBUG: State of connection with s
ource IP 10.63.55.120 changed from LISTEN to SYN_RECVD!

*Jun 30 17:30:50:899 2015 XXJS-AC DPPORTAL/7/DP_PORTAL_DEBUG:
Matched Redirect ACL.

IfName=Vlan-interface55, PortName=WLAN-DBSS0:60, SrcIP=10.63.55.120,
DstIP=123.125.125.86, Flow=-1415335965!

*Jun 30 17:30:50:899 2015 XXJS-AC PORTAL/7/PORTAL_DEBUG: Mac trigger permit HTTP-Redire
ct MAC:9C4E-3672-8A70, IP:0xa3f3778.

*Jun 30 17:30:50:899 2015 XXJS-AC DPPORTAL/7/DP_PORTAL_DEBUG:
Matched Redirect ACL.

IfName=Vlan-interface55, PortName=WLAN-DBSS0:60, SrcIP=10.63.55.120,
DstIP=123.125.125.86, Flow=-1415335965!

*Jun 30 17:30:50:899 2015 XXJS-AC PORTAL/7/PORTAL_DEBUG: Mac trigger permit HTTP-Redire
ct MAC:9C4E-3672-8A70, IP:0xa3f3778.

*Jun 30 17:30:50:900 2015 XXJS-AC TCPCHEAT/7/TCPCHEAT_DEBUG: Source MAC = 9c4e-367
2-8a70 VLAN = 55

4500 00 28 7e a2 40 00 40 06 81 a3 0a 3f 37 78
7b 7d 7d 56 dd 79 00 50 fd 56 11 9d 30 73 b3 Ob

50 10 fb 90 a9 7c 00 00

*Jun 30 17:30:50:900 2015 XXJS-AC TCPCHEAT/7/TCPCHEAT_DEBUG: State of connection with s
ource IP 10.63.55.120 is SYN_RECVD!

*Jun 30 17:30:50:900 2015 XXJS-AC TCPCHEAT/7/TCPCHEAT_DEBUG: State of connection with s
ource IP 10.63.55.120 changed from SYN_RECVD to ESTABLISHED!

*Jun 30 17:30:50:900 2015 XXJS-AC TCPCHEAT/7/TCPCHEAT_DEBUG: State of connection with s
ource IP 10.63.55.120 is ESTABLISHED!

*Jun 30 17:30:50:901 2015 XXJS-AC TCPCHEAT/7/TCPCHEAT_DEBUG: Source MAC = 9c4e-367
2-8a70 VLAN = 55

%4845 (MAC:9C4E-3672-8A70, IP:10.63.55.120) KBk EAPZfS, AC mac-triggerDIBERd EIH#1THL
17, SREMKREZEMINARERER, BERSKEEAESLE= 5 Portal [k5588. RIESE=77Port



alfaaiA, REMLEEAZTIRE, PortallkS=E T EEEREBR, PortallRSaRHIR
HEINHENKSHERZ ERIREREANESKHIEDER, FMEFFEEHEMEHE.

7 20
10.63.101. 20
423 3.6059310010. 63. 55.120 10.63.101. 20 HTTP 992 pOST

422 3.60466600 10. 63. 55. 120

TP 60 5665

ncoded)

424 3.6133380010.63.101.20 192.168.0.151 PORTAL 58 Portal Type REQ_CHALLENGE
425 3.61403700192.168.0.151 10.63.101. 20 PORTAL 60 Portal Type ACK_CHALLENGE
426 3.6361740010.63.101.20 10.63.55.120 TP 285 [TCP segment of a reassembled PDU]

METLUEHPortalfR5388 & #2 7 REQ_CHANLLAGEIRSZ, 1288 (hEBIIWLANLSZPORTALIMY
MSE) PAMRSIEEE:

Type & FE 3N

REQ_CHALLENGE | Ox01 Client——>HR5388 | Portal IR53E8 MACR R B |
i53KkChallenge#fzsZ

ACK_CHALLENGE | 0x02 Client<—R5588 | ACIRE=JPortal FRe5eaimxkChal |
lengetRSZHINARIRSZ

REQ_AUTH 0x03 Client——>PR5388 | Portal IR53 SR MACIR S BRI |
SRINIERS

ACK_AUTH 0x04 Client<-—i5588 | ACIR= xJPortal FR5s eaim AL |
IRSZHINE RIS

REQ LOGOUT 0x05 Client-—->fR5588 | BEMCode=FEREN0x00, Fom

HRSZZPortal fRSS85MIACIE S
RIERNIERFEF TR, &HEr
CodeFER{EAOX01, FTNZIR

X EPortal RS S AIEHIBRTIR
X, BEREEZPortal [REeEAH
MBS RN ERTEIPIR B

ERHR .

ACK_LOGOUT 0x06 Client<—PR5388 | ACIR=Z XiPortal FRS3 881K Mg
RSZHINBRIIR ST

AFF_ACK_AUTH 0x07 Client——->fR5588 | Portal STREIRIIAL
MRS AREIAIR S ;

NTF_LOGOUT 0x08 IR35ER > Client | FA-fGmm] NEBAIRX ‘

REQ_INFO 0x09 Client > fR5528 EENARIRS

ACK_INFO Ox0a IR5588 > Client | (/s aliHIN B IR

REQ_CHALLENGE | Ox01 Client——>fR5388 | Portal IR53 58 MACRE =R |
&3k ChallengefzsZ

ACK_CHALLENGE | 0x02 Client<—PR5388 | ACIR=Z XiPortal FR55 881 KkChal
lengeRSZAIMRIHZ L

REQ_AUTH 0x03 Client—->fR5588 | Portal [R5 S8AIACTR S RIEHIIE
SKIANIERSZ

ACK_AUTH 0x04 Client<— 5388 | ACIREZ XIPortal IR5388a RIAIE
RSZHINBRIIR ST

ALAEEIPortal IRFSEFAREAIRSL FUser IPEERFIBABRAS, £70, BEELfR%ERKINSEEE
BEEEMURL LIRETIRSSES (EcEBportal url-param include user-ip) . T EEIZFERHIFML
B

UserlP

UserlPZFER/Portal A FRIIPHELE, KEH 4 F75, E{EHPortal [RSSEIRIBEEASRIIPHIIEIES,
EFFBERIRX R AT B RY(E:;

UserPort:
UserPortFER RIS EHE, KEH 2F7, ERERXPEERO;
HACEISRIR /9

| User Datagram Protocol, Src Port: C1sco-sccp (2U0U0)
Source port: cisco-sccp (2000)
Destination port: 6576 (6576)
Length: 24
# Checksum: 0x2b% [validation disabled]
] PORTAL Protocol
VERSION: 1
Type: ACK_CHALLENGE (0x02)
Pap/Chap: 0x00
Reserve: 0
serial Number: 32787
Regest ID: O
user IP: 0.0.0.0 (0.0.0.0)
User Port: O
Error Code: 0x01
Attribute Number: 0x00

ErrorCodeg1, FRACIRE S FPortal RS 885K Challengetfidfs, ACIERESIER., thiEPortal
RSEEFRAREY. WRESIER,



[ PORTAL Protocol
VERSION: 1
Type: ACK_CHALLENGE (0x02)
Pap/Chap: 0x00
Reserve: 0
Serial Number: 32775
Regest ID: B6BS
User IP: 10.63.55.120 (10.63.55.120)
User Port: 0
Error Code: 0x00
Attribute Number: 0x01
B attribute: challenge
Type: challenge (0x03)
Length: 18
value: “002[x1"033xHKEMHsHK" aHHK" 003 206

{B7E3ERREQ_AUTHX HHINEER,
TRIEIME:

T LHELRAUWN. UAZIWL [valiuaL iU ulsau e
El PORTAL Protocol
VERSION: 1
Type: REQ AUTH (0x03)
Pap/chap: 0x00
Reserve: 0
serial Number: 32776
Regest ID: 8685
uUser IP: 10.63.55.120 (10.63.55.120)
User Port: O
Error Code: 0x00
Attribute Number: 0x02
B Attribute: userName
Type: UserName (0x01)
Length: 7
value: admin
= Attribute: ChapPassword
Type: chappPassword (0x04)
Length: 18
value: [\FK'\224REK"\017KREKHF\006

BRI, RIS RSB IR EAR.

TN AR EER

Attr(BEFER) AttrType EEERE BEEX

UserName 0x01 <=253 (AJ%) FeelTFFE, BEifA:
‘FFFISH";
LEERNTTE=HAFE
R 13{UECEE,
HNEHEREREFNEE,
X253 FTHHK S

PassWord 0x02 <=16 (AJX) PRI S

Challenge 0x03 16 (EE) Chap /5 T i BN

ChapPassWord 0x04 16 (EE) ZE Chap A oIz aiI= |
i3

IRBB_FEREETLARIIChapPassword=FER (0X04) KEMNIZAREEN164I, MEE=75PortalfR532:8
RIEIWRSOZFERKEN18, AEEEKR, BSRSEEHFMIA, ZHMERERTIRSESTITECHAPP
ASSWORDRY, HHIVERBTEEIRT, TEEMUAEAFRSRE, HiaFHIRE, S8i%
FEREKETK, BHEER. THPorollREEAEY, BXE, REIES, KRinsug bk, HEEE

ERIER P User IPFESIEHHE;
3SR FAIChapPassWord{FIFFEIEFEIER, EAERENI161IL.
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